ACCESS CONTROL

One Mission, One System

Secure Multi-application Access Control Solution for French Bank

Bangue Populaire Provencale et Corse (BPPC) is a regional bank which operates In the Bouches-du-Rhéne and Vaucluse
départements of south-eastern France and on Corsica. It is part of the Bangue Populaire et Caisse d'Epargne group.

It currently has 1000 staff, over 90 branches, 190,000 customers, including 77,000 companies. In May 2015, BPPC's
management board unveiled its new 11,300 square meter head office — Pythéas Prado — located in the heart of Mar-
seille on the famous Avenue du Prado. STid and integrator Unicacces were selected by BPPC to provide a secure multi-

application access control solution.

PPC wanted to implement an access con-
B trol system, not only to ensure a level of

security consistent with its brand image,
but also to have a single multi-application card
and centralize security management. In addition
to a multi-application card, BPPC was looking for
RFID card readers to secure access to the build
ing and its parking lot. The main selection criteria
were as follows: Sturdy and vandal-resistant (IK09
minimum): resistant to physical attack for external
access control, in particular on Avenue du Prado,
which is a busy street. To develop the projact, the
Security Department worked in close collaboration
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with integrator Unicaccas, which provided con-
sulting and a solution that perfectly meets BPPC
specifications.

"We needed an access control system, to se-
cure the Head Office, manage the flow of hun.
dreds of staif and to integrate all our applications
into a single system”, says BPPC Security Manager,
Isabelle Bianco. “The multi-application card means
that our applications can be managed using a sin-
gle device, simplifying the multiple uses in dayto-
day activities. This reduces the number of physical
keys and considerabiy reduces the assediated risks
~losing them, forgeiting them, malfunctions etc.”

Solution: Use of a Single
Multi-application Card
The collaborative STd & Unicacces soution, with
Aochitect readers, UIHF systems and dual frequency
cards, has been adopted to meet all these demand-
ing criteria. BPPC wanted to implement an access
control system, using a secure solution to operate
all business senvices that require identification with
a single device that woulc nat only provide physical
access, but also be vsed for purchases from vend:
ing machines and storage of personal data etc.

The BPPC Security Department has implemented
a secure access control system based on dual-fre-
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quency 13.55 MHz Mifare & UHF STid cards to centralize &l applicetions onto
a single device, Mifare technolegies make it possible 1o integrate numerous ap-
plications, while providing a flexible and dynamic memory managament solution.
The card, combined with several dozen readers, is used daily for physical access,
payment in the cafeteria, purchases from vend ng machines and access to shared
resources (such as printers) and secure cabinets etc.

Improved, C d, and Well d Security

With this in mind, BPPC installed about forty upgradeabie Architect readers
to secure and manage flows for all sensitive areas: external doors, elevatars,
internal ground floor doors, Kaba access gates, server and [T rooms etc. These
High Security readers are combined with URC systems, high-performance
long-distance UHF readers, to secure and contral access to the parking lat
These ensure reliable identification of vehicle crivers on successive entries,
while praviding more convenient reading distances.

In order to facilitate actess management and reduce overhead, a Bodet ac-
ce<s control system is used to centralize management of people flow, various
profiles and uses, access authorizations based on time slots, and maintenance
operations etc.

“We manage significant flows of pecple, such as staff, visitors and main-
fenance workers, 5o it was crucial to aeate fully secure zoning,” comments
Is2belle Bianco,

Installation of Vandal-resistant Readers

s it was qucial to install sturdy readers in the high traffic areas around
the building, the Design Firm based its decision on the video highlighting the
resistance of STid readers to validate the performance of the Architect range,”
«confided the BPPC Security Manager.

§Tid readers are IK10 and IPS5 rated, and designed to withstand acts of van-
dalism: fire, impact, and liquids. Their sturcy design provides high resistance in
high traffic environments subject to exteme conditions {bad weather, s2a ai,
p4§\uliur|. large temperature swings etc), To enhance security, Auchitact readers
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