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We would like to thank you for the confidence you place in us and we hope that this
solution developed by STid will keep you satisfied.

We remain at your disposal for any further information about this programming tool and
our cutting-edge solutions.

We look forward to seeing you for more information on our website www.stid-
security.com.
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1. Information

PC requirements

e A PCwith operating system: Windows 7 or 10 or Windows server 2012r2.
¢ USB communication port.

¢ 50 MB min of free disk space.

USB Key Content

e FTDI USB Driver for Windows 7, 8.x and 10.

e ULTRYS Version 3.x.x.
Hardware required

To configure the reader:

e USB cable provided with SLA and SMA to directly configure the reader via USB
link.

Or
e STid UHF 866-915 MHZ encoder to encode UHF SCB/OCB configuration card:
Part number:
ARC-Wx5-G/U04-5AA/N

STR-Wx5-E/U04-5AA/1 (V10 firmware version required*)
GAD-Wx5-E/U04-5AA/1 (vO8 firmware version required*)

e UHF ISO card part number: CCTW630_AP (ISO card UHF — Broadband- Quanray QS-
SAE 64K).

To encode user credentials and vehicle tags:

STid UHF 866-915 MHz encoder, part number:

ARC-Wx5-G/U04-5AA/
STR-Wx5-E/U04-5AA/1 (V10 firmware version required*)
GAD-Wx5-E/U04-5AA/1 (vO8 firmware version required*)

*|dentification on the back of the encoder.

© STid -= MU_ULTRYS_V3.0_EN 6



C28Tid

Windows Installation

Insert the ULTRYS v2 USB stick on an USB port of your PC.
Wait for the automatic opening of the browser window.
Launch ULTRYS V2.x.x_setup.exe.

Follow the instructions on the screen.

powbdpR

Compatibility ULTRYS / Reader Range / User IDs

This ULTRYS version (3.x.x) allows you to configure SPECTRE, SPECTRE NANO, ATX and
ATX4 readers.

To configure URx & GAT readers, please use ULTRYS Vv1.X.X.

ULTRYS V1 ULTRYS 3.0
SPECTRE + SPECTRE ANTENNA X v
SPECTRE + URD ANTENNA X v
URx + URD ANTENNA v X
URx + SPECTRE ANTENNA v X
Credential encoding in secure « v
mode
Warning:

e Toread credentials encoded with ULTRYS vl on a SPECTRE reader:
configure the EPC reading in Mode 1(standard) and do not use the EPC filter.

e Credentials encoded with ULTRYS v2 will not read on the Urx /GAT readers.

Compatibility ULTRYS / Firmware reader

This ULTRYS version (3.x) allows you to configure SPECTRE, SPECTRE NANO, ATX and
ATX4 readers according to the firmware version of the reader.

ULTRYS V2.0 | ULTRYS V2.1 ULTRYSv2.4 | ULTRYS V3.0

Firmware v7 v v v v
Firmware v9 v v v
Firmware = v10 v v

Firmware = v13

© STid - MU_ULTRYS_V3.0_EN 7
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Overview

It is possible to install the software on an unlimited number of workstations.

.) ULTRYS Administrator — = X

CI8Tid

uLtrys

Version 3.0.0.14

The software tool that secures and streamlines your vehicle access

No configuration loaded EEN v ] i

{o3 O N
5 s

ULTRYS settings Readers configuration User credentials

Manage communication settings Create, import, modify and load your Create user credentials
reader configurations

www.stid-security.com

< The software is divided into three distinct parts:

ULTRYS settings
Readers configuration
User credentials

% On the Home page, you can select the language (English, Spanish, French) and click
on the link for user manual.

© STid - MU_ULTRYS_V3.0_EN 8
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Open

At the first opening no file is loaded by default.
ULTRYS is directly open on the home page.

@) ULTRYS

uLtrus

Version 3.0.0.14
The software tool that secures and streamlines your vehicle access

No configuration loaded

{3

.

ULTRYS settings Readers configuration

Manage communication settings Create, import, modify and load your
reader configurations

Administrator —~ X

CI8Tid

O
-

User credentials

Create user credentials

www.stid-security.com

I This mention indicates the current configuration.

At the next opening, ULTRYS will automatically load the last loaded configuration file.

Two possible cases:
- The loaded file is the one to use
- The loaded file is not the one to use

© STid - MU_ULTRYS_V3.0_EN
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1st Case: the loaded file is the one to use

Open the last configuration file used
1. Enter the password of the

configuration file if there is
Configuration name MU ULTRYS one if not go to step 2.

L C:\Program Files {x86)\STidWLTRYS
Configuration file path v3.0.0.13\MU ULTRYS.ucg

2. Select the profile to use to
open the file.

3. Enter the profile password if
there is one.

4. Please confirm.

Date last used 1/3/2022 11:58:10 AM

The .ucq file requires a user ID and a password

Click on Cancel to skip this file and continue to the home page

Profile Administrator v

Confirm

5. ULTRYS loads the file and opens the
home page.

UseriDs

Create user IDs

2" case the loaded file is not the one to use

Open the last configuration file used
1- Cancel.
2- ULTRYS is open on the

Configuration name MU ULTRYS .

. : o home page without any
Configuration file path ST s AT - :
SR v3.0.0.13\MU ULTRYS.ucg configuration loaded
Date last used 11312022 11:58:10 AM

The .ucq file requires a user ID and a password

Click on Cancel to skip this file and continue to the home page

Praofile Administrator M

uLtrys

Version 2.0.0.2

The software tool that secures and streamlines your vehicle access

No configuration loaded

© STid - MU_ULTRYS_V3.0_EN 10
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2. Readers configurable
SLA-RXT-A-U04%-xx / SMA-RxT-A-UQ4-xx

SLA-Rx2-A-U04-5AB / SMA-Rx2-A-U04-5AB SPECTRE READ ONLY
SLA-Rx3-A-U04-7AB/ SMA-Rx3-A-U04-7AB

SLA-Wx3-A-U04-70S / SMA-Wx3-A-U04-70S SPECTRE OSDP™

== ==,

NANO

SNA-Rx1-A-BT4-xx

SNA-Rx2-A-BT4-5AB SPECTRE NANO READ ONLY
SNA-Rx3-A-BT4-7AB

SNA-Wx3-A-BT4-70S

CA=CTR=

EJATICC

ATX-Rx2-A-U0O4-5AB SPECTRE ATX READ ONLY
ATX-Rx3-A-U04-7AB

ATX -Wx3-A-U04-70S

ATX4-Rx1-A-U04-xx

ATX4-Rx2-A-U04-5AB SPECTRE ATX 4 READ ONLY
ATX4-Rx3-A-U04-7AB

ATX4 -Wx3-A-U04-70S SPECTRE ATX 4 OSDP™

© STid - MU_ULTRYS_V3.0_EN 1
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3. Reader configuration SPECTRE READ ONLY

3-1 ULTRYS settings

Administrator — X

@) ULTRYS

ULTRYS settings

uLtrys

Version 3.0.0.8

No configuration loaded

Communication

£ R
125 Port selection for encoder or reader
SCHS connection

R~y =
ULTRYS settings

—
fﬁ)‘ Select device Select a reader
\—4,})

Readers configuration 8 Refresh

SO Connectivity test

O >
s

User credentials

» Connect the SPECTRE reader to the PC using the provided USB cable to load the
configuration via serial link directly onto the reader.

or

» Connect an UHF encoder to the PC to load the configuration onto UHF SCB
configuration card.

© STid — MU_ULTRYS_V3.0_EN 13
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To set the communication port

1- Click on ‘Refresh’ to detect all
Select device Select a reader - readers connected to the PC.

7 Refresh

SO cConnectivity test

2- Open the dropdown list Select

Select device ARC-W55-G/U04-5AA [COMI] - .
device

e ) . .
o EEEL COM3 3- Readers whose firmware is = 8 will

appear in the drop-down list under
p Connectivity test their commercial reference.

Select the communication port
number for the encoder or reader
or select the reader to use.

i COoM3 - .
Select device 4- Run the connectivity test

7 Refresh

SO connectivity test

| Device detected: Version 7 (29.7)

Message OK (with indication of the firmware

version),

Message: Failed

Failed to connect; check - Check the compatibility of the reader.
communication port and connect a

compatible reader - Check the USB cable.
- Check the Baudrate reader: it must be

fixed to 115200,

Note: during the connectivity test on a UHF encoder, a sound and light signal (orange) will be
emitted for 1 second.

© STid — MU_ULTRYS_V3.0_EN 14
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3-2 Create new configuration

UHF frequency band regulation

Installation country selection

The UHF frequency bands depend on the installation
location

France - ETSI ¥

oo R T S

Create new Open an existing configuration into

—4

Readers configuration configuration configuration the reader

Check that your reader is
compatible with regulations

User credentials

SPECTRE READ ONLY

Administrator = X

Readers configuration
Create a configuration

Next >

The reader configuration is done in 9 steps. To move from one stage to another, you must click

on “Next”.

UHF frequency band regulation

K -

Configuration protection loaded into the

reader

D)D) -

Reader configuration

1

Antenna type selection

2)) K
DEND) 5

1

Installation configuration

DENEND) |

Light indicator configuration

1

)
)
)
)

NN - |

Reading & communication parameters

)
)
1)
)
)

DEENENININED) ¢ |

User Security Roles

DEENENENININ) ©

Configuration save and protect

© STid — MU_ULTRYS_V3.0_EN
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Step 1- UHF frequency band regulation

Administrator - X

Readers configuration
Version 3.0.0.8 Create a configuration

I
m
z
4
L]

No configuration loaded

& UHF frequency band regulation

@} Installation country selection

The UHF frequency bands depend on the installation
location

France - ETSI X @

Description of regulatory frequency band

ULTRYS settings

Duty cycle: 0.975

Channels: @

ERP: 2000 mW

Check that your reader is
p compatible with regulations

User credentials

Next >

@ The frequency bands depend on the installation location

i -EE - Type the first characters to display a country or select the

country in which the installation will be done.

Australia - AustraliaCustom1

Ausiria- ETSI

Azervaijan - ETSI For a country which is not in the list, please contact STid:
selgum- £ support@stid.com.

Bosnia-ETSI
Bulgaria- ETSI
Canada-FCC
Croatia - ETSI

Cyprus - ETSI

Czech Republic - ETSI
Denmark - ETSI
Estonia- ETSI
Finland - ETSI
France-ETSI
Germany - ETSI

@ To approve the feasibility to install your reader in the selected country, you can check the
compatibility.

Reader ID

© STid — MU_ULTRYS_V3.0_EN 16
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With USB reader connection

1- Connect the reader and set the
communication COM port.

2- Select ‘Connect your reader’

3- Please confirm

Reader ID

Reader’s frequency band compatible with
selected country’s regulations

Message: OK

Reader’s frequency band incompatible
with selected country’s requlations

Message: NOK

The reader can't be installed in the

selected country.

No reader connected, check your USB
connection and communication settings
- Check the USB cable

- Check the communication with reader

With reader part number

Reader ID

Enter the first 5 characters of the reader part number

Example: SLAR41, SLARST, SMAR43...

Reader’s frequency band compatible with
selected country’s regulations

Message: OK

| Incorrect reader reference number

Message: the reference reader is not compatible

o with regulation selected.

© STid — MU_ULTRYS_V3.0_EN 17
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Step 2- Configuration protection loaded into the reader

Administrator — X

Readers configuration
Create a configuration

No configuration loaded BEEEN v @ i

) -

& Configuration protection loaded into the reader

i@} Protection code definition

ULTRYS settings

The protection code is a data that can be customized by the administrator to protect the
configuration of a reader during installation

Modifying this configuration requires the protection code

5=
Al readers have the default protection code “FFFFFFFFFF”

Readers configuration We recommend you to change the default protection code the first time you carry out the
configuration process

Enter FFFFFFFFFF in the “Protection code” field and specify the new protection code
(hexadecimal) in the "New protection code” field

O
"@ Protection code FFFFFFFFFF
User credentials
<
New protection code E’
& Previous Next >

SPECTRE readers are initially supplied with a default configuration and a protection code to
OXFFFFFFFFFF.

The size of this protection code is 5 bytes (10 hexadecimal characters).

After the initial setup and in order to reconfigure the reader, it will be necessary to present an
UHF SCB card or a configuration file with the same ‘protection code’ as the reader.

e
Random protection code generator.

Caution

This protection code is important and should definitely be kn
It protects the configuration data and allows reader co

If you lose this protection code, you won't be able to reconfigu
reader must be reset at the factory.

To change the protection code, it will be necessary to know t

© STid — MU_ULTRYS_V3.0_EN 18
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Step 3- Reader configuration

@) ULTRYS

uLtrys

Version 3.0.0.8

No configuration loaded

Reader configuration
@ g

ULTRYS settings
SPECTRE

Readers configuration

0SDP

O S
(2

User credentials

& Previous

@ Fimuarevi3  ~ (1)

SPECTRE NANO

Read only 0SDP

SPECTRE READ ONLY

Administrator

Readers configuration
Create a configuration

EDD) -

Read only 0sppP Read only

Auto detection
Connect and check my reader configuration

Next >

0SDP

- X

@ Selecting the reader type

SPECTRE SLA-R4/5x-A/U04-xx readers can be configured in “Read only” mode from firmware

version 7.

@ Selecting Firmware

You must select the firmware version that is compatible with your reader.

To do so, you can manually select the reader and firmware version, or you can use the function
"Auto detection — Connect and check my reader configuration".

Compatibility between firmware readers and ULTRYS versions

ULTRYS softwares

ULTRYS V2.0

v

Iy
=
=
5
4
=
s
2
=
A=
s

© STid — MU_ULTRYS_V3.0_EN
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With USB reader connection

1- Connect the reader via USB cable provided.
Readeyly peiiciocion Configure the commmunication parameters.

2- Select the Connect your reader.

3- Click on Confirm.

Message : NOK

No reader connected. check your USB
connection and communication settings
Check the USB cable

- Check the communication with reader

With reader’'s number reference

Reader type detection

Enter the first 6 characters of your reader’s
reference number.

Examples: SLAR41, SLARS1, SMAR4]

Message: NOK

| Incorrect reader reference number

Check your reader's reference number.

© STid — MU_ULTRYS_V3.0_EN 20
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Step 4- Antenna type selection

.:) ULTRYS Administrator - X

l I l t P S Readers configuration
Create a configuration

Version 3.0.0.8

No configuration loaded

Antenna e selection
¢33 typ

£

ULTRYS settings

SPECTRE antenna URD antenna

User credentials

& Previous Next 2>

The SPECTRE reader can be connected to new SPECTRE antennas (ANT-UHF2), or previous
antennas (ANT_URD).

Select the type of antenna used in the installation and compatible with the reader selected.

© STid — MU_ULTRYS_V3.0_EN 21
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Step 5- Installation configuration with SPECTRE Antenna

Administrator -~ X

Readers configuration
Version 3.0.0.8 Create a configuration

No configuration loaded BEEEN w @ i

D)D) -

& Installation cgpfiguration
gi‘@} @ Lane 1 Lane 2 rd @ 9

ULTRYS settings

/ =

Readers configuration

Advanced
seftings

o

Wil 15mcable -
Input/Output
settings
.

42 »

Z

®-

Add a
lane

O N

User credentials

& Previous

Next >

@® Namethelane

Maximum 10 characters.

For example, Entryl.

@@ Add / Delete lane

Use ‘Add /Delete lane’ to configure the number of lanes you will use in your application.
The default setting is one antenna on the first lane.

For more information about the possible combination please refer to the document
NA_SPECTRE.

© STid — MU_ULTRYS_V3.0_EN
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(® Add/Remove antenna on lane

Set the number of antennas on the corresponding lane.

When an antenna is added, the RF port to which the antenna has to be connected appears

on the reader with corresponding color to help the installation.

Administrateur - X

Configuration lecteurs
Créer une configuration

S

Version 2.0.0.3
1nfr~ 8 i

Aucune configuration chargée

& Configuration de I'installation
@ Entree1 #° sortie] 4 9
Paramétres Ultrys Paramétres
avancés
<2 «2» ﬁ'
il | Céble15m & Paramétres
Entrées/Sorties
LYl cablelis m N
Supprimer Ajouter
%\ une voie une voie

Identifiants utilisateurs

® 5 o — 7 |
& Précédent m;‘Q @ @ (@' Suivant >

RF ports are assigned in order to add the antennas in the configuration wizard.
When an antenna is removed from the configuration, the RF port connection for other

antennas does not change.

Example: Ant 2 deleted from lane 1 and added to lane 2.

ucrtrys UL
Installation configuration. DDED‘ 3 Installation conhgmmn(m’ g
et ’ 9 Y Entry 1
_ ] - l:j
+ - +
haia ) foaes =

et 2>

Installation configuration.
o1 8 e
P
by ]
npuwOupn
oz

< previous

© STid — MU_ULTRYS_V3.0_EN
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(® Select the cable length for each antenna

Entry1 #
Entry1 # “
“ 4 2 »p
4 2 p
1

1.5 m cable

3 m cable 3 m cable

9 m cable

12 m cable 12 m cable

& m cable {2 x 2 m) G mcable {2x3 m)

Imecable 2x1.5m) 2 meable (2x 1.5 m)

10.5 m cable (3 m +1.5 m} 10.5 m cable (S m +1.5 m)

4.5 mcable (2m+1.5 m) 4.5 m cable (3 m+1.5m)

For each antenna, select the cable length you would like to use between antenna and reader.

Only the first Antenna of the lane 1 can be lean against the reader.

© STid - MU_ULTRYS_V3.0_EN 24
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(® Advanced settings

©0 ©@ G060

©

o

Advanced settings

o Lane 1 ‘

o Behind the reader e i fter triggering of the
o Power | >

Power

ader will only send to the sy
the filter

- The reader will onl
th an RSS! belo

Select the lane to configure. The lanes selected in installation setup are in white, unused lanes
are grayed out. When a lane is selected in Advanced parameters it is written in blue.

Select / Change the cable length between the antenna and the reader.

Adjust the power of each antenna (from 10% to 100%) to adjust the reading distances.
Adjust the timing for a scan (reading) by step of 1 second (max 30s).

This setting is taking into account only if Input type selection is set to Activating all lanes or

Activating the event lane.

The EPC filter is not available in Secure Mode.
Enter the value for EPC Mask, max 62 hexadecimal bytes.

Adjust the value for offset EPC mask in bytes (0O to 65535). It depends on the EPC Mask length.

Filter inversion not selected: only tags with an EPC value corresponding to the EPC mask value
will be provided to the user.

Filter inversion selected: only tags with an EPC value different from the EPC mask value will be
provided to the user.

RSSI (Received Signal Strength Indication) is a measure of the power in reception of the tag
response. The value returned by the reader is proportional to the amplitude of the reception
signal.

Adjust the RSSI value (-110dBm to 0dBm). 0OdBm deactivates the RSSI filter.

Filter inversion not selected: only tags with an RSSI greater than or equal to the specified value
will be provided to the user.
Filter inversion selected: only tags with an RSSI smaller or equal to the specified value will be
provided to the user.
Ex: RSSI filter= -49dBm + Reversal not selected

A tag that will have a RSSI value of -20dBm wiill be sent back,

A tag that will have a RSSI value of -60dBm wiill not be sent back.
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Scan time, EPC filter and RRSI filter settings are the same for antennas on the same lane.
The cable length and RF power antenna are set for each antenna.

Example I: 4 antennas on lane 1.

Advanced settings

Behind the reader v N time ring of the

Power | >

EPC filter
1.5 m cable <

Power |

OIEN 1.5 m cable -

Power | >

INIXW 1.5 m cable -

Power

t

Example 2: 2 antennas on lane 1 et 2 antennes on lane 2.

Advanced settings Advanced settings

‘ Lane 2 Lane 4

Lane 1 | Lane 4

PN 1 5 m cable - ST he i\ — s

Power « 100% >

Behind the reader - time after triggering of the 1) B— 1s

Power « 100% B

Power Power

e reader will only send to the s

der will
jith an RSS| balow th

ader wil
an RSSI below t

© STid — MU_ULTRYS_V3.0_EN 26
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EPC Filter
Examples:

Code EPC Tag 1: AAAAABCDO0O00000000000001
Code EPC Tag 2: AAO2ABCD0O000000000000002
Code EPC Tag 3: AAO2ABCD0O0O00000000000003
Code EPC Tag 4: AAO2FFFFOO00000000000003

1- EPC mask = AA AA and Offset=0

Tag 1: AAAAABCDOO0O0O000000000001
Tag 2: AAO2ABCDO0O00000000000002
Tag 3: AAO2ABCDOO0O0O000000000003
Tag 4 : AAO2FFFFOO00000000000003

Only tag 1is transmitted.

2- EPC mask = AA AA AA and Offset=0

Tag 1: AAAAABCDOO00000000000001
Tag 2: AAO2ABCDOO00000000000002
Tag 3: AAO2ABCDO0O00000000000003
Tag 4: AAO2FFFFOO00000000000003

No tag is transmitted.

3- EPC mask=01and Offset=11

Tag 1: AA AA AB CD 00 00 00 00 00 00 00 01
Tag 2: AA 02 AB CD 00 00 00 00 00 00 00 02
Tag 3: AA 02 AB CD 00 00 00 OO 00 00 00 03
Tag 4: AA 02 FF FF 00 OO OO 00 00 00 00 03

SPECTRE READ ONLY

EPC filter

rstem the

EPC filter
EPC mask
EPC sk

ysition (byte)

0 Filter inversion: The reader will only send to the system the
EPCs without the filter

EPC filter
EPC r
EPC r sition (byte)

0 Filter inversion: The reader will only send to the system the
EPC hout the filter

Offset is represented in blue; the filter is done on byte 12.

Only tag 1is transmitted.

4- EPC mask = AB and Offset=2

Tag 1: AAAA AB CD 00 00 OO 00 00 00 00 01
Tag 2: AA 02 AB CD 00 00 OO0 00 00 00 00 02
Tag 3: AA 02 AB CD 00 00 OO 00 00 00 00 03
Tag 4: AA 02 FF FF OO0 00 OO0 00 00 00 00 03

Tags 1,2 and 3 are transmitted.

5- EPC mask = AB, Offset =2 and Reversal
Tag 1. AA AA AB CD 00 00 O0 00 00 00 00 01
Tag 2: AA 02 AB CD 00 00 00 00 00 00 00 02

Tag 3: AA 02 AB CD 00 00 00 00 00 00 00 03
Tag 4: AA 02 FF FF OO0 00 OO0 00 OO0 00 OO 03

EPC filter

sition (byte)

sion: The reader will only send to the system the
out the filter

Tags 1,2 and 3 are not transmitted. Only tag 4 is transmitted.

© STid — MU_ULTRYS_V3.0_EN
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(@ Input/output settings

B

Input management

RFID reader behavior options based on external events (detector, ground loop etc )

. Continuous reading without using inputs -
reading mode and use of 2 2l

the inputs

The configuration of the outputs depends on the reading mode chosen.

D)

Output management

Qutput type selection Pull up to v+ -

s of outputs
Maintain during
detection

Output 4

Both types of output are « Pull up to V+ » or « Open drain ».

Status of outputs: select for each output the default state ‘Open’ or ‘Closed’ and if the state is
maintained during the detection process.

© STid — MU_ULTRYS_V3.0_EN
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Input management
RFID reader behavior options based on external events (detector, ground loop etc.)

Selection of the RFID
reading mode and use of

the inputs Continuous reading without using inputs

Trigger of the reading on all lanes
Trigger of the reading on the event lane
Activation of the custom LED (triggered by the event)

Cutput activation (triggered on outputs

@ Reading mode = Continuous reading without using inputs

In this mode, the reader scan

nE) continuously.

There is no action on input activation.

Input management

RFID reader beha pic d on external events (detector, ground loop efc.)

SeIeCtion Df Ihe RFID _
H Continuous reading without using inputs e
reading mode and use of : Sl

the inputs

) -

Output management

Output fype selection
Select the output type and default state for

output.

atus of outputs

Qutput 1

© STid — MU_ULTRYS_V3.0_EN
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SPECTRE READ ONLY

reading on all lanes

@ Reading mode = Trigger of the

Input management
d on external

RFID reader be

Selection of the RFID
reading mode and use of
the inputs

Cancel

Advanced settings

Lane 1

Behind the reader T

Output management

Output ty
of outputs

Output 1
Output 2

ut 3

Output 4

© STid — MU_ULTRYS_V3.0_EN
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If an Input is activated (In1, In2, In3
or In4), the reader scans on all
lanes set.

ound loop etc.)

Trigger of the reading on all lanes -

Lane 4
The duration of the reading is
defined in ‘Advanced settings'.

Select the output type and default
state for output.
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SPECTRE READ ONLY

@ Reading mode = Trigger of the reading on the event lane

Input management

RFID reader beh D on external ev

B

tector, ground loop etc.)

roading mode and us
q Trigger of the reading on the event lane =
reading mode and use of L 2

the inputs

Cancel

Advanced settings

Lane 1

Behind the reader - Scan fter triggering of the

FID reading

Output management

Output type selection

outp

Output 4

© STid — MU_ULTRYS_V3.0_EN

Lane 4

If an Input is activated, the reader
scans on the corresponding lane.

The reading duration is defined in
‘Advanced settings'.

Select the output type and default
state for output.
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@ Reading mode = Activation of the custom LED (triggered by the event)

B
Input management The LEDs are activated on

‘Customized event’ color during 1

RFID reader beh second by Input.

jor optio on external ev tector, ground loop etc.)

q Activation of the custom LED (triggered by the event) ~
reading mode and use of (trigg ¢ )

the inputs

Cancel

Examples:

= Onlanelthereisone antenna, an action on Inputl activates the LED during 1 second.

= Onlane 2there are four antennas, an action on Input2 activates the LED on each
antenna during 250 ms.

Light indicator configuration

Color and brightness selection

The LED ‘Customized
event' color is defined on
step 6: Setting up light
indicator.

Reading in progress Reading error Detecting user ID Customized event

LED brightness s 100%

g LED color

LED brightness el 100%

@ LED color

LED brightness sl 100%

@ LED color ﬁ LED color

E)E Nothing to do.

Output management

Pull up to v+ A

Qutput 4
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@ Reading mode = Output activation (triggered on outputs)

B
Input management
An action on Input toggles the

RFID reader behavior opti d on external ev tecto und loop etc ) corresponding output regardless

of RF function of the reader.
e Of o
reading mode and use of Output activation (triggered on outputs)

the inputs

ED) -

Output management

Select the output type and default

state for output.

Output 1
Output 2
Output 3

Output 4
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Summary table

Reading Mode

Continuous
reading without
using inputs

©

Trigger of the
reading on all
lanes

Trigger of the
reading on the
event lane.

Activation of the
custom LED
(triggered by

the event)
Output
activation
(triggered on
outputs)

©

Input

No action

An action on any
input activates the
reading on all
configured lanes.
An action on Input
xactivate the scan
on lane x.

Custom LED
lighting for all
antennas/ lane

An action on an
Input toggles the
corresponding
output.

SPECTRE READ ONLY

Configurable
Outputs
states?

Yes
by lane

Yes
by lane

Yes
by lane

No

Yes

Maintain
during
detection
available?
Yes
by lane

Output

- If ‘Continuing during
detection process’' not
activated: the output
state toggles at the
ascent.

- If ‘Continuing during
detection process’
activated: the output
state toggles to the RF
detection and remainsin
this state as long as, at
each scan is at least one
detection.

Yes - If ‘Continuing during
detection process’ not
activated: the output

state toggles at the
ascent during the ascent
time of the identifier

(physically on the BUS +

200ms.

Yes

- If ‘Continuing during
detection process’
activated: the output
state toggles to the RF
detection and remainsin
this state as long as, at
each scan is at least one
detection.

No In this mode the Outputs
are not usable.

No The output state is only
linked to a user action on
the input.

Note: as long as the action is detected on the input, the output remains toggled.
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Step 6- Light indicator configuration

.:) ULTRYS Administrator - X

u L t P H Readers configuration

Version 3.0.0.8 Create a configuration

No configuration loaded BEEEN v @ i

EBDBIDD) -

& Light indicator configuration

@ Color and brightness selection

ULTRYS settings

Reading in progress Reading error Detecting user ID Customized event

O
LED brightness (] 100% LED brightness (] 100% LED brightness sl 100%
User credentials @ LED color @ LED color @ LED color @ LED color

& Previous Next 2>

Reading in progress:
This LED lights when the RF is on.

After initializing reader sequence, this LED must be lit on the selected color.

Reading error:
This LED lights when the RF is bad, in this case the reader can't read the tag.
- Check the antenna connection
- Check the antenna cable

Detecting user ID:
This LED lights when a tag is detected by the antenna.

Customized event*:
By default, there is no color.

LED brightness:
The LED brightness can be adjusted by step of 10% (from 10% to 100%)

LED color selection

LED color:
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SPECTRE READ ONLY

*The LED ‘Customized event’ only appears if ‘Reading Mode’ = Continuous reading + custom

LED lighting.

B

Input management

RFID i

f:;g?;;);{:j?zrﬁr Iu[.:,e of Activation of the custom LED (triggered by the event) -

the inputs

round loop et

Administrator = %

Readers configuration
Create a configuration

& Light indicator configuration

g’:@;} Color and brightness selection

ULTRYS settings

Reading in progress Reading error Detecting user ID

LED brightness el 100%

@ Le0cor

LED brightness el 100%

@ Le0 color

LED brightness memmmfl 100%

@ Le0cor

User credentials

& Previous

BDDDD) -

Een v B

Customized event

@ Le0 cor

Next >

Default display:

@) ULTRYS

uLtrys

Version 3.0.0.8

No configuration loaded

& Light indicator configuration

@ Color and brightness selection

ULTRYS settings

Reading in progress Reading error

Readers configuration

R
=

User credentials

LED brightness el 100%

@ LED color

LED brightness memmfj 100%

@ LED color

& Previous

Administrator = X

Readers configuration
Create a configuration

7]

EEN v

BDBIND) -

Detecting user ID

LED brightness ] 100%

@ LED color

Next >
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Step 7- Reading & communication parameters

.) ULTRYS Administrator = X

I I l t P S Readers configuration
Create a configuration

Version 3.0.0.8

BEEN v B i

BDDDDD) -

& Reading & communication parameters
n
g:@;} 1 O Authenticated UHF data encryption (Secure Mode) ;{( Output protocol selection
ULTRYS settings
[ UHF user ID encryption Select output protocol
i@%’ UHF data formatting before uploading to the system  Size of the credential sent to the system (bytes) — 1B

Selection of the UHF data transmission format { O.n Filtering

Mode 1 (Standard) v .
Time between same user ID being read twice —.

Format details

-6s

CHC.C,

p !i |AAJ[BBJICClxx xx ...[XX]|YY]2zZ]

i 1
User credentials Mode

& Previous Next 2>

o -

™
(D Authenticated UHF data encryption (Secure Mode)

UHF user ID encryption

Private key definition {16 bytes - Hex)

6B212FCATFF3A4A2EE1SD1CSTO1EGRE0E &‘a

The EPC can be encrypted and signed before being written in the tag.
The reader will decrypt and authenticate the EPC before sending it on its output media.
Only an EPC correctly decrypted and authenticated will produce an output data, otherwise
the reader will remain mute.
Notes:
e Only UHF tags compatible with “FAST /D”feature and having at least 128 bits of EPC
can be decrypted and authenticated by the SPECTRE Access reader.
The chips compatible with secure encoding are: Monza X, Monza R6P, Monza 4D,
this chip is present into
- TLTA-W5E3M-943_S
- TLTA-W75B-943_S
- IronTag Aero
- CCTW490_AN
e The secure mode is not accessible if an EPC mask has been set in ‘Advanced
settings’.
Note: After setting an EPC security key, if you return to step 5 with the Previous button, and
you set an EPC filter, then returning to step 7, the "EPC ID Security" checkmark is displayed. in
gray, the key field is still accessible but not taken into account.
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@ The displays depend on the Ultrys version chosen in step 3.

Firmware =7.0 Firmware >=9.0
-,'Fi Select prOtOCOI .J}f Output protocol selection
Select output protocal T Select output protocal R5232 v
RS232
RS455 RS485

Wiegand 26 bits - 3i

Wiegand with customized LRC size
Wiegand with customized size
Clock&Data 40 bits - 1s0 2B

Wiegand 26 bits - 3i

Wiegand with LRC custom size
Wiegand custom size

Clock&Data 40 bits - 150 28
Wiegand 34 bits - 3Eb

Wiegand 37 bits - 3V

Wiegand 35 bits - 3W

Clock&Data 32 bits - 1s0 2H
Wiegand 36 bits (32+4 LRC)- 3Ca
Wiegand 44 bits (40+4 LRC) - 3Cb
Wiegand 32 bits - 3La

Wiegand 40 bits - 3Lb

Clock&Data custom size

RS232 / RS485

);( Select protocol

Select output protocol RS232 -
Data Hexadecimal -
O Padding O cr O LRC

O STX+ETX O LF O AscCl

Baud Rate 115200 -

Serial frame:

1 byte X bytes 1 byte 1 byte
STX Data* LRC CR

1 byte 1 byte

LF ETX

*Doubled if the ASCII option is activated.

Data Data sent in decimal or hexadecimal format.

Padding Add on the frame leading zeros. If this option is not activated, the leading

zero won't sent.
STX+ETX Add STX (0x02) and ETX (Ox03) in the frame.

CR Carriage return (0Ox0D).

LF Line feed (Ox0A).

LRC Checksum byte by XORing of all previously characters without the STX.
ASCI| If this option is activated, the Data will be sent in ASCIlI mode.
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Wiegand 26 bits- 3i

A—( Select protocol

Select output protocol
Overview of TTL outputs

Wiegand 26 bits - 3i -

Bit 1 P Even parity from bit 2 to bit13
Bit2 ...Bit25 P Data (24 bits)
Bit 26 P Odd parity from bit 14 to bit 25
Lane 4 Lane 3 Lane 2 Lane 1
‘ CLK4 DATA4 CLK3 DATA3 CLK2 DATAZ CLK1 DATA1
EECEEEEEEE - CEEE- -EE
L i T t {
Ant 3
Ant 2
Wiegand with LRC customized size
.:;f Select protocol
Select output protocol Wiegand with customized LRC size -

Overview of TTL outputs

This protocol has the same message structure as the Wiegand 3Ca or 3Cb protocol, but
the number of bytes can be customized (EPC size).

Ant 2

Lane 4 Lane 3 Lane 2 Lane 1
C_LK-! DAIAI: _CLKS DATA_3 CLK2 DATAZ CLK1 DATA1
= CEEEEE - EEEE B
|
Ant 3

Wiegand customized size

.J;f Select protocol

Select output protocal
Overview of TTL outputs

Wiegand with customized size

This protocol has the same message structure as the Wiegand 3La or 3La protocol, but
the number of bytes can be customized (EPC size).

Lane 4 Lane 3 Lane 2 Lane 1
CLK4 DATA4 CLK3 DATA3 CLK2 DATAZ CLK1 DATA1
CEEEEEEEEE e B
I ! ' ?
Ant 3
Ant 2
Decimal Clock&Data - Iso 2B
.:f-f Select protocol
Select output protocol Clock&Data 40 bits - Iso 2B -
Overview of TTL outputs
Version P Iso Size customized
Decoding P Decimal (BCD)
40 bits Data P xcharacters
Values b 09
Lane 4 Lane 3 Lane 2 Lane 1
| CLK4 DATAZ CLK3 DATAZ CLK2 DATAZ CLK1 DATA1
FISCIEICISEIEISIS  [CIlEElE ElE
h T . [J
Ant 3
Ant 2
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SPECTRE READ ONLY

Note: the graphic indicating the lanes,
depends on the configuration of the
number of antennas/lanes.
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SPECTRE READ ONLY

@ Size of the credential sent to the system (bytes) [ | 1B
Protocol Size in plain mode | Size in secure mode
RS232 / RS485 1b up to 62b b up to 6b
Wiegand 26 bits Fixed to 3b Fixed to 3b
Wiegand with LRC custom size / 1o up to16b 1b up to 6b
Wiegand custom size
Decimal Clock&Data - Iso 2B Tbupto7b Tb up to 6b

Mode 1 (Standard) -

Format details

|AA||BB||CC|xx xx ..

@’ UHF data formatting before uploading to the system

Selection of the UHF data transmission format

XX YY|Z2Z ]
e

Mode 1

There are 4 UHF ID formatting modes:

Mode 1 (Standard)

Mode 2 (Standard reversed)
Mode 3
Mode 4

Example: EPC data: AA BB CC DD EE xx xx ... VV WW XX YY ZZ with ‘Size of the credential

sent to the system'’ fixed to 4bytes.

XX|[YY]|ZZ]
—,.

o Mode 1 1D feedback = WW XX YY ZZ

Mode 2

-

Mode 3

_b.

‘ﬁ”ﬂl@, 11D feedback = ZZ YY XX WW

o |AA|BB|[CCI|. b feedback = AA BB CC DD

[AA|[BBJlCcC]
-

. Mode 4 :ID feedback = DD CC BB AA
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© @, Filtering

Time between same user D being read twice e § 5

The reader emits the credential code present in the field only once during this time.

This time is adjustable from O to 30 seconds.
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Step 8- User Security Roles

—

Version 3.0.0.8

SPECTRE READ ONLY

Administrator - X

Readers configuration
Create a configuration

No configuration loaded

&

£

ULTRYS settings

User credentials

User Security Roles

User profiles and user rights definition

= (o]
Administrator (all rights)

@
O M

User 1

Customize user rights

@
04
User 2

Customize user rights

€ Previous

BEEN v 2 i

BB - )

Next >

ULTRYS allows to manage three different profiles by configuration file.

[
7 g
Administrator (all rights)

[
O M

User 1

Customize user rights

]
O A
User 2
Customize user rights

Password Administrator

Define an Administrator password to
protect the configuration file.

y_
- aQ
Administrator (all rights)

[
« M

User 1
Customize user rights

[ ]
my Y

User 2
Customize user rights

Password User 1

User rights management User 1

[0 Modify/Back up a configuration

[0 Create a configuration badge (SCB UHF)
[0 Load a configuration into the reader
]

Create user credentials

Define a User 1 password and select
the corresponding rights.

=Y o)
Administrator {all rights)

@
o A

User 1
Customize user rights

(]
1 -

User 2
Customize user rights

Password User 2

User rights management User 2

O Modify/Back up a configuration

[0 Create a configuration badge (SCB UHF)
O Load a configuration into the reader
O

Create user credentials

Define a User 2 password and select
the corresponding rights.

© STid — MU_ULTRYS_V3.0_EN
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Step 9- Configuration save and protect

BEEN v 2 i

BB

No configuration loaded 4

& Configuration save and protect

a’:@'} Configuration save and protect

@ Create a name (maximum 14 characters)
@ Customizing .ucg file protection

ULTRYS settings

User credentials

@ B Save as @ Summary of my configuration @

€ Previous

This step allows you to save the configuration file containing all the current configuration settings
(keys, formats, reader...). You can select a location and password to protect the file.

@ Choose a name to easily find the configuration. (example: Parking IN).

Note: the name of the configuration must be contained in the file name.

To protect the configuration file, you can define a password. This password is different from
Administrator password.

@ Select a directory and a file name to save.

The name and location of ‘Configuration Loaded’ indicates now the chosen name and
location.

@) ULTRYS

uLtrys.

Configuration chargée - Parking IN

3 \Parking IN-01.ucg)
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SPECTRE READ ONLY

@ Get a summary of the configuration created.

ation

o uletrys

Version30.08

Summary of configuration settings

This document contains all the configuration settings needed te install the reader and antennas on

site.
For further information on installation, please refer to the Installation procedure

#Configuration details

Configuration name : ParkingIN
Created on

Updated on 10126/2021 10:03

#Regulation of frequency bonds

Frequency bands / Countries - France - ETSI

Duty cycle 0975

Channels (MHz) - 867,5 866,9 866,3 865,7
ERP. 2000 mW

#Reader + antenna configuration
Reader: SPECTRE Access Reader
Antenna . SPECTRE antenna

Installation overview

1de3)

e

Print: allows printing of configuration

© STid — MU_ULTRYS_V3.0_EN

information on a network, local or virtual printer (PDF).
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4. Reader configuration SPECTRE OSDP™

4-1 ULTRYS settings

.) ULTRYS Administrator - X

ULTRYS i
uLtrys

Version 3.0.0.8

I

EN ¥ ] i

No configuration loaded

Communication

Port selection for encoder or reader
connection

ULTRYS settings

A\ L
Readers configuration g Refresh

> — ﬁ\
7i}( Select device Select a reader x
_:‘&‘

SO Connectivity test

O >
s

User credentials

» Connect the SPECTRE reader to the PC using the provided USB cable to load the
configuration via serial link directly onto the reader.

or

» Connect an UHF encoder to the PC to load the configuration onto UHF OCB
configuration card.
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To set the communication port

1- Click on ‘Refresh’ to detect all
Select device Select a reader - readers connected to the PC.

7 Refresh

SO cConnectivity test

2- Open the dropdown list Select

Select device ARC-W55-G/U04-5AA [COMI] - .
device

e . .
o EEEL 3- Readers whose firmware is = 8

will appear in the drop-down list
p Connectivity test under

their commercial reference.
Select the communication port
number for the encoder or reader
or select the reader to use.

Select device COM3 -

4- Run the connectivity test
7 Refresh

SO connectivity test

| Device detected: Version 7 (29.7)

Message OK (with indication of the firmware

version)

Message: Failed

Failed to connect; check - Check the compatibility of the reader.
communication port and connect a

compatible reader - Check the USB cable.
- Check the Baudrate reader: it must be

fixed to 115200,

Note: during the connectivity test on a UHF encoder, a sound and light signal (orange) will be
emitted for 1 second.
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4-2 Create new configuration

@) ULTRYS

Administrator = X

u L t r. H S Readers configuration

Version 3.0.0.7 Create a configuration

No configuration loaded

o UHF frequency band regulation
@ Installation country selection
ULTRYS settings ;l;hcz:iJ;.F frequency bands depend on the installation
France - ETSI v

oo R T S

Create new Open an existing configuration into
configuration configuration the reader

Check that your reader is
compatible with regulations

User credentials

Next >

The reader configuration is done in 8 steps. To move from one stage to another, you must click

on “Next”.
n UHF frequency band regulation
1 ':n Configuration protection loaded into the

reader

1 }E)B Reader configuration

Step 4 does not exist in the SPECTRE OSDP™ setup wizard

B Installation configuration

5 )B Light indicator configuration

) 5 )) -] >n Reading & communication parameters

) 6 » 7 )ﬂ User Security Roles
5 ) B » 7 )) g )n Configuration save and protect
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Step 1- UHF frequency band regulation

Administrator - X

S Readers configuration

Version 3.0.0.8 Create a configuration

No configuration loaded

I
2
4
L]

& UHF frequency band regulation

@} Installation country selection

The UHF frequency bands depend on the installation
location

France - ETSI X @

Description of regulatory frequency band

ULTRYS settings

Duty cycle: 0.975

Channels: @

ERP: 2000 mW

Check that your reader is
compatible with regulations

User credentials

Next >

@ The frequency bands depend on the installation location

i -EE - Type the first characters to display a country or select the
country in which the installation will be done.
Australia - AustraliaCustom

Austria- ETSI

Azervaijan - ETSI For a country which is not in the list, please contact STid:
selgum-ETs! support@stid.com.

Bosnia-ETSI
Bulgaria- ETSI
Canada -FCC
Croatia - ETSI
Cyprus - ETSI

Czech Republic-ETSI
Denmark - ETSI
Estonia-ETSI
Finland - ETSI
France-ETSI
Germany - ETSI

@ To approve the feasibility to install your reader in the selected country, you can check the
compatibility.

Reader ID

© STid — MU_ULTRYS_V3.0_EN 48


mailto:support@stid.com

C28Tid

With USB reader connection

Reader ID

Reader’s frequency band compatible with
selected country’s regulations

Reader’s frequency band incompatible
with selected country’s requlations

No reader connected. check your USB
connection and communication settings

With reader part number

Reader ID

Reader’s frequency band compatible with
selected country’s regulations

Incorrect reader reference number

© STid — MU_ULTRYS_V3.0_EN

1- Connect the reader and set the
communication COM port.

2- Select ‘Connect your reader’

3- Please confirm

Message: OK

Message: NOK

The reader can't be installed in the
selected country.

- Check the USB cable
- Check the communication with reader

Example: SLAW43, SLAWE3, SMAW 43, SMAWS3...

Message: OK

Message: the reference reader is not compatible
with regulation selected.

Enter the first 5 characters of the reader part number
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Step 2- Configuration protection loaded into the reader

Administrator — X

Readers configuration
Create a configuration

No configuration loaded BEEEN v @ i

) -

& Configuration protection loaded into the reader

@ Protection code definition

ULTRYS settings

The protection code is a data that can be customized by the administrator to protect the
configuration of a reader during installation

Modifying this configuration requires the protection code

5=
Al readers have the default protection code “FFFFFFFFFF”

Readers configuration We recommend you to change the default protection code the first time you carry out the
configuration process

Enter FFFFFFFFFF in the “Protection code” field and specify the new protection code
(hexadecimal) in the "New protection code” field

O
"@ Protection code FFFFFFFFFF
User credentials
<
New protection code E’
& Previous Next >

SPECTRE readers are initially supplied with a default configuration and a protection code to
OXFFFFFFFFFF.

The size of this protection code is 5 bytes (10 hexadecimal characters).

After the initial setup and in order to reconfigure the reader, it will be necessary to present an
UHF OCB card or a configuration file with the same ‘protection code’ as the reader.

e
Random protection code generator.

Caution

This protection code is important and should definitely be kn
It protects the configuration data and allows reader co

If you lose this protection code, you won't be able to reconfigu
reader must be reset at the factory.

To change the protection code, it will be necessary to know th
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Step 3- Reader configuration

O ULTRYS Administrator = X

I_I L t r H S Readers configuration

Version 3.0.0.8 Create a configuration

No configuration loaded BEEN v B i

EDD) -

Reader configuration
@ g

£

ULTRYS settings
SPECTRE SPECTRE NANO ATX ATX4

Read only 0SDP Read only 0OSDP Read only 0SDP Read only 0SDP

Readers configuration

O N
(= @

User credentials
. 7 i‘\.‘ Auto detection
Firmware v13 = L Connect and check my reader configuration

& Previous Next 3>

@ Selecting the reader type

SPECTRE SLA-W43/53-A-U04-70S readers can be configured in OSDP™ mode from firmware
version 7.

@Selecting Firmware
You must select the firmware version that is compatible with your reader.
To do so, you can manually select the reader and firmware version, or you can use the function

"Auto detection — Connect and check my reader configuration".

Compatibility between firmware readers and ULTRYS versions

ULTRYS softwares
ULTRYS V2.0 ULTRYS V2.1 ULTRYS V2.4
v v v
v v
v

Iy
=
=
5
4
=
s
2
=
A=
s
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With USB reader connection

1- Connect the reader via USB cable provided.
Readeyly peiiciocion Configure the commmunication parameters.

2- Select the Connect your reader.

4- Click on Confirm.

Message: NOK
No reader connected. check your USB
connection and communication settings Check the USB cable

- Check the communication with reader

With reader’'s number reference

Reader type detection

Enter the first 6 characters of your reader’s
reference number

Examples: SLAW43, SLAW5S3

Message: NOK

| Incorrect reader reference number

Check your reader's reference number

© STid — MU_ULTRYS_V3.0_EN
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Step 4- Antenna type selection

The SPECTRE OSDP™ reader only works with the new SPECTER antennas (ANT-UHF2)

Step 4 does not exist in the SPECTER OSDP™ setup wizard.

Step 5- Installation configuration

Administrator — X

Readers configuration
Create a configuration

No configuration loaded EEN v ] i

& Installation cgnfiguration
ﬁi)} é Lane 1 3 Lane 2 rd @ @

ULTRYS settings

Advanced
settings

42 »

. o

Input/QOutput

settings

Add a
lane

Readers configuration
Q=
R
ON Yane

User credentials

€ Previous

Next >

@ Name the lane

Maximum 10 characters.

For example, Entryl...

@G Add / Delete lane

Use ‘Add /Delete lane' to configure the number of lanes you will use in your application.
The default setting is one antenna on the first lane.

For more information about the possible combination please refer to the document
NA_SPECTRE.
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In OSDP™, the lane number corresponds to the "Reader Number":

© STid — MU_ULTRYS_V3.0_EN

F.H1L'-'Jr
y : Fnd the "osdp_LED
l:l:lnlnmnd ' th em r'IE'E'Ijt- Tl.l NENEDE Th "Reader Number" byte
expected by the OSDP V2.1.7 protocol.

Reader Number byte definition :

Reader Number byte = 0 => "First Reader"” (Lane 1)
Reader Number byte = 1 == "Second Reader” {Lane 2)
Reader Number byte = 2 => "Third Reader” (Lane 3)
Reader Number byte = 3 => "Fourth Reader” (Lane 4|

Close

|-|:| ¢

El:
El:
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(® Add/Remove antenna on lane

Set the number of antennas on the corresponding lane.

When an antenna is added, the RF port to which the antenna has to be connected appears
on the reader with corresponding color to help the installation.

Ul 2

L—I L t I_‘ H S Configuration lecteurs

Version 2.0.0.3

Administrateur - X

Créer une configuration
Aucune configuration chargée 11fr = =] i

BB -

& Configuration de l'installation

Paramétres Ultrys

@ Entree1  #' sortie] 4 e

Paramétres
avancés

Paramétres
Entrées/Sorties

+

Ajouter
une voie

\\ Supprimer

une voie

Identifiants utilisateurs

& Précédent Suivant 3>

RF ports are assigned in order to add the antennas in the configuration wizard.

When an antenna is removed from the configuration, the RF port connection for other
antennas does not change.

Example: Ant 2 deleted from lane 1 and added to lane 2.

uLtrys
Installation configuration. 5 Installation configuration.
PR eyt 4 et 4 e
““““ -
‘1 “«i» rb
> & el — 0 = ’
+ = +
o = Rl - -
= =
—r P
s 6 M &
w3 o m R R o

Installation configuration.
eyt &

g ,mﬂ 10m®® .
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For each antenna, select the cable length you would like to use between antenna and reader.

SPECTRE OSDP™

(®) Select the cable length for each antenna

Entry1 #
Entry1 4 a

hd
1.5 m cable -

3 m cable

4 2 p

ok | On badk of reader
On badk of reader

1.5 m cable

3 m cable

9 m cable

9 m cable

12 m cable

12 m cable

& m cable (2x 3 m) & m cable (2x 3 m)

3 mcable (2% 1.5 m) 2 mcable (2x 1.5 m)

10.5 m cable {3 m +1.5 m) 10.5 m cable (S m +1.5 m)

45 meable (32m+1.5m) 4.5 m cable (3 m+1.5m)

Cable URD

Cable URD

Only the first Antenna of the lane 1 can be lean against the reader.

© STid - MU_ULTRYS_V3.0_EN
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(® Advanced settings

©0 ©®© GO0 0

© O

Advanced settings

0 Behind the reader o i fter triggering of the
o Power | >

Power

ader will only send to the sy
the filter

- The reader will onl
th an RSS! belo

Select the lane to configure. The lanes selected in installation setup are in white, unused lanes
are grayed out. When a lane is selected in Advanced parameters it is written in blue.

Select / Change the cable length between the antenna and the reader.

Adjust the power of each antenna (from 10% to 100%) to adjust the reading distances.
Adjust the timing for a scan (reading) by step of 1 second (max 30s).

This setting is taking into account only if Input type selection is set to Activating all lanes or

Activating the event lane.

The EPC filter is not available in Secure Mode.
Enter the value for EPC Mask, max 62 hexadecimal bytes.

Adjust the value for offset EPC mask in bytes (O to 61). It depends on the EPC Mask length.

Filter inversion not selected: only tags with an EPC value corresponding to the EPC mask value
will be provided to the user.

Filter inversion selected: only tags with an EPC value different from the EPC mask value will be
provided to the user.

RSSI (Received Signal Strength Indication) is a measure of the power in reception of the tag
response. The value returned by the reader is proportional to the amplitude of the reception
signal

Adjust the RSSI value (-110dBm to 0dBm). OdBm deactivates the RSSI filter.

Filter inversion not selected: only tags with an RSSI greater than or equal to the specified value
will be provided to the user.

Filter inversion selected: only tags with an RSSI smaller or equal to the specified value will be
provided to the user.

Ex: RSSI filter = -49f=dBm + Reversal not selected
A tag that will have a RSSI value of -20dBm will be sent back,
A tag that will have a RSSI value of -60dBm will not be sent back.

Scan time, EPC filter and RRSI filter settings are the same for antennas on the same lane. The
cable length and RF power antenna are set for each antenna.
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Example 1: 4 antennas on lane 1.

Advanced settings

Behind the reader =

Power 41 >

1.5 m cable <

Power 41

OIEN 1.5 m cable -

Power 4 100% p

I XW 1.5 m cable -

Power 41

EPC filter

without the filter

RSSI filter

on: The reader will only
vith an RSS! belc

Example 2: 2 antennas on lane 1 et 2 antennes on lane 2.

Advanced settings

Lane 1

Behind the reader -

Power <4 10

EPC filter

Power

RSSl filter

© STid — MU_ULTRYS_V3.0_EN

Advanced settings

LUIEN 1.5m cable -

Power < S

EPC filter

Power

RFID reading

'm the EPCs
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EPC Filter
Examples:

Code EPC Tag 1: AAAAABCDO0O00000000000001
Code EPC Tag 2: AAO2ABCD0O000000000000002
Code EPC Tag 3: AAO2ABCD0O0O00000000000003
Code EPC Tag 4: AAO2FFFFOO00000000000003

1- EPC mask = AA AA and Offset=0

Tag 1: AAAAABCDOO0O0O000000000001
Tag 2: AAO2ABCDO0O0O0000000000002
Tag 3: AAO2ABCDOO0O0O000000000003
Tag 4 : AAO2FFFFOO00000000000003

Only tag 1is transmitted.

2- EPC mask = AA AA AA and Offset=0

Tag 1: AAAAABCDOO00000000000001
Tag 2: AAO2ABCDO0O00000000000002
Tag 3: AAO2ABCDO0O00000000000003
Tag 4: AAO2FFFFOO00000000000003

No tag is transmitted.

3- EPC mask=01and Offset=11

Tag 1: AA AA AB CD 00 00 00 00 00 00 00 01
Tag 2: AA 02 AB CD 00 00 00 00 00 00 00 02
Tag 3: AA 02 AB CD 00 00 OO 00 00 00 00 03
Tag 4: AA 02 FF FF 00 00 OO OO0 00 00 00 03

EPC filter

rstem the

EPC filter
EPC mask
EPC sk

ysition (byte)

0 Filter inversion: The reader will only send to the system the
EPCs without the filter

EPC filter
EPC r
EPC r sition (byte)

0 Filter inversion: The reader will only send to the system the
EPC hout the filter

Offset is represented in blue; the filter is done on byte 12.

Only tag 1is transmitted.

4- EPC mask = AB and Offset=2

Tag 1: AAAA AB CD 00 00 OO 00 00 00 00 01
Tag 2: AA 02 AB CD 00 00 OO0 00 00 00 00 02
Tag 3: AA 02 AB CD 00 00 OO 00 00 00 00 03
Tag 4: AA 02 FF FF OO0 00 OO0 00 00 00 00 03

Tags 1,2 and 3 are transmitted.

5- EPC mask = AB, Offset =2 and Reversal
Tag 1. AA AA AB CD 00 00 O0 00 00 00 00 01
Tag 2: AA 02 AB CD 00 00 00 00 00 00 00 02

Tag 3: AA 02 AB CD 00 00 00 00 00 00 00 03
Tag 4: AA 02 FF FF OO0 00 OO0 00 OO0 00 OO 03

EPC filter

sition (byte)

sion: The reader will only send to the system the
out the filter

Tags 1,2 and 3 are not transmitted. Only tag 4 is transmitted.
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(D Input/output settings

B

Input management

RFID reader behavior options based on external events (detector, ground loop etc.)

. Continuous reading without using inputs -
reading mode and use of 2 2lob

the inputs

The configuration of the outputs depends on the reading mode chosen.

D)

Output management

Qutput type selection Pull up to v+ -

s of outputs
Maintain during
detection

Output 4

Both types of output are « Pull up to V+ » or « Open drain ».

Status of outputs: select for each output the default state ‘Open’ or ‘Closed’ and if the state is
maintained during the detection process.
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Input management
RFID reader behavior options based on external events (detector, ground loop etc.)

Selection of the RFID
reading mode and use of
the inputs o Continuous reading without using in

0 Trigger of the reading on all lanes
o Trigger of the reading on the event lane

Cancel

@ Reading mode = Continuous reading without using inputs

L )B)

In this mode, the reader scan

continuously.
Input management

There is no action on input activation.

RFID reader b ption =d on externa s (detector, ground loop etc.)

f:;:ﬁ:;):::j:‘z&FL[;e of Continuous reading without using inputs hd

the inputs

Cancel

Output management

Qutput type selection

Select the output type and default state for
of outputs e output.
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@eadinq mode = Trigger of the reading on all lanes

Input management

RFID reader bet T optio d on external ey (detector, ground loop efc.)

roading mode and us
resting miadte s nes Trigger of the reading on all lanes -

the inputs

Advanced settings

Lane 1 8 Lane 4

Behind the reader -

Qutput management

Output typ
outpt

Cutput 1

Outpu

Output 4

© STid — MU_ULTRYS_V3.0_EN

If an Input is activated (In1, In2, In3
or In4), the reader scans on all
lanes set.

The duration of the reading is
defined in ‘Advanced settings'.

Select the output type and default
state for output.
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@ Reading mode = Trigger of the reading on the event lane

B

If an Input is activated, the reader

Input management .
scans on the corresponding lane.

RFID reader beh D on external ev tector, ground loop etc.)

roading mode and us
q Trigger of the reading on the event lane =
reading mode and use of L 2

the inputs

Advanced settings

The reading duration is defined in
‘Advanced settings'.

Lane 1 a 2 Lane 4

Behind the reader - Scan fter triggering of the

FID reading

Qutput management

Select the output type and default
state for output.

Output type selection
outp

Cutput 1

Output 4
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Summary table
Reading Mode
@ Continuous
reading without
using inputs
Trigger of the

reading on all
lanes

Trigger of the
reading on the
event lane

© STid — MU_ULTRYS_V3.0_EN

Input

No action

An action on any
input activates the
reading on all
configured lanes

An action on Input
X activates the scan
on lane x

Configurable
Outputs
states?
Yes
by lane

Yes
by lane

Yes
by lane

Output

The output state toggles at
the ascent

The output state toggles at
the ascent during the
ascent time of the identifier
(physically on the BUS +
200ms
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Step 6- Light indicator configuration

Administrator - X

Readers configuration
Version 3.0.0.8 Create a configuration

No configuration loaded EEEN v @

EBDDEND) -

& Light indicator configuration

@ Color selection

ULTRYS settings

Detecting user ID

User credentials g LED color

& Previous Next 2>

Detecting user ID:
This LED lights when a tag is detected by the antenna.

Warning: An osdp_LED command cancels this color.

LED color:

LED color selection

. Mo color
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Step 7- Reading & communication parameters

.:) ULTRYS Administrator = X
l I l t P S Readers configuration
Version 3.0.0.8 Create a configuration
0l BEEN v B i
& Reading & communication parameters
n
g@} 1 O Authenticated UHF data encryption (Secure Mode) ,:{.( Output protocol selection
ULTRYS settings
[J UHF user ID encryption Output protocol RS485 - OSDP
S @> UHF data formatting before uploading to the system  Data Hexadecimal @l
¥) Selection of the UHF data transmission format Baud rate 9600
Mode 1 (Standard) v
Size of the credential sent to the system (bytes) [ ] 1B
Format details
(:9, Filtering
O ﬁ\ AA|BBI|[CClxx xx ...IXXIYY|ZZ Time between same user ID being read twice =f -6 @
(S —>
User credentials Mods:1
& Previous Next 2>

o -

™
(D Authenticated UHF data encryption (Secure Mode)

UHF user ID encryption

Private key definition {16 bytes - Hex)

6B212FCATFF3A4A2EE1SD1CSTO1EGRE0E &‘a

The EPC can be encrypted and signed before being written in the tag.
The reader will decrypt and authenticate the EPC before sending it on its output media.
Only an EPC correctly decrypted and authenticated will produce an output data, otherwise
the reader will remain mute.
Notes:
e Only UHF tags compatible with “FAST /D”feature and having at least 128 bits of EPC
can be decrypted and authenticated by the SPECTRE Access reader.
The chips compatible with secure encoding are: Monza X, Monza RGP, Monza 4D, this
chip is present into
- TLTA-W5E3M-943_S
- TLTA-W75B-943_S
- IronTag Aero
- CCTW490_AN
e The secure mode is not accessible if an EPC mask has been set in ‘Advanced
settings’.
Note: After setting an EPC security key, if you return to step 5 with the Previous button, and
you set an EPC filter, then returning to step 7, the "EPC ID Security" checkmark is displayed. in
gray, the key field is still accessible but not taken into account.

66
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@ .j‘i Output protocol selection

Qutput protocol RS485- 05DP
Data Hexadecimal
Baud rate 9600 -

19200
38400
57600

The only modifiable parameter is the baud rate. %2

@ Size of the credential sent to the system (bytes) [ | 1B
Protocol Size in plain mode Size in secure mode
RS485 1b up to 62b 1b up to 6b

@ @’ UHF data formatting before uploading to the system

Selection of the UHF data transmission format

Mode 1 (Standard) A

Format details

|AA|[BBJ|CC|xx xx ...[XX]YY]ZZ
—P

Mode 1

Mode 1 (Standard)

Mode 2 (Standard reversed)
Mode 3
Mode 4

There are 4 UHF ID formatting modes:

Example: EPC data: AABB CC DD EE xx xx ... VV WW XX YY ZZ with ‘Size of the credential
sent to the system'’ fixed to 4bytes.

[ XX]YY]|ZZ]
e
. Mode 1 . ID feedback = WW XX YY ZZ

Mode 2

B E——
XX YY|zZ]

11D feedback = ZZ YY XX WW

Mode 3

_h.
|[AA|BBJCC|

AA|BB|CcC
B EE—
o Mods 4 1D feedback = DD CC BB AA

11D feedback = AA BB CC DD

© STid — MU_ULTRYS_V3.0_EN
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® (‘9 Filtering

Time between same user |D being read twice ] ——— 6 s

The reader emits the credential code present in the field only once during this time.

This time is adjustable from O to 30 seconds.
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Step 8- User Security Roles

—

Version 3.0.0.8

Administrator - X

Readers configuration
Create a configuration

No configuration loaded

&

£

ULTRYS settings

User credentials

User Security Roles

User profiles and user rights definition

= (o]
Administrator (all rights)

@
O M

User 1

@ Customize user rights

@
04
User 2

Customize user rights

€ Previous

BEEN v B i

BB - )

Next >

ULTRYS allows to manage three different profiles by configuration file.

[
7 g
Administrator (all rights)

[
O M

User 1

[}
O A

User 2

Customize user rights

Customize user rights

Password Administrator

(]
1 -

User 2

Customize user rights

Customize user rights

[m]
O
O

y_
¥ m Password User 1
Administrator (all rights)

. User rights management User 1
‘ [0 Modify/Back up a configuration
User 1 [0 Create a configuration badge (SCB UHF)

Customize user rights
[0 Load a configuration into the reader

. [0 Create user credentials
O M
User 2

Customize user rights
Em Password User 2
Administrator {all rights)

. User rights management User 2
- O Modify/Back up a configuration
User 1

Create a configuration badge (SCB UHF)
Load a configuration into the reader

Create user credentials

© STid — MU_ULTRYS_V3.0_EN

Define an Administrator password to
protect the configuration file.

Define a User 1 password and select
the corresponding rights.

Define a User 2 password and select
the corresponding rights.

69



C.8Tid

Step 9- Configuration save and protect

.:) ULTRYS Administrator - X

l I ' t P S Readers configuration
Create a configuration

Version 3.0.0.8
No configuration loaded o BEEEN v @ i

BB

& Configuration save and protect

@ Configuration save and protect

Create a name (maximum 14 characters)

Customizing .ucg file protection

©0

User credentials

@ B Save as @ Summary of my configuration @

€ Previous

This step allows you to save the configuration file containing all the current configuration settings
(keys, formats, reader...). You can select a location and password to protect the file.

@ Choose a name to easily find the configuration. (example: Parking IN).

Note: the name of the configuration must be contained in the file name.

To protect the configuration file, you can define a password. This password is different from
Administrator password.

@ Select a directory and a file name to save.

The name and location of ‘Configuration Loaded’ indicates now the chosen name and
location.

@) ULTRYS

uLtrys.

Version

 \Farking IN-01.ucg)

Configuration chargée : Parking IN (i
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@ Get a summary of the configuration created.

o uletrys

Version30.08

Summary of configuration settings

This document contains all the configuration settings needed te install the reader and antennas on

site.
For further information on installation, please refer to the Installation procedure

#Configuration details

Configuration name : ParkingIN
Created on

Updated on 10126/2021 10:03

#Regulation of frequency bonds

Frequency bands / Countries - France - ETSI

Duty cycle 0975

Channels (MHz) - 867,5 866,9 866,3 865,7
ERP. 2000 mW

#Reader + antenna configuration
Reader: SPECTRE Reader OSDP
Antenna . SPECTRE antenna

Installation overview

Tde2 )

e

Print: allows printing of configuration information on a network, local or virtual printer (PDF).

© STid — MU_ULTRYS_V3.0_EN
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= A= =

STid Mobile 10

STid Mobile iD

SPECTRE NANO READ ONLY

é
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5. Reader configuration SPECTRE NANO READ ONLY

5-1 ULTRYS settings

SPECTRE NANO READ ONLY

Administrator — X

ULTRYS settings
Communication

No configuration loaded

T
i
bY
L)\/\; oAy

ULTRYS settings

—p

Readers configuration

O >
s

User credentials

Communication

Port selection for encoder or reader
connection

Select device

£ Refresh

SO Connectivity test

ARC-W55-G/UD4-5AA [COM9]  ~

» Connect the SPECTRE NANO reader to the PC using the provided USB cable to load the
configuration via serial link directly onto the reader.

AV

CNA82A02
ST

» Connect an UHF encoder to the PC to load the configuration onto UHF SCB
configuration card.

© STid —MU_ULTRYS_V3.0.1_EN
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To set the communication port

Select device

7 Refresh

SO cConnectivity test

Select a reader

Select device

ARC-W55-G/U04-5A4 [COMY]

L4

7 Refresh com3
p Connectivity test
Select device COM3 g
7 Refresh
SO connectivity test

| Device detected: Version 7 (29.7)

Failed to connect; check

communication port and connecta

compatible reader

SPECTRE NANO READ ONLY

1- Click on ‘Refresh’ to detect all
readers connected to the PC.

2- Open the dropdown list Select
device

3- Readers whose firmware is = 8 will
appear in the drop-down list under
their commercial reference.

Select the communication port
number for the encoder or reader
or select the reader to use.

4- Run the connectivity test

Message OK (with indication of the firmware
version).

Message: Failed

Check the compatibility of the reader.
Check the USB cable.

Check the Baudrate reader: it must be
fixed to 115200.

Note: during the connectivity test on a UHF encoder, a sound and light signal (orange) will be

emitted for 1 second.

© STid —MU_ULTRYS_V3.0.1_EN
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5-2 Create new configuration

SPECTRE NANO READ ONLY

Administrator = X

Readers configuration
Create a configuration

UHF frequency band regulation

Installation country selection

The UHF frequency bands depend on the installation
location

France - ETSI ¥

oo R T S

Create new Open an existing configuration into

—4

Readers configuration configuration configuration the reader

Check that your reader is
compatible with regulations

User credentials

Next >

The reader configuration is done in 9 steps. To move from one stage to another, you must click
on “Next".

n UHF frequency band regulation

1 ':n Configuration protection loaded into the
reader

1 }E)B Reader configuration

B Installation configuration

5 }n Light and sound indicator configuration

5 )) [ )n Reading & communication parameters

) T )n User Security Roles

) T )} 8 }n Configuration save and protect
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Step 1- UHF frequency band regulation UHF

Administrator - X

S Readers configuration

Version 3.0.0.8 Create a configuration

No configuration loaded BEEEN v @ i

& UHF frequency band regulation

@ Installation country selection

The UHF frequency bands depend on the installation
location

France - ETSI X @

Description of regulatory frequency band

ULTRYS settings

Duty cycle: 0.975

Channels: @

ERP: 2000 mW

Check that your reader is
p compatible with regulations

User credentials

Next >

The frequency bands depend on the installation location

i -EE - Type the first characters to display a country or select the

country in which the installation will be done.

Australia - AustraliaCustom1

Ausiria- ETSI

Azervaijan - ETSI For a country which is not in the list, please contact STid:
selgum- £ support@stid.com.

Bosnia-ETSI
Bulgaria- ETSI
Canada-FCC
Croatia - ETSI

Cyprus - ETSI

Czech Republic - ETSI
Denmark - ETSI
Estonia- ETSI
Finland - ETSI
France-ETSI
Germany - ETSI

@ To approve the feasibility to install your reader in the selected country, you can check the
compatibility.

Reader ID
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With USB reader connection

1- Connect the reader and set the
communication COM port.

2- Select ‘Connect your reader’

3- Please confirm

Reader ID

Reader’s frequency band compatible with
selected country’s regulations

Message: OK

Reader’s frequency band incompatible
with selected country’s requlations
Message: NOK

The reader can't be installed in the

selected country.

No reader connected, check your USB

connection and communication settings
- Check the USB cable

- Check the communication with reader

With reader part number

Reader ID

Enter the first 5 characters of the reader part number

Example: SNAR4], SNARST, SNAR42...

Message: OK

Reader’s frequency band compatible with
selected country’s regulations

| Incorrect reader reference number

Message: the reference reader is not compatible

with regulation selected.
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Step 2- Configuration protection loaded into the reader

Administrator — X

Readers configuration
Create a configuration

No configuration loaded BEEEN v @ i

) -

& Configuration protection loaded into the reader

i@} Protection code definition

ULTRYS settings

The protection code is a data that can be customized by the administrator to protect the
configuration of a reader during installation

Modifying this configuration requires the protection code.

e
@ Al readers have the default protection code “FFFFFFFFFF”
=

Readers configuration We recommend you to change the default protection code the first time you carry out the
configuration process

Enter FFFFFFFFFF in the “Protection code” field and specify the new protection code
(hexadecimal) in the "New protection code” field

O
"’@ Protection code FFFFFFFFFF
User credentials
<
New protection code m’
& Previous Next >

SPECTRE NANO readers are initially supplied with a default configuration and a protection code
to OXFFFFFFFFFF.

The size of this protection code is 5 bytes (10 hexadecimal characters).

After the initial setup and in order to reconfigure the reader, it will be necessary to present an
UHF SCB card or a configuration file with the same ‘protection code’ as the reader.

e
Random protection code generator.

Caution

This protection code is important and should definitely be
It protects the configuration data and allows reader ¢

If you lose this protection code, you won't be able to reconfig
reader must be reset at the factor

To change the protection code, it will be necessary to know

78
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Step 3- Reader configuration

.) ULTRYS Administrator = X

I_I L t P H S Readers configuration

Version 3.0.0.8 Create a configuration

No configuration loaded BEEN v ] i

Reader configuration
@ g

£

ULTRYS settings
SPECTRE SPECTRE NANO ATX ATX4

Readers configuration ]
wee
N Read only 0SDP Read only 0SDP Read only 0SDP Read only 0SDP
- @

User credentials

. 7 i‘\.‘ Auto detection
Firmware v13 * L Connect and check my reader configuration

& Previous Next 3>

@Selecting the reader type

SPECTRE NANO SNA-R4/5x-A/U04-xx readers can be configured in “Read only” mode from
firmware Vv13.

@ Selecting Firmware
You must select the firmware version that is compatible with your reader.
To do so, you can manually select the reader and firmware version, or you can use the function

"Auto detection — Connect and check my reader configuration".

Compatibility between firmware readers and ULTRYS versions

ULTRYS softwares
ULTRYS V2.0 ULTRYS V2.1 ULTRYS V2.4 ULTRYS V3.x
v 4 v
v v
v

Iy
=
=
5
4
=
s
2
=
A=
s
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With USB reader connection

1- Connect the reader via USB cable provided.
Readeyly peiiciocion Configure the commmunication parameters.

T Teader s reference 2- Select the Connect your reader.

=

5- Click on Confirm.

No reader connected. check your USB Message. NOK
connection and communication settings ’

- Check the USB cable

el - Check the communication with reader

With reader’'s number reference

Reader type detection
Enter the first 6 characters of your reader’s
reference number

Examples: SNAR4T, SNARS],

Message: NOK

| Incorrect reader reference number
Check your reader’s reference number.

Step 4- Antenna type selection
The SPECTER NANO reader works with an integrated antenna.

Step 4 does not exist in the SPECTER NANO configuration wizard.
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Step 5- Installation configuration

.) ULTRYS Administrator - X

l_l L t Iq H S Readers configuration

Version 3.0.0.8 Create a configuration

No configuration loaded BEEEN v @ i
Installation configuration
] g 9
ULTRYS settings @ @Access 1 4 @ Advanced
@ settings
Bluetooth s
©) ]
Input/Output
settings
O N
User credentials
€ Previous Next >
@® Namethelane
Maximum 10 characters.
For example, Entryl....
81
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(@ Bluetooth® configuration

Bluetooth . : - .
Reading of Bluetooth® identifiers disabled
Bluetooth ' , -
m @ Reading of Bluetooth® identifiers enabled

There are two possible displays of Step 1, depending on whether a Bluetooth® configuration is
already defined or not:

No existing configuration: The Step 1screen is as follows

Bluetooth® configuration

’

Load a Bluetooth® configuration Open my current Bluetooth®
(-pse) configuration

Existing configuration: The Step 1screen is as follows:

B2

Bluetooth® configuration

%

Load a Bluetooth® configuration Open my current Bluetooth®
(.pse) configuration
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Bluetooth® configuration is done in 4 steps. To move from one Step to another you must click

on "Next".

Selecting the Bluetooth® configuration:

1 E}E}E} - Load a Bluetooth® configuration

- Open my current Bluetooth® configuration

Name / Reading mode / Bluetooth® Reading mode / Security

E} Identification mode / Reader options

Virtual access card parameters

By opening a Secard configuration
file, the current Bluetooth® settings
will be lost

Bluetooth® configuration

Load a Bluetooth® configuration Open my ci Bluetooth&
(-pse) configuration

Cancel
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Warning: if a Bluetooth®
configuration is already
defined, loading a SECard
(.pse) file will erase the
current settings.

1- Click on ‘Load a
Bluetooth®
configuration’
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slectonnerun ficie % 2- A window opens to select the
« v 4 B> CePC > Bureau v O O Rechercher dans : Bureau d . . t .
esired configuration file.
Organiser v MNouveau dossier =+ @ @ g
A Nom Modifiéle Type A
S Acces rapide
me |_| SPECTRE_NANO_BLUE-01.pse Fichier
ureet ] Liste Doc Qualité Raccou
= PERSOU) 58 PERSO (U) - Raccourci Raccou
L BE - - - b
Nem du fichier: | SPECTRE_NANG_BLUE-01.pse v‘ PSE file (".pse) ~

3- Enter the passwords used
when saving the SECard (.pse)
file.

nfiguration

B a—— C:\Program Files (x86)\STIOWLTRYS
guration ife path v3.0.0.13\NANO BLUE STID.pse

ator profil

Cancel

&), SECard - The software tool to keep control of your security

'ﬁ SECard settings

Configuration files

PSE configuration file
Settings
1 cont i
ﬂ Current configuration file R timeas |
C:Usersic.pi rd L
[é ¥3.6.0.291\secard.pse
encoder
Define passwords for SECard login
8& User password |ST1d0 157]
Userrights |
Power User password | ST @
== IAnmmsxmm password | STL 53] I
@ 3 Show passwords
~ a I Password for PSE file protection (optional) | kpMpMBsZ 57 I
Reader
configuration @ Saveas
—®
b
cre: z s P
ohdpo s When loading configuration file use SCB version defined by
O Configuration file ® 508 izard
Tools

Error during decryption of PSE file

Incorrect Secard Administrator
with password

profile password!

Check the password entry

Check the entry of the administrator
from the pse file

password
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Step 2: Bluetooth® configuration

Some parameters are inherited from the .pse SECard configuration file and therefore cannot be

changed.

Modifiable parameters

Non-modifiable inherited parameters

Bluetooth® configuration - Loaded from .pse

MANO-BLUE

Reading mode
(® UHF or Bluetooth® (O UHF then Bluetooth® (O Bluetooth® then UHF

Bluetooth® reading mode Site code Bluetooth® data format

G045

4DEF07Y563A605853308499385B3BCC2

Bluetooth® communication encryption - Key customization

@) ®

DO7C4BA9BEVEF3065C310324780CCCE2 EZBODYG74678F297722045840A0D0054
DO7C4BASBEYEF3065C310324700CCCE2 =] E2BODOGT467EF207722045840A0D0054
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Bluetooth® configuration - Loaded from .pse

MANO-BLUE

Reading mode

UHF or Bluetooth® (O UHF then Bluetooth® O Bluetooth® then UHF

Site code Bluetooth® data format

G045

o Authenticated Bluetooth® data encryption

(1)

4D6F07Y563A605853308499385B3BCC2

9 Bluetooth® communication encryption - Key customization

@) ®

DO7C4BASBETEF3065C310324790CCCE2 E2BODSGT4678F297722045840A0D005A
DO7C4BASBETEF3065C310324790CCCE2 J E2BOD96T4678F297722045840A0D005A

@@@@ These parameters must be those used for encoding the Bluetooth®
virtual badge.
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@ Name

Configuration name: enter the name of the configuration Mobile ID.

The name must be a maximum of 14 characters.

The configuration name "Conf Mobile ID" is reserved for the STid Mobile ID® configuration.

@ Reading mode

UHF or
Bluetooth®

UHF then
Bluetooth®

Bluetooth®
then UHF

Reader configured to read UHF identifiers or Bluetooth® identifiers.
Feedback of all identifier.

Reading the UHF identifier triggers reading of the Bluetooth® identifier.
The reader scans in UHF. As soon as a valid UHF identifier is detected (key,

EPC filter, etc.), the reader checks (for a timeout of 6s by default) whether a
Bluetooth® identifier has to be returned (valid VCard read).

Timeout adjustable at Step 7:

Timeout for second identification (UHF and Bluetooth®
mode)

S

The reader returns the two identifiers one after the other.

If beyond the scan time no valid Bluetooth® identifier is read, the reader
resumes UHF scan.

Reading the Bluetooth® identifier triggers reading of the UHF identifier.
The reader scans in Bluetooth®. As soon as a valid VCard is detected (Site code,

etc.), the reader checks (for a timeout of 6s by default) whether a UHF
identifier has to be returned (key, EPC filter...).

Timeout adjustable at Step 7:

Timeout for second identification (UHF and Bluetooth®
mode)

—f——— 65

The reader returns the two identifiers one after the other.

If beyond the scan time no valid UHF identifier is read, the reader resumes
Bluetooth®scan.

87
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@ Bluetooth® reading mode

SPECTRE NANO READ ONLY

STid Mobile ID® can store 3 types of cards:

N
ication

Full card customization

Card revocation function

er interaction
Enhanced user interaction

Private ID

Private ID otherwise
CSN

CSN only

@ Site Code

STid Mobile IDY STid Mobile ID

ENccess

Uparadeable ta Premium -
identification experience

Reader configured for private code reading only.

Reader configured for private code reading.

If this is not found or if the security settings are incorrect, then the
reader will read and return the CSN.

Reader configured only to read CSN.

Number on two hexadecimal bytes designating the site code to use to create the VCard.

Site code 51BC is reserved for STid Mobile ID® configuration.

Note: this site code is unrelated to the 26-bit Wiegand protocol 'site code'.
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@ Bluetooth® data format
Bluetooth®ID size Determines the length in bytes of the Bluetooth® identifier.

Max 48 bytes.
When Authenticated Bluetooth® data encryption is used, the max

size cannot exceed 12 bytes.
Offset Set an offset from the first byte for reading data.

Reverse - checked: identifier read Least Significant Byte First (LSB First).

- not checked: identifier read Most Significant Byte First (MSB First).

@ Authenticated Bluetooth® data encryption
Private identifiers can be encrypted AND signed before being written to the badge.

The reader will decrypt and authenticate the private identifier thus protected, before sending it
to its output media. Only a correctly decrypted and authenticated identifier will produce an exit
code, otherwise the reader will remain silent.

The encryption-authentication uses the mode MtE (MAC Then Encrypt).

Bluetooth® communication encryption - Key customization
One key (RW) Use a key to read and write.

Two keys (R et W) Use a key to read and a key to write.

Allows you to define the security keys used for Bluetooth® data.

The default keys are 00 00 00 00 00 00 00 00 00 OO OO OO OO OO 0O 00 0O0.

89
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Step 3: Bluetooth® configuration

Bluetooth® configuration

o Identification modes and communication ranges

M C

communication activation by
und loop

Up to =1m

Up to =5m
I —

o Reader options

(1 LED activation at Bluetooth® connection

© STid —MU_ULTRYS_V3.0.1_EN
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Remote button active
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[0 Unlocking smartphone required by the reader
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@ Identification modes and communication ranges

Card

Works by presenting the smartphone in front of the reader (like a badge).

Contact: the smartphone must be in contact with the reader

Up to 0.2m: smartphone must be in an area of 0.2m around the reader
Up to 0.3m: smartphone must be in an area of 0.3m around the reader
Up to 0.5m: smartphone must be in an area of 0.5m around the reader

Bluetooth® commmunication activation by sensor / ground loup

Up to Tm: Smartphone must be in an area of Im around the reader

Up to 2m: Smartphone must be in an area of 2m around the reader
Up to 3m: Smartphone must be in an area of 3m around the reader
Up to 4m: Smartphone must be in an area of 4m around the reader
Up to 5m: Smartphone must be in an area of 5m around the reader

By tapping your smartphone twice in your pocket.

Up to3m
Up to5m
Up to10m
Up to15m

Works without any user action.

Up to3m
Up to5m
Up to10m

Remote

Works remotely. The phone becomes your remote control. You can display up to
two buttons per virtual badge.

Up to5m
Up to10m
Up to15m
Up to 20m

Remote control button active: If the "Remote" identification mode has been
activated, allows you to associate the current configuration with the Remote 1 or
Remote 2 button.

Possibility to use the fields to name the buttons.
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@ Reader options

LED activation at Bluetooth® connection
Allows the reader to light up briefly when connecting with a smartphone.

=
The color can be selected by clicking on sl

This action, independent of the detection of the virtual card, informs the user that
communication between the smartphone and the reader is in progress.

LED settings — Bluetooth®

LED intensity 100%

LED color selection

. . . Mo colar

Unlocking smartphone required by the reader

If checked: the smartphone must be unlocked (with PIN code or other unlocking option
depending on the smartphone) to authenticate with the reader.

If unchecked: unlocking the smartphone is not required to authenticate with the reader.
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Step 4: Bluetooth® configuration

Bluetoot onfiguration

Virtual access card parameters

Veard name (14 ch

M Button Remote 1
[0 Button Remate 2
configuration name M Unlock required
M Prohibit deletion M Bio unlock required

Card preview

Shd
MANO-8LUE
6045
KRYYYYZL

Vcard name: Name that will appear on the virtual badge on the smartphone screen.

Note: choose a meaningful name allowing the user to quickly identify the virtual badge to use.

Bio Unlock

Card name Unlock required
required \
‘A myVCardlMame ﬁ
Configuration name _ myConfigName
%\\ FFFF ”é‘\
XXYYYYYYZZ D
Site code -
- A

Prohibit Deletion: prohibit the deletion of the virtual access card by the user. Only the administrator,
via SECard (Settings / Credits / Delete your virtual access card) can delete it.
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Note: if the Bluetooth® configuration is configured on STid Mobile ID® CSN:

Step 2:

configuration

Name

Conf Mobile 1D

Reading mode
UHF or Bluetooth (O UHF then Bluetoo (O Bluetooth® then UHF

Bluetooth® reading mode Site code Bluetooth® data format

Step 3: Remote mode is not accessible.

Bluetootl onfiguration

Identification modes and communication ranges

M Card

Up to =1m

te button activ

-

Reader options

[] LED activation at Blueto ectio oc smartphone required by the reader
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@ Anti-intrusion settings

Anti-intrusion settings

0 Error code sending ] Buzzer activation

= Deleting .I‘E'\I::ti"a'Etill:_l.ﬂ I:If-ﬂ'!E! LED to signal

|letion

Error code sending Sending error code OxAA every 2 seconds as long as the reader is
Ilopenll.
Buzzer Activation Activation of the buzzer at the highest intensity as long as the

reader is "open".

The buzzer stops as soon as the cover is detected as being closed or
when communication via the internal USB is established (for
configuration for example) or if the reader is reconfigured by BLE or
if the reader is restarted.

Deleting keys Key erasure upon detection of opening.

Activation of the LED Activation of the fixed or flashing LED depending on the setting
to signal the key below:
deletion

*Can only be activated Anti-intrusion settings
ifthe Erase keys option

has been activated
O Error code sending [0 Buzzer activation

activation to signal the

M Deleting keys
@ Fixed LED

LED flashing

The LED sequence is repeated as long as the reader is switched on
and stops if communication via the internal USB is established (for
configuration for example) or if the reader is reconfigured using the
BLE or if the system is restarted.
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(@ Advanced settings
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Advanced settings

UHF RFID reading /Bluetooth

EPC filter

osition (byte)

rsion: the reader will only send to the system the
hout the filter

: the reader will only s tem the EPCs
for credentials with an RSS! below the defined v

@ Adjust the antenna power (10% to 100%) to adjust the reading distance.

Adjust the reading time in steps of 1second (max 30s). This parameter is taken into account only
if in the Input type selection, the reading mode is set to "Triggering of reading on the event".

The EPC filter is not available in Secure Mode.
Enter the value for EPC Mask, max 62 hexadecimal bytes.

Adjust the value for offset EPC mask in bytes (O to 61 bytes).
It depends on the EPC Mask length.

Filter inversion not selected: only tags with an EPC value corresponding to the EPC mask value
will be provided to the user.

Filter inversion selected: only tags with an EPC value different from the EPC mask value will be
provided to the user.

RSSI (Received Signal Strength Indication) is a measure of the power in reception of the tag
response. The value returned by the reader is proportional to the amplitude of the reception
signal.

Adjust the RSSI value (-110dBm to OdBm). 0dBm deactivates the RSSI filter.

e Filter inversion not selected: only tags with an RSSI greater than or equal to the specified value
will be provided to the user.
Filter inversion selected: only tags with an RSSI smaller or equal to the specified value will be
provided to the user.
Ex: RSSI filter= -49dBm + Reversal not selected
A tag that will have a RSSI value of -20dBm will be sent back,
A tag that will have a RSSI value of -60dBm will not be sent back.
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EPC Filter
Examples:

Code EPC Tag 1: AAAAABCDO0O00000000000001
Code EPC Tag 2: AAO2ABCD0O000000000000002
Code EPC Tag 3: AAO2ABCD0O0O00000000000003
Code EPC Tag 4: AAO2FFFFOO00000000000003

1- EPC mask = AA AA and Offset=0

Tag 1: AAAAABCDOO0O0O000000000001
Tag 2: AAO2ABCDO0O0O0000000000002
Tag 3: AAO2ABCDOO0O0O000000000003
Tag 4 : AAO2FFFFOO00000000000003

Only tag 1is transmitted.

2- EPC mask = AA AA AA and Offset=0

Tag 1: AAAAABCDOO00000000000001
Tag 2: AAO2ABCDO0O00000000000002
Tag 3: AAO2ABCDO0O00000000000003
Tag 4: AAO2FFFFOO00000000000003

No tag is transmitted.

3- EPC mask=01and Offset=11

Tag 1: AA AA AB CD 00 00 00 00 00 00 00 01
Tag 2: AA 02 AB CD 00 00 00 00 00 00 00 02
Tag 3: AA 02 AB CD 00 00 OO 00 00 00 00 03
Tag 4: AA 02 FF FF 00 00 OO OO0 00 00 00 03

SPECTRE NANO READ ONLY

EPC filter

rstem the

EPC filter
EPC mask
EPC sk

ysition (byte)

0 Filter inversion: The reader will only send to the system the
EPCs without the filter

EPC filter
EPC r
EPC r sition (byte)

0 Filter inversion: The reader will only send to the system the
EPC hout the filter

Offset is represented in blue; the filter is done on byte 12.

Only tag 1is transmitted.

4- EPC mask = AB and Offset=2

Tag 1: AAAA AB CD 00 00 OO 00 00 00 00 01
Tag 2: AA 02 AB CD 00 00 OO0 00 00 00 00 02
Tag 3: AA 02 AB CD 00 00 OO 00 00 00 00 03
Tag 4: AA 02 FF FF OO0 00 OO0 00 00 00 00 03

Tags 1,2 and 3 are transmitted.

5- EPC mask = AB, Offset =2 and Reversal
Tag 1. AA AA AB CD 00 00 O0 00 00 00 00 01
Tag 2: AA 02 AB CD 00 00 00 00 00 00 00 02

Tag 3: AA 02 AB CD 00 00 00 00 00 00 00 03
Tag 4: AA 02 FF FF OO0 00 OO0 00 OO0 00 OO 03

EPC filter

sition (byte)

sion: The reader will only send to the system the
out the filter

Tags 1,2 and 3 are not transmitted. Only tag 4 is transmitted.
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® Input/output settings

B)-):)

Input management

RFID reader behavior options based on external events (detector, ground loop etc )

RFID/Bluetooth® reading

. Continuous reading without using the input
mode selection

Input option selection 1 Activation of the LED andfor custom buzzer (triggered by the event)
used to activate an

external action 0 Output activation (triggered by the event)

[0 Relay activation (triggered by the event)

The configuration of the outputs depends on the reading mode chosen.

Output management

Output status
Maintain during
detection

Output 1 @ O |:|

Open Closed

Both types of output are « Pull up to V+ » or « Open drain ».

Status of outputs: select for each output the default state ‘Open’ or ‘Closed’ and if the state is
maintained during the detection process.
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Input management
RFID reader behavior options based on external events (detector, ground loop efc.)

RFID/Bluetooth® reading
mode selection
o Continuous reading without using the input

[, J Trigger of the reading by the event (use of the input)
Input option selection (1 Activation of the and/or CUSLom DUZZer red by the event)

used to activate an
external action (1 Qutput activation (triggered by the event)

[0 Relay activation (triggered by the event)

@ Reading mode = Continuous reading without using input

B

In this mode, the reader scan

Input management Contlnuously.

There is no action on input activation.

RFID reader b sed on externa s (detector, ground loop efc.)

RFID}BIUE'O?M:E) reading Continuous reading without using the input -
mode selection

Input option selection [ Activation of the LED an om buzzer (triggered by the event)
used to activate an
external action [0 Output activation (triggered by the event)

O Relay activation (triggered by the event)

ED) - )X

Output management

Outout ype selection Select the output type and default state
for output.

Qutput status

Output 1
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Activate the relay on detection
‘OFF.

D) -

Relay management

Relay management . .
Activate the relay on detection

‘ON’: maintaining the relay as long
as there is detection or for a fixed
period of between Is and 20s.
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Options available in this reading mode:

Activation of the LED and/or buzzer (triggered by the event)

This option modifies the Step 6 of the main Wizard, with the addition of the setting of

the LED and / or the buzzer "Custom event".

@) ULTRYS

uLtrys

Version 3.0.0.14

NANO-BLUE (from USB reader)

Light and sound indicator setting
Colors, intensity, flashing LEDs and buzzer

o

ULTRYS settings

User ID upload

Default LED Reading error

QN
LED brightness el 100% LED brightness s 100% LED brightness s 100%
User credentials @ LED settings e LED settings ﬁ LED settings
'Y
& Previous

Administrator - X

Readers configuration
Create a configuration

Customized event

e LED settings
'Y

Next >

Output activation de la sortie (triggered by the event)

Possibility of activating the output when an event is detected on the input,
independently of the reading of an identifier.

Realy activation (triggered by the event)

Possibility of activating the relay when an event is detected on the input, regardless of
the reading of an identifier.

At Step 3: it is no longer possible to activate the relay on detection.

Relay management

Relay already triggered on external
event (using the reader input)
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@ Reading mode = Trigger of the reading by the event (use the input)

Input management
RFID reader be ptions b on extern nts (detector, ground loop efc.) In this mOde, if the iﬂput is aCtivate,

the reader on the lane.
Pt
mode selection Trigger of the reading by the event (use of the input)

Cancel

ED) - )5

Output management

Select the output type and

Outpu

Output 1

Relay management

Activate the

Activate the relay on detection ‘OFF'.

Relay management

Activate the relay on detection ‘ON’:
maintaining the relay as long as there is
detection or for a fixed period of between 1s
and 20s.
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Summary table

Reading mode Options Input Configurable Maintain Output Relay
Outputs during on
states? detection detection

available?
@ No action Yes Yes - If ‘Continuing Yes
during detection
Continuous reading process’ not
without using activated: the output
inputs state toggles at the
ascent
- If ‘Continuing

during detection
process’ activated:
the output state
toggles to the RF
detection and
remains in this state
as long as, at each
scan is at least one

detection
@ Activation of | An action on the input Yes No Yes
the LED and/or | lights the LED and/or
Continuous reading custom buzzer Buzzer according to
without using (triggered by the "Custom event"
inputs the event) parameters
@ Outpu An action on the input Yes Yes - If ‘Continuing Yes
activation activates the output during detection
Continuous reading (triggered by process’ not
without using the event) activated: the output
inputs state toggles at the
ascent
@ Realy activation | An action on the input Yes Yes - If ‘Continuing No
(triggered by activates the relay during detection
Continuous reading the event) process’ activated:
without using the output state
inputs toggles to the RF
detection and
remains in this state
as long as, at each
scan is at least one
detection
@ An action on the input Yes Yes - If ‘Continuing Yes
activates reading on during detection
Trigger of the the lanel process’ not
reading by the event activated: the output
(use of the input) state toggles at the
ascent
- If ‘Continuing

during detection
process’ activated:

the output state

toggles to the RF

detection and
remains in this state
as long as, at each
scan is at least one
detection

Note: as long as the action is detected on the input, the output remains toggled.
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Step 6- Light and sound indicator setting

SPECTRE NANO READ ONLY

.:) ULTRYS Administrator - X

u L t P H S Readers configuration

Version 3.0.0.13 Create a configuration

No configuration loaded BEEEN v (=] i

& Light and sound indicator setting
@ Colors, intensity, flashing LEDs and buzzer

ULTRYS settings

Default LED Reading error User ID upload

O
LED brightness el 100% LED brightness (] 100% LED brightness (] 100%
User credentials ﬁ LED settings @ LED settings @ LED settings
'Y
€ Previous Next >

Default LED:
After the reader initialization phase, the LED must be activated according to the color
defined in the box.
The intensity of the LED is adjustable in 10% steps (from 10% to 100%).

Reading error:
This LED lights when the RF is bad, in this case the reader can't read the tag.
The intensity of the LED is adjustable in 10% steps (from 10% to 100%).

User ID upload:
LED: Color indicating the detection of an identifier by the antenna.
The intensity of the LED is adjustable in 10% steps (from 10% to 100%).

Buzzer parameter — Custom event

Buzzer time [ s— 200 ms

Adjusting the buzzer volume

= +
Lo

ume

Buzzer: OFF or ON+option:
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Customized event*:
LED lights if action on the input. Default set to no color / Buzzer OFF.
LED: Color indicating the detection of an identifier by the antenna.

Buzzer parameter — Custom event

Adjusting the buzzer volume

- +

Lo

Cancel

Buzzer: OFF or ON+options :

LED settings:

LED settings — By default LED settings — Reading problem

) Continug

LED color selection

LED color selection . . . Mo color

LED settings — When the user ID is uploaded LED settings — Custom event

LED color selection LED color selection
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*The LED ‘Customized event’ only appears if ‘Reading Mode’ = Continuous reading + Activation

de la LED personnalisée ».

B2

Input management

RFID rez nd loop etc.)

MU S - orinuous reading without using the input .
mode selection

Input option selection || n of the LED ar

used to activate an
external action [0 Output activation (triggered by the event)

[0 Relay activation (triggered by the event)

Cancel

@) ULTRYS

uLtrys

Version 3.0.0.13

No configuration loaded

& Light and sound indicator setting

£

ULTRYS settings

Colors, intensity, flashing LEDs and buzzer

Default LED Reading error

Readers configuration

O >
-~

User credentials

LED brightness el 100%

@ LED settings

LED brightness (] 100%

ﬁ LED settings

<& Previous

Administrator

Readers configuration
Create a configuration

EeNn v B

ENDDERD) - )

User ID upload Customized event

LED brightness (] 100%

@ LED settings
'S

@ LED settings
'Y

Next >

x

Display in other cases:
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Administrator — X

Readers configuration
Create a configuration

No configuration loaded EEN v B i

ENDDERD) - )

& Light and sound indicator setting
i@:} Colors, intensity, flashing LEDs and buzzer

ULTRYS settings

Default LED Reading error User ID upload

Readers configuration

QN
LED brightness el 100% LED brightness sl 100% LED brightness el 100%

User credentials ﬁ LED settings @ LED settings @ LED settings

§

& Previous Next >
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Step 7- Reading & communication parameters

The parameters accessible in step 7 depend on the previously defined parameters and the
selected protocol. The different modes will be discussed in the Application Note.

.) ULTRYS Administrator = X

l I ' t I-‘ S Readers configuration
0.0 Create a configuration

Version 3.0.0.9

BEEN v B i

BDDENDD) -

No configuration loaded

Reading & communication parameters

&3 p
g@} (D Authenticated UHF data encryption (Secure Mode) x( Output protocol selection
ULTRYS settings
[0 UHF user ID encryption Select output protocol v
3 @’ UHF data formatting before uploading to the system Size of the credential sent to the system (bytes) ———( 1B @
Use the predefined formats for E he UHF | I { 0] Filtering
= @ formatting the UHF ID O o theler s Bmanuay a S
Readers configuration y D Sive
Selection of the UHF data JHF ID size 628 Time between same user ID being read twice L | 6s
transmission format -
Offset 0B
Mode 1 (Standard) v O Inverte
O \\ Format details
User credentials
AA|BBJ[CC|xx xx ...[XX|YY]|ZZ @|
Mode 1
& Previous Next >

@ The data can be encrypted and signed before being written in the tag.
The reader will decrypt and authenticate the data before sending it on its output media.
Only an identifier correctly decrypted and authenticated will produce an output data,

otherwise the reader will remain mute.

If authenticated encryption is also used for the Bluetooth® identifier, it is possible to use:
- A different private key for EPC and for Bluetooth®

™
O Authenticated UHF data encryption (Secure Mode)

. Use the encryption key of the =~
[
UHF user ID encryption [ Bluetooth® user ID '\!_/I

Private key definition (16 bytes - Hex)
394C1C458A45526C0A02691981523A68

- An identical private key for the EPC and for Bluetooth®in this case, the value of the key is
defined in the Bluetooth® configuration:

™
(T_) Authenticated UHF data encryption (Secure Mode) Authenticated Bluetooth® data encryption

Use the encryption key of the =

UHF user ID encryption (1)
Bluetooth® user ID L 4ADEF077563A6D585330B499385638CC2
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Notes:
e Only UHF tags compatible with “FAST /D"feature and having at least 128 bits of EPC
can be decrypted and authenticated by the SPECTRE Access reader.
The chips compatible with secure encoding are: Monza X, Monza R6P, Monza 4D, this
chip is present into
- TLTA-W53M-943_S
TLTA-W75B-943_S
IronTag Aero
CCTW490_AN

e The secure mode is not accessible if an EPC mask has been set in ‘Advanced
settings’.
Note: After setting an EPC security key, if you return to step 5 with the Previous
button, and you set an EPC filter, then returning to step 7, the "EPC ID Security"
checkmark is displayed. in gray, the key field is still accessible but not taken into
account

@ Output protocol selection

The advanced options in this part depend on whether or not a Bluetooth® configuration is
activated and the protocol chosen:

Bluetooth®
reading
mode

Bluetooth® Reading

Output

protocol Advanced options

activation mode

Bluetooth’

NA NA
Advanced options
@ UHF or Bluetooth® )
Bluetooth RS232 Protocol options
m UHF then Bluetooth® 8 RS485

luetooth® then UHF

Advanced options

RS232
RS485
-
9 Bluetooth @ UHF or Bluetooth® 8
UHF then Bluetooth® O Advanced options
il o
@ Othel’ Protocel options
prOtOCO|S [ Site rced on the Blu

© STid —MU_ULTRYS_V3.0.1_EN 109



SPECTRE NANO READ ONLY

Advanced options

Protocol options

ID_Tag, to indicate whether t} formation
comes from a UHF or Blueto redential

ﬂ EPC UHF Gen 2 (Hex)
m Bluetooth® (

The ID-Tag values are editable.

[] Site code forced on the Bluetoo

1 byte Lane number ID-Tag x bytes 1 byte 1 byte 1 byte 1 byte
STX 1 byte 0x90: UHF Data* LRC CR LF ETX
0x60: BLE

Site code forced on the Bluetooth® CSN ID:

Advanced options

Protocol options

ID'_Tag, to indicate whether the 1D inf
comes from a UHF or Bluetoot

M Site code forced on the Bluetootl

(Hexadecimal on 2 by

Force the value defined in the field to the value of the CSN.

The value of the code will be transmitted in high order on one or two bytes. The CSN can
therefore be truncated depending on the size of the protocol used.
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RS232 / RS485

.J;'( Qutput protocol selection

Select output protocal RS485 -

Data Hexadecimal -

O Indicate the channel number upstream of the ID

O Padding O cr O LRC

[0 STH+ETX O LF O AsCl

Baud rate 115200 -
Size of the credential sent to the system (bytes) ]— 3B

=< Advanced
# % options

Serial frame:

1 byte Channel X bytes 1 byte 1 byte 1 byte 1 byte
number
STX 1 byte Data* LRC CR LF ETX

*Doubled if the ASCII is activated.

Data Data sent in decimal or hexadecimal format.

Channel number  The SPECTRE NANO having only one channel, indicates O1h.
Add on the frame leading zeros. If this option is not activated, the leading

Padding zero won't sent.

STX+ETX Add STX (0x02) and ETX (0x03) in the frame.

CR Carriage return (OxOD).

LF Line feed (Ox0A).

LRC Checksum byte by XORing of all previously characters without the STX.
ASCII If this option is activated, the Data will be sent in ASCII mode.
Baud Rate 9600, 19200, 38400, 57600 ou 115200 bauds

Size of the Size in plain mode Size in secure mode
credential sent to

the system 1to 62 bytes 1to 6 bytes
(bytes)
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Wiegand /Clock&Data

SPECTRE NANO READ ONLY

.Ef Output protocol selection

plus customizable number of bytes (EPC size).
Overview of TTL outputs

DATA CLK

-~ P e | e,
SIS © [Slseye

Size of the credential sent to the system (bytes)

Select output protocol Wiegand custom size v

This protocol has the same message structure as the Wiegand 3La or 3Lb protocal,

=<7 Advanced
AN options

6B

Protocol Size in plain mode | Size in secure mode
Wiegand 26 bits Fixed to 3b Fixed to 3b

Wiegand with LRC custom size / Tb up toleb b up to 6b

Wiegand custom size

Decimal Clock&Data - Iso 2B Tbupto7b Tb up to 6b
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Note: If the "ID size" of the Bluetooth® data is greater than "Size of the credential sent to the
system":

Bluetooth® data format

Bluetooth®
D

set

O Inverted Size of the credential sent to the system (bytes) | 6B

The size of the protocol data is
smaller than the size of the
Bluetooth® credential data.
Data may be lost from the
Bluetooth® credential

When UHF identifier is encrypted,
its maximum size cannot exceed 6
bytes

Note:
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@ Please note: the data formatting only applies to the uploading of data into the system,
it is not taken into account for the encoding of identifiers.

Ist case: UHF data formatting before uploading to the system without active Bluetooth®
configuration:

@’ UHF data formatting before uploading to the system

@ Use the predefined formats for

Format the UHF 1D I
formatting the UHF ID O Format the manually

Selection of the UHF data UHF 1D size 4B
t ission fi t

ransmission forma Offset 0B
Mode 1 (Standard) - [ Reverse

Format details

|AA|BBJ[CC|xx xx ...[XX][YY|ZZ]
—

Mode 1

Mode 1 (Standard)

Mode 2 (Standard reversed)
Mode 3
Mode 4

There are 4 UHF ID formatting modes:

Example: EPC data: AA BB CC DD EE xx xx ... VV WW XX YY ZZ with ‘Size of the credential
sent to the system’ fixed to 4bytes.

[XX|lYY]|Z2Z]|
—’,
. Mode 1 . ID feedback = WW XX YY ZZ

Mode 2

-
. lxx|yyjzz)

11D feedback = ZZ YY XX WW

Mode 3

—’..,
|/AA|[BB|cC]

AA|BBJCC
-
. Mode 4 : ID feedback = DD CC BB AA

11D feedback = AA BB CC DD

© STid —MU_ULTRYS_V3.0.1_EN N4
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O Use the predefined formats for
formatting the UHF ID

f_@%’ UHF data formatting before uploading to the system

@ Format the UHF ID manually

Selection of the UHF data UHF ID size
transmission format
Offset
Mode 1 (Standard) v
[0 Reverse

=] — 4B

| 0B

SPECTRE NANO READ ONLY

Possibility to define the reporting format according to the size of the identifier, the offset and

the reading direction.

WARNING

UHF ID Size + Offset should not be larger than the EPC size of the tag used. Otherwise the ID

will not be returned to the system.

Example 1:
ID encoded in the Tag: AABBCCDDEEFFOO1122334455
UHF ID size —f— 4B
Formatting: Offset =B 8B
[0 Reverse
ID Formated: 22334455
Size of the credential sent to the system: Size of the credential sent to the system (bytes) h 4B
Data sent to the system: 22334455
Example 2:
ID encoded in the Tag: AABBCCDDEEFFO01122334455
UHF ID size m——(— 4B
Formatting: Offset [ ] 0B
Reverse
ID Formated: 55443322
Size of the credential sent to the system: Size of the credential sent to the system (bytes) | 4B
Data sent to the system: 55443322
Example 3:
ID encoded in the Tag: AABBCCDDEEFFOO1122334455
UHF ID size —— 4B
Formatting: Offset (] 0B
[0 Reverse
ID Formated: AABBCCDD
Size of the credential sent to the system: Size of the credential sent to the system (bytes) h 4B
Data sent to the system: AABBCCDD
Example 4:
ID encoded in the Tag: AABBCCDDEEFFO01122334455
UHF ID size —f— 4B
Formatting: Offset L | 4B
M Reverse
ID Formated: DDCCBBAA
Size of the credential sent to the system: Size of the credential sent to the system (bytes) | 4B
Data sent to the system: DDCCBBAA
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2nd case: UHF data formatting before uploading to the system with an active Bluetooth®
configuration:

f@%’ UHF data formatting before uploading to the system

O lUse the predefined formats for

Use Bluetooth® data format
formatting the UHF ID @ Use Biuetoo ata forma

O Format the UHF 1D manually

Selection of the UHF data UHF 1D size 4B

transmission format
Offset 0B

Mode 1 (Standard) -
] Reverse

Possibility to format the UHF ID manually (ditto case 1) or to use the Bluetooth® data format.

Bluetooth® data format
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© (’9, Filtering

Time between same user D being read twice ] ———— 6 s

The reader emits the credential code present in the field only once during this time.
This time is adjustable from O to 30 seconds.

If the Reading Mode has been set to ‘UHF then Bluetooth® or ‘Bluetooth® then UHF', the
timeout setting appears:

Reading mode

:T:i' UHF or Bluetooth® { _- UHF then Bluetooth® _ Bluetooth® then UHF

Reading mode

:T:i' UHF or Bluetooth® 'i:::i' UHF then Bluetooth® (®) Bluetooth® then UHF

(’f), Filtering

Time between same user ID being read twice e 6 5

Timeout for second identification (UHF and Bluetooth®
mode)

UHF then Bluetooth®: If beyond the Timeout no valid Bluetooth® identifier is read, the reader
starts again in UHF scan.

Bluetooth® then UHF: If beyond the Timeout no valid UHF identifier is read, the reader starts
again in Bluetooth® scan.
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Step 8- User Security Roles

SPECTRE NANO READ ONLY

Administrator - X

Readers configuration
Create a configuration

No configuration loaded

ULTRYS settings

User 1

User credentials User 2

=) (o]
Administrator (all rights)

@
my —

& User Security Roles
@ User profiles and user rights definition

Customize user rights

(S &
m) Y
Customize user rights

€ Previous

BEEN v 2 i

BB - )

Next >

ULTRYS allows to manage three different profiles by configuration file.

[
7 g
Administrator (all rights)

[
O M

User 1
Customize user rights

]
O A
User 2
Customize user rights

Password Administrator

Define an Administrator password to
protect the configuration file.

y_
- aQ
Administrator (all rights)

[
« M

User 1
Customize user rights

[ ]
my Y

User 2
Customize user rights

Password User 1

User rights management User 1

[0 Modify/Back up a configuration

[0 Create a configuration badge (SCB UHF)
[0 Load a configuration into the reader

[0 Create user credentials

Define a User 1 password and select
the corresponding rights.

=Y o)
Administrator {all rights)

@
o A

User 1
Customize user rights

(]
1 -

User 2
Customize user rights

Password User 2

User rights management User 2

O Modify/Back up a configuration

[0 Create a configuration badge (SCB UHF)
O Load a configuration into the reader
O

Create user credentials

Define a User 2 password and select
the corresponding rights.

© STid —MU_ULTRYS_V3.0.1_EN
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Step 9- Configuration save and protect

JLTRYS Administrator -~ X

S Readers configuration

Create a configuration

Version 3.0.0.14
Conf Mobile ID (from USB reader) o EEN v (=] i

BDDDDD)IND,

& Configuration save and protect

ULTRYS settings
Create a name (maximum 14 characters) Conf Mobile ID

Customizing .ucg file protection

© 0O

Disable the reader from taking into account the next UHF configuration cards. The
next reader configurations will be done only by USB

Q

Readers configuration

Allow ULTRYS to retrieve and open the reader and UHF parameters from the reader [ 7'\\‘

(USB) and the configuration card \

©Q

(g |

Allow ULTRYS to retrieve and open the reader and Bluetooth® parameters from the
reader (USB) and the configuration card

@ B Save as @ Summary of my configuration

i

O S
8y

User credentials

€ Previous

This step allows you to save the configuration file containing all the current configuration settings
(keys, formats, reader...). You can select a location and password to protect the file.

@ Choose a name to easily find the configuration. (example: Parking IN).

Note: the hame of the configuration must be contained in the file name.

To protect the configuration file, you can define a password. This password is different from
Administrator password.

@ If this option is enabled, the reader can only be configured again via the USB connection.

Authorize ULTRYS to retrieve and open the reader and UHF parameters from the reader and
the configuration card. See 11-Open an existing configuration.

To optimize the security level of
your configuration, disable the
retrieval and the opening in
ULTRYS, from the reader (by USB)
and the configuration card, of the

reader and UHF parameters
(including the security keys).
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Authorize ULTRYS to retrieve and open the reader and Bluetooth®parameters from the
reader and the configuration card. See 11-Open an existing configuration.

To optimize the security level of
your configuration, disable the
retrieval and the opening in
ULTRYS, by the reader (by USB)
figuration card, of the

arameters (including
the security keys).

@ Select a directory and a file name to save

The name and location of ‘Configuration Loaded’ indicates now the chosen name and

location.

@) ULTRYS

uLtrys.

Configuration chargée - Parking IN {1

. M\Parking IN-01.ucg)
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Get a summary of the configuration created.

SPECTRE NANO READ ONLY

Bloetooth® reading mode - CSN orly
Sito codo - 51BC

Bluetooth® data format
ted . Ho

Activation of the LED andior custom buzzer (Inggered by the event) . No
Output aciason (nggered by the evert) - M
Relay sctvabon (siggered by the evert) - No

Wentification modes and COMLNICason ranges Output management
pt = = Ouputtype selection  Puliplo Ve
Py e, Staus of outouts
Card - Cortact TapTap - No . ® T
Light indicator settings
Roadag n prog Piing
Hands boe - No Budiod®  cammuncatin
achvaon by sensor | roud
oop - No
Unlockng smartphone requred by the reader Mo
LED acivation i Bustooth® comecton - No
Advanced settings . e %
LED color - Red
« Antema 1 - Power - 100 % LED colr - Bl
Scan e after iggenng of e
RFD eadny 15
EPC mask Heradecima)
EPC mask paséon bye) 0
il inversion The readec il ony send o e system e
EPCs wibou e fter - No
RSSivake - 0 dBm
il inverson. The reader wil ory send o e system the EPCs
forcradergals wih an RS below e defned vabe  No
243>

émﬂ

- #Reader Configuration
-
[28Tid I I l t I—I S Reeader Mano reader
- H o tons Instaaton overview
soowat
B Blugtoath e
Summary of configuration settings e

This docusnent » m

:

N —

#Configuration details

Configuranon name : NANG. BLUE

e ot 13

Cridn Ym0

#Regulation of frequency bands

Frecymncy b Courten P £15

Do o

L 875 00000830857

; 2008 ik
P —
S P

Bluetooth® configuration Input management
Reading mode  Bluetooth® then UHF » Cortiruous re:

Time between same user D being read twce - 6 5
Timeoud for secand endication (UHF and Bheloath® mode}

Detecting user D

Advanced options.
it code forced on the Blustooth® CSHID - No

=D bigee e
LED calor - Green
| Jo
#Communication protocol
Secure mode : Disabled
Select output protocal - YWiegand cusom size

Wiegand Xa 2t X protses
e

Overvew of TTL outputs

I3

Size of the credential ser Io e system byles) - 8 byieds)

Format mie UHF ID manusly © Yes
UHF ID size - 62 B

werted | No

Cided

h Pt

Print: allows printing of configuration information on a network, local or virtual printer (PDF).
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6. Reader configuration SPECTRE NANO OSDP™

6-1 ULTRYS settings

Administrator — X

@) ULTRYS

ULTRYS settings

uLtrys

Version 3.0.0.7

No configuration loaded

Communication

,»{33 Port selection for encoder or reader
connection

S5 bia

Uz

ULTRYS settings

=\
"fﬁw Select device ARC-WS5-G/UDA-5AA [COMS]  ~
\_4'!)

Readers configuration £ Refresh

SO Connectivity test

O >
s

User credentials

» Connect the SPECTRE NANO reader to the PC using the provided USB cable to load the
configuration via serial link directly onto the reader.

AV

» Connect an UHF encoder to the PC to load the configuration onto UHF OCB
configuration card.
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To set the communication port

1- Click on ‘Refresh’ to detect all
Select device Select a reader - readers connected to the PC.

7 Refresh

SO cConnectivity test

2- Open the dropdown list Select

Select device ARC-W55-G/U04-5AA [COMI] - .
device

e . .
o EEEL 3- Readers whose firmware is = 8

will appear in the drop-down list
p Connectivity test under

their commercial reference.
Select the communication port
number for the encoder or reader
or select the reader to use.

i COM3 - .
Select device 4- Run the connectivity test

7 Refresh

SO connectiity test

| Device detected: Version 7 (29.7)

Message OK (with indication of the firmware

version)

Message: Failed

Failed to connect; check - Check the compatibility of the reader.
communication port and connect a

compatible reader - Check the USB cable.
- Check the Baudrate reader: it must be

fixed to 115200,

Note: during the connectivity test on a UHF encoder, a sound and light signal (orange) will be
emitted for 1 second.
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6-2 Create new configuration

.) ULTRYS Administrator — X

u L t r. H S Readers configuration

Version 3.0.0.7 Create a configuration

No configuration loaded

o UHF frequency band regulation
@ Installation country selection
ULTRYS settings ;l;hcz:iJ;.F frequency bands depend on the installation
France - ETSI v

oo R T S

Create new Open an existing configuration into
configuration configuration the reader

Check that your reader is
compatible with regulations

User credentials

Next >

The reader configuration is done in 8 steps. To move from one stage to another, you must click
on “Next".

n UHF frequency band regulation

1 ':n Configuration protection loaded into the
reader

1 }E)B Reader configuration

B Installation configuration

5 }n Light and sound indicator settings

5 )) [ )n Reading & communication parameters

) T )n User Security Roles

) T ))- 8 }n Configuration save and protect
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Step 1- UHF frequency band regulation

Administrator - X

S Readers configuration

Version 3.0.0.8 Create a configuration

No configuration loaded

I
2
4
L]

& UHF frequency band regulation

@} Installation country selection

The UHF frequency bands depend on the installation
location

France - ETSI X @

Description of regulatory frequency band

ULTRYS settings

Duty cycle: 0.975

Channels: @

ERP: 2000 mW

Check that your reader is
compatible with regulations

User credentials

Next >

@ The frequency bands depend on the installation location

Andorra - ETS| - Type the first characters to display a country or select the

country in which the installation will be done.

Australia - AustraliaCustom1

Austria - ETSI

Azerbaijan - £T81 For a country which is not in the list, please contact STid:
selaum- =Tl support@stid.com.

Bosnia - ETSI
Bulgaria - ETSI
Canada - FCC
Croatia-ETSI

Cyprus - ETSI

Czech Republic-ETSI
Denmark - ETSI
Estonia-ETSI
Finland - ETS!

France - ETSI
Germany - ETSI

@ To approve the feasibility to install your reader in the selected country, you can check the
compatibility.

Reader ID
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With USB reader connection

1- Connect the reader and set the
communication COM port.

2- Select ‘Connect your reader’

3- Please confirm

Reader ID

Reader’s frequency band compatible with
selected country’s regulations

Message: OK

Reader’s frequency band incompatible
with selected country’s requlations
Message: NOK

The reader can't be installed in the

selected country.

‘ No reader connected. check your USB
connection and communication seftings _ Check the USB cable

- Check the communication with reader

With reader part number

Reader ID

Enter the first 5 characters of the reader part number

Example: SNAW43, SNAWS3.

Message: OK

Reader’s frequency band compatible with
selected country’s regulations

Incorrect reader reference number

Message: the reference reader is not compatible

with regulation selected.
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Step 2- Configuration protection loaded into the reader

Administrator — X

Readers configuration
Create a configuration

No configuration loaded BEEEN v @ i

) -

& Configuration protection loaded into the reader

i@} Protection code definition

ULTRYS settings

The protection code is a data that can be customized by the administrator to protect the
configuration of a reader during installation

Modifying this configuration requires the protection code

5=
Al readers have the default protection code “FFFFFFFFFF”

Readers configuration We recommend you to change the default protection code the first time you carry out the
configuration process

Enter FFFFFFFFFF in the “Protection code” field and specify the new protection code
(hexadecimal) in the "New protection code” field

O
"@ Protection code FFFFFFFFFF
User credentials
<
New protection code E’
& Previous Next >

SPECTRE NANO readers are initially supplied with a default configuration and a protection code
to OXFFFFFFFFFF.

The size of this protection code is 5 bytes (10 hexadecimal characters).

After the initial setup and in order to reconfigure the reader, it will be necessary to present an
UHF OCB card or a configuration file with the same ‘protection code’ as the reader.

e
Random protection code generator.

Caution

This protection code is important and should definitely be kn
It protects the configuration data and allows reader co

If you lose this protection code, you won't be able to reconfigu
reader must be reset at the factory.

To change the protection code, it will be necessary to know t
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Step 3- Reader configuration

O ULTRYS Administrator = X

I_I L t r H S Readers configuration

Version 3.0.0.9 Create a configuration

Conf Mobile ID (from USB reader) BEEN v B i

EDD) -

Reader configuration
@ g

£

ULTRYS settings
SPECTRE SPECTRE NANO ATX ATX4

Readers configuration ]
wee
Read only 0sDpP Read only 0SDP Read only 0sppP Read only 0sDpP
ﬁ\ @

User credentials

. 7 i‘\.‘ Auto detection
Firmware v13 = L Connect and check my reader configuration

& Previous Next 3>

@ Selecting the reader type

SPECTRE NANO SNA-Wx3-A/U04-70S can be configured in OSDP™ mode from firmware
version Vv13.

@ Selecting Firmware
You must select the firmware version that is compatible with your reader.
To do so, you can manually select the reader and firmware version, or you can use the function

"Auto detection — Connect and check my reader configuration".

Compatibility between firmware readers and ULTRYS versions

ULTRYS softwares
ULTRYS V2.0 ULTRYS V2.1 ULTRYS V2.4
v v v
v v
v

Iy
=
=
5
4
=
s
2
=
A=
s
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With USB reader connection

3- Connect the reader via USB cable provided.
Readeyly peiiciocion Configure the commmunication parameters.

T Teader s reference 4- Select the Connect your reader.

=7

6- Click on Confirm.

Message: NOK

| No reader connected. check your USB
connection and communication settings
Check the USB cable

- Check the communication with reader

With reader’'s number reference

Reader type detection

Enter the first 6 characters of your reader’s
reference number

Examples: SNAW43, SNAWS3

Message: NOK

| Incorrect reader reference number

Check your reader's reference number

Step 4- Antenna selection
The SPECTER NANO reader works with an integrated antenna.

Step 4 does not exist in the SPECTER OSDP™ setup wizard.
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Step 5- Installation configuration

@) ULTRYS

uLtrys

Version 3.0.0.8

Administrator - X

Readers configuration
Create a configuration

No configuration loaded BEEEN v Q t
Installation configuration
& g 9
ULTRYS settings @ @Access 1 4 @ Advanced
@ settings
Bluetooth N
A ]
Input/Output
settings
O N
User credentials
& Previous Next 2>
@® Namethelane
Maximum 10 characters.
For example, Entryl....
130
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(@ Bluetooth® configuration

Bluetooth ' _ . ,
Reading of Bluetooth® identifiers disabled
Bluetooth ' . N
m @ Reading of Bluetooth® identifiers enabled

There are two possible displays of Step 1, depending on whether a Bluetooth® configuration
is already defined or not:

No existing configuration: The Step 1screen is as follows

Bluetooth® configuration

-

Load a Bluetooth® configuration Open my current Bluetooth®
(-pse) configuration

Existing configuration: The Step 1screen is as follows:

B :):)))

Bluetooth® configuration

%

Load a Bluetooth® configuration Open my current Bluetooth®
[.pse) configuration
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Bluetooth® configuration is done in 4 steps. To move from one Step to another you must click

on "Next".

Selecting the Bluetooth® configuration:
- Load a Bluetooth® configuration
- Open my current Bluetooth® configuration

Name / Reading mode / Bluetooth® Reading mode / Security

Identification mode / Reader options

Virtual access card parameters

By opening a Secard configuration
file, the current Bluetooth® settings

will be lost

Cancel

Bluetooth® configuration

Load a Bluetooth® configuration
(.pse)

Cancel

© STid —MU_ULTRYS_V3.0.1_EN
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Bluetooth®

Warning: if a Bluetooth®
configuration is already
defined, loading a SECard
(.pse) file will erase the
current settings.

1- Clickon‘Load a
Bluetooth®
configuration’
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Sélecti fich X H 1
slcionnerun e 2- A window opens to select the desired
&« v 4 HEl» CePC > Bureau v o Rechercher dans : Bureau f . fl
Organiser v Nouveau dossier =- m @ con Iguratlon He.
A Nom Modifile Type
# Accés rapide
BE ] SPECTRE_NANO_BLUE-01 pse Fichier
e 151 Liste Doc Qualité Raccou
= PERSO(U) ® PERSO (U) - Raccourci Raccou
L BE - -
v o< >
Nom du fichier: | SPECTRE_NANO_BLUE-D1.pse | [psefie (pse) &

Bluetooth® configuration

3- Enter the passwords used when
saving the SECard (.pse) file.

Load a Bt nfiguration

M 1abon B o C:\Program Files (x86)1STid\ULTRYS
Bluetoot onfiguration file path v3.0.0.13\NANO_BLUE-STID.pse
ECard administrator profile

), SECard - The software tool to keep control of your security - Administrator

SECard settings
Configuration files

PSE configuration file

Settings
Current ation i
ﬂ urrent configuration file @ it
C:\Users\c.pi wd LS
r;g ¥36.0.291secard.pse t estarts SE
Encoder |
Define passwords for SECard login
85 User password | ST2d0
User rights.
Power User password |5
[ IMmmSUltm password | STL
@ £ Show passwords
a o
~ Password for PSE file protection (optional) | kppMBsZ
Reader
configuration @ Saveas
Create : : = :
o When loading configuration file use SCB version defined by
'y O Configuration file ® SCB wizard
v
Tools

Incorrect Secard Administrator
profile password!

‘ Error during decryption of PSE file

with password

Check the entry of the administrator Check the password entry
password from the pse file
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Step 2: Bluetooth® configuration

Some parameters are inherited from the .pse SECard configuration file and therefore cannot be
changed.

Modifiable parameters

Non-modifiable inherited parameters

Bluetooth® configuration - Loaded from .pse

MNANO-BLUE

Reading mode
@ UHF or Bluetooth® (O UHF then Bluetooth® O Bluetooth® then UHF

Bluetooth® reading mode Site code Bluetooth® data format
G045 EI,II,

] Reverse

Authenticated Bluetooth® data encryption

4D6F07Y563A6D585330B499385B3BCC2

Bluetooth® communication encryption - Key customization

@) ®

DO7C4BA9BGTEF3065C310324790CCCa2 EZBODYG74678F297722045840A0D0054
DO7C4BASBEYEF3I065C310324730CCCE2 | - E2BODOGT467EF207722045840A0D0054
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onfiguration - Loaded from .pse

MNANO-BLUE

Reading mode
!, UHF or Bluetooth® ‘_, UHF then Bluetooth® ‘, Bluetooth® then UHF

Bluetooth® reading mode Site code Bluetooth® data format

G045

4D6F07Y563A60585330B499385B3BCC2

9 Bluetooth® communication encryption - Key customization

@) ®

DO7C4BASBEYEF3I065C310324790CCCE2 E2B0D9674678F297722045840A000054
DO7C4BA9BETEF3I065C310324790CCCE2 *] E2B0D96T467TEF297722045840A0D0054 ke

@@@@ These parameters must be those used for encoding the Bluetooth®
virtual badge.
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@ Name

Configuration name: enter the name of the configuration Mobile ID.

The name must be a maximum of 14 characters.

The configuration name "Conf Mobile ID" is reserved for the STid Mobile ID® configuration.

@ Reading mode

UHF or Reader configured to read UHF identifiers or Bluetooth® identifiers.
Bluetooth® Feedback of all identifier.

UHF then Reading the UHF identifier triggers reading of the Bluetooth® identifier.
Bluetooth® The reader scans in UHF. As soon as a valid UHF identifier is detected (key,

EPC filter, etc.), the reader checks (for a timeout of 6s by default) whether a
Bluetooth® identifier has to be returned (valid VCard read).

Timeout adjustable at Step 7:

Timeout for second identification (UHF and Bluetooth® =b 6 s
mode)

The reader returns the two identifiers one after the other.

If beyond the scan time no valid Bluetooth® identifier is read, the reader
resumes UHF scan.

Bluetooth® Reading the Bluetooth® identifier triggers reading of the UHF identifier.
then UHF The reader scans in Bluetooth®. As soon as a valid VCard is detected (Site code,

etc.), the reader checks (for a timeout of 6s by default) whether a UHF
identifier has to be returned (key, EPC filter...).

Timeout adjustable at Step 7:

Timeout for second identification (UHF and Bluetooth®
e | bs

mode)

The reader returns the two identifiers one after the other.

If beyond the scan time no valid UHF identifier is read, the reader resumes
Bluetooth®scan.
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@ Bluetooth® reading mode

STid Mobile Iy STid Mobile ID

INccEss

M
Full card customization
Card revocation function

Termnporary visitor badge

_ S Upgradeable to Premium -
Enhanced user interaction identification experience

STid Mobile ID® can store 3 types of cards:

Private ID Reader configured for private code reading only.

Private ID otherwise Reader configured for private code reading.

CSN
If this is not found or if the security settings are incorrect, then the
reader will read and return the CSN.

CSN only Reader configured only to read CSN.

@ Site Code

Number on two hexadecimal bytes designating the site code to use to create the VCard.

Site code 51BC is reserved for STid Mobile ID® configuration.

Note: this site code is unrelated to the 26-bit Wiegand protocol 'site code'
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@ Bluetooth® data format

Bluetooth®ID size Determines the length in bytes of the Bluetooth® identifier.

Max 48 bytes.
When Authenticated Bluetooth® data encryption is used, the max

size cannot exceed 12 bytes.
Offset Set an offset from the first byte for reading data.

Reverse - checked: identifier read Least Significant Byte First (LSB First).

- not checked: identifier read Most Significant Byte First (MSB First).

@ Authenticated Bluetooth® data encryption
Private identifiers can be encrypted AND signed before being written to the badge.

The reader will decrypt and authenticate the private identifier thus protected, before sending it
to its output media. Only a correctly decrypted and authenticated identifier will produce an exit

code, otherwise the reader will remain silent.

The encryption-authentication uses the mode MtE (MAC Then Encrypt).

Bluetooth® communication encryption - Key customization
One key (RW) Use a key to read and write.

Two keys (R et W) Use a key to read and a key to write.

Allows you to define the security keys used for Bluetooth® data.

The default keys are 00 00 00 00 00 00 00 00 00 00 00 00 OO0 00 OO0 00 00
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Step 3: Configuration Bluetooth®

Bluetooth® configuration

o Identification modes and communication ranges

W Hands-free

Remote button active

— »
’

Up to =5m
I —

o Reader options

[0 LED activation at Bluetooth® connection [0 Unlocking smartphone required by the reader
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@ Identification modes and communication ranges

Card

Works by presenting the smartphone in front of the reader (like a badge).

Contact: the smartphone must be in contact with the reader

Up to 0.2m: smartphone must be in an area of 0.2m around the reader
Up to 0.3m: smartphone must be in an area of 0.3m around the reader
Up to 0.5m: smartphone must be in an area of 0.5m around the reader

Bluetooth® commmunication activation by sensor / ground loup

Up to Tm: Smartphone must be in an area of Im around the reader

Up to 2m: Smartphone must be in an area of 2m around the reader
Up to 3m: Smartphone must be in an area of 3m around the reader
Up to 4m: Smartphone must be in an area of 4m around the reader
Up to 5m: Smartphone must be in an area of 5m around the reader

By tapping your smartphone twice in your pocket.

Up to3m
Up to5m
Up to10m
Up to15m

Works without any user action.

Up to3m
Up to5m
Up to10m

Remote

Works remotely. The phone becomes your remote control. You can display up to
two buttons per virtual badge.

Up to5m
Up to10m
Up to15m
Up to 20m

Remote control button active: If the "Remote" identification mode has been
activated, allows you to associate the current configuration with the Remote 1 or
Remote 2 button.

Possibility to use the fields to name the buttons.
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@ Reader options

LED activation at Bluetooth® connection
Allows the reader to light up briefly when connecting with a smartphone.

o
o3
The color can be selected by clicking on il

This action, independent of the detection of the virtual card, informs the user that
communication between the smartphone and the reader is in progress.

LED settings — Bluetooth®

LED intensity 100%

LED color selection

. . . Mo colar

Unlocking smartphone required by the reader

If checked: the smartphone must be unlocked (with PIN code or other unlocking option
depending on the smartphone) to authenticate with the reader.

If unchecked: unlocking the smartphone is not required to authenticate with the reader.
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Step 4: Bluetooth® configuration

Bluetoot onfiguration

Virtual access card parameters

Veard name (14 ch

configuration name

M Prohibit deletion
Card preview

Shd
MANO-8LUE
6045
KRYYYYZL

M Button Remote 1
[] Button Remote 2

M Unlock required

M Bio unlock required

Vcard name: Name that will appear on the virtual badge on the smartphone screen.

Note: choose a meaningful name allowing the user to quickly identify the virtual badge to use.

Card name

©)

8

Bio Unlock

required \

' ‘ {@ myVCardlMame

Configuration name myConfigName
%\\ FFFF
XXYYYYYYZZ
Site code -—
\.

Unlock

Prohibit Deletion: prohibit the deletion of the virtual access card by the user. Only the administrator,

via SECard (Settings / Credits / Delete your virtual access card) can delete it.
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Note: if the Bluetooth® configuration is configured on STid Mobile ID® CSN:

Step 2:

configuration

Name

Conf Mobile 1D

Reading mode

Y

UHF or Bluetooth ,.» UHF then Bluetoo () Bluetooth® then UHF

Bluetooth® reading mode Site code Bluetooth® data format

51BC L] Rev

Step 3: Remote mode is not accessible.

Bluetoo configuration

Identification modes and communication ranges

" J
CEITN O CEXENN ¢

Reader options

[0 LED activation at Bluetoo ectio ocking smartphone required by the reader
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@ Anti-intrusion settings

Anti-intrusion settings

0 Error code sending ] Buzzer activation

M Deleting

Error code sending

Buzzer Activation

Deleting keys

Activation of the LED
to signal the key
deletion

*Can only be activated

ifthe Erase keys option
has been activated

© STid —MU_ULTRYS_V3.0.1_EN

Activation of the LED to signal
s deletion

Sending error code OxAA every 2 seconds as long as the reader is
Ilopenll.

Activation of the buzzer at the highest intensity as long as the
reader is "open".

The buzzer stops as soon as the cover is detected as being closed or
when communication via the internal USB is established (for
configuration for example) or if the reader is reconfigured by BLE or
if the reader is restarted.

Key erasure upon detection of opening.

Activation of the fixed or flashing LED depending on the setting
below:

Anti-intrusion settings

[ Error code sending [J Buzzer activation

ik activation to signal the

=

xed LED

LED flashing

The LED sequence is repeated as long as the reader is switched on
and stops if communication via the internal USB is established (for
configuration for example) or if the reader is reconfigured using the
BLE or if the system is restarted.
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(@ Advanced settings

Advanced settings

e Power

Scan time after triggering the
UHF RFID reading /Bluetooth

EPC filter

o EPC mask (Hexadecimal)

o EPC ma sition (byte)

sion: the reader will only send to the
out the filter

RSSl filter

ralue

Filter inversion: the reader will only
for credentials with an RSS! below the defined v

@ Adjust the antenna power (10% to 100%) to adjust the reading distance.

Adjust the reading time in steps of 1second (max 30s). This parameter is taken into account only
if in the Input type selection, the reading mode is set to "Triggering of reading on the event".

The EPC filter is not available in Secure Mode.
Enter the value for EPC Mask, max 62 hexadecimal bytes.

Adjust the value for offset EPC mask in bytes (O to 61 bytes).
It depends on the EPC Mask length.

Filter inversion not selected: only tags with an EPC value corresponding to the EPC mask value
will be provided to the user.

Filter inversion selected: only tags with an EPC value different from the EPC mask value will be
provided to the user.

RSSI (Received Signal Strength Indication) is a measure of the power in reception of the tag
response. The value returned by the reader is proportional to the amplitude of the reception
signal.

Adjust the RSSI value (-110dBm to 0OdBm). 0dBm deactivates the RSSI filter.

e Filter inversion not selected: only tags with an RSSI greater than or equal to the specified value
will be provided to the user.
Filter inversion selected: only tags with an RSSI smaller or equal to the specified value will be
provided to the user.
Ex: RSSI filter= -49dBm + Reversal not selected
A tag that will have a RSSI value of -20dBm will be sent back,
A tag that will have a RSSI value of -60dBm will not be sent back.
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EPC Filter
Examples:

Code EPC Tag 1: AAAAABCDO0O00000000000001
Code EPC Tag 2: AAO2ABCD0O000000000000002
Code EPC Tag 3: AAO2ABCD0O0O00000000000003
Code EPC Tag 4: AAO2FFFFOO00000000000003

1- EPC mask = AA AA and Offset=0

Tag 1: AAAAABCDOO0O0O000000000001
Tag 2: AAO2ABCDO0O00000000000002
Tag 3: AAO2ABCDOO0O0O000000000003
Tag 4 : AAO2FFFFOO00000000000003

Only tag 1is transmitted.

2- EPC mask = AA AA AA and Offset=0

Tag 1: AAAAABCDOO00000000000001
Tag 2: AAO2ABCDOO00000000000002
Tag 3: AAO2ABCDO0O00000000000003
Tag 4: AAO2FFFFOO00000000000003

No tag is transmitted.

3- EPC mask=01and Offset=11

Tag 1: AA AA AB CD 00 00 00 00 00 00 00 01
Tag 2: AA 02 AB CD 00 00 00 00 00 00 00 02
Tag 3: AA 02 AB CD 00 00 00 OO 00 00 00 03
Tag 4: AA 02 FF FF 00 OO OO 00 00 00 00 03

EPC filter

rstem the

EPC filter
EPC mask
EPC sk

ysition (byte)

0 Filter inversion: The reader will only send to the system the
EPCs without the filter

EPC filter
EPC r
EPC r sition (byte)

0 Filter inversion: The reader will only send to the system the
EPC hout the filter

Offset is represented in blue; the filter is done on byte 12.

Only tag 1is transmitted.

4- EPC mask = AB and Offset=2

Tag 1: AAAA AB CD 00 00 OO 00 00 00 00 01
Tag 2: AA 02 AB CD 00 00 OO0 00 00 00 00 02
Tag 3: AA 02 AB CD 00 00 OO 00 00 00 00 03
Tag 4: AA 02 FF FF OO0 00 OO0 00 00 00 00 03

Tags 1,2 and 3 are transmitted.

5- EPC mask = AB, Offset =2 and Reversal
Tag 1. AA AA AB CD 00 00 O0 00 00 00 00 01
Tag 2: AA 02 AB CD 00 00 00 00 00 00 00 02

Tag 3: AA 02 AB CD 00 00 00 00 00 00 00 03
Tag 4: AA 02 FF FF OO0 00 OO0 00 OO0 00 OO 03

EPC filter

sition (byte)

sion: The reader will only send to the system the
out the filter

Tags 1,2 and 3 are not transmitted. Only tag 4 is transmitted.
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® Input/output settings

B)-):)

Input management

RFID reader behavior options based on external events (detector, ground loop etc.)

RFID}BIUEtD?th'E reading Continuous reading without using the input -
mode selection

The configuration of the outputs depends on the reading mode chosen.

KD - )B)

Output management

Output type selection Pull up to v+ (v aut) -

Output status
Maintain during
detection

Both types of output are « Pull up to V+ » or « Open drain ».

Status of outputs: select for each output the default state ‘Open’ or ‘Closed’ and if the state is
maintained during the detection process.
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Relay management

Activate the relay on
detection ‘OFF'.

Relay management

the r

Activate the relay on
Relay status Relay maintaining option detection ‘ON'.
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RFID reader behavior options based on external events (detector,

RFID/Bluetooth® reading
mode selection
Continuous reading without

o Trigger of the reading by the event (use of the input)

Cancel

@ Reading mode = Continuous reading without using input

B

Input t .
NPUt managemen In this mode, the reader scan
continuously.

und loop etc.)
There is no action on input

mode selection Continuous reading without using the input activation.

) - )5

Output management

Qutput type selection
Select the output type and

Output default state for output.

Output 1
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Relay management

Activate the relay on
detection ‘OFF'.

Relay management

the r

Activate the relay on
Relay status Relay maintaining option detection ‘ON'.
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@ Reading mode = Trigger of the reading by the event (use the input)

B

| t t . . . .
b In this mode, if the input is

activate, the reader on the lane.

RFID reader b r option d on external events (detector, ground loop etc.)

el _
. Trigger of the reading by the event (use ofthe input)
mode selection = S ( put)

D) - B

Output management
Select the output type and

default state for output.

Output lection Pull up to V+ (V out) -

Output status

Output 1

Relay management

Activate the relay on detection ‘OFF'.

detected

Relay management

Activate the relay on detection ‘ON’

e the rele

Relay status
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Summary table

Reading mode

©®

Continuous reading without

using inputs

Trigger of the reading by the
event (use of the input)

Input

No action

An action on
the input
activates

reading on the
lanel

Configurable
Outputs
states?

Yes

Yes

Maintain
during
detection
available?
Yes

Yes

Output

- If ‘Continuing
during detection
process’ not
activated: the output
state toggles at the
ascent

- If ‘Continuing
during detection
process’ activated:
the output state
toggles to the RF

detection and

remains in this state
as long as, at each
scan is at least one
detection

Note: as long as the action is detected on the input, the output remains toggled.
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Step 6- Light and sound indicator setting

.:) ULTRYS Administrator = X

I_I L t P H S Readers configuration

Version 3.0.0.13 Create a configuration

No configuration loaded BEEEN v (=] i

& Light and sound indicator setting
@ Colors, intensity, flashing LEDs and buzzer

ULTRYS settings

Default LED User ID upload

O
LED brightness el 100% LED brightness el 100%
User credentials @ LED settings @ LED settings
'Y
& Previous Next 2>

LED brightness: The intensity of the LED is adjustable in 10% steps (from 10% to 100%).

Default LED:
After the reader initialization phase, the LED must be activated according to the color
defined in the box, as long as the reader does not receive a permanent OSDP_LED
command.

User ID upload:
LED: Color indicating the detection of an identifier by the antenna, as long as the
reader does not receive a permanent OSDP_LED command.

Buzzer parameter — Custom event

ne 200 ms

Adjusting the buzzer volume

- +
Lo ne

Buzzer: indicating the detection of an identifier by the antenna, as long as the reader
does not receive a permanent OSDP_BUZ command.

Buzzer: OFF or ON+option:
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LED settings:
LED settings — By default

“ontinuous fix (O LED flash

LED color selection

. . - Mo color

LED settings — When the user ID is uploaded

LED flashing

MNumber of flas

LED color selection

. . . Mo color
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Step 7- Reading & communication parameters

The parameters accessible in step 7 depend on the previously defined parameters and the
selected protocol. The different modes will be discussed in the Application Note.

@) ULTRYS

—

Version 3.0.0.14

uLtry

NANO-BLUE (from USB reader)

Reading & communication parameters

&2

£

ULTRYS settings

n
(D Authenticated UHF data encryption (Secure Mode)

Use the encryption key of the =~
Bluetooth® user ID \ lg,‘

Private key definition (16 bytes - Hex)

3 5@%> UHF data formatting before uploading to the system

UHF user ID encryption [

4D6F077563A6D585330B499385B3BCC2

Readers configuration

Use the predefined formats for | h
O formatting the UHF ID QO Use Bluetooth® data format
@ Format the UHF ID manually
O \\ {F data UHF ID size ——(— 48
: Offset (] 0B
Mode 1 (Standard) v
[ Reverse

User credentials

& Previous

Administrator -

Readers configuration
Create a configuration

BEEN v @2

BDDENDD) -

@);( Output protocol selection

Output protocol

RS485 - OSDP
Hexadecimal

Data

Baud rate 115200 v

O Upload the size of the ID to the system

Define the size of the data returned on the (]
output protocol

<1 Advanced
75 options

@ (:9. Filtering

Time between same user ID being read twice ] 6s

Timeout for second identification (UHF and Bluetooth®
mode)

6s

Next >

x

i

@ The data can be encrypted and signed before being written in the tag.
The reader will decrypt and authenticate the data before sending it on its output media.
Only an identifier correctly decrypted and authenticated will produce an output data,

otherwise the reader will remain mute.

If authenticated encryption is also used for the Bluetooth® identifier, it is possible to use:
- A different private key for EPC and for Bluetooth®

= .
UHF user ID encryption [ Bluetooth® user ID

Private key definition (16 bytes - Hex)
4D6F07T563A605853308499385B3BCC2

™
(D Authenticated UHF data encryption (Secure Mode)

Use the encryption key of the |

-y

(@)

- An identical private key for the EPC and for Bluetooth®in this case, the value of the key is

defined in the Bluetooth® configuration:

[ 1 [+
UHF user ID encryption Bluetooth® user ID

™
O Authenticated UHF data encryption (Secure Mode)

Use the encryption key of the &~

Authenticated Bluetooth® data encryption

)

4DGF077563A6D5853308499385B3BCC2
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Notes:

e Only UHF tags compatible with “FAST /D"feature and having at least 128 bits of EPC
can be decrypted and authenticated by the SPECTRE Access reader.
The chips compatible with secure encoding are: Monza X, Monza R6P, Monza 4D, this
chip is present into
- TLTA-W53M-943_S
TLTA-W75B-943_S
IronTag Aero
CCTW490_AN

e The secure mode is not accessible if an EPC mask has been set in ‘Advanced
settings’.
Note: After setting an EPC security key, if you return to step 5 with the Previous
button, and you set an EPC filter, then returning to step 7, the "EPC ID Security"

checkmark is displayed. in gray, the key field is still accessible but not taken into
account

@ .j;-( Output protocol selection

Cutput protocol RS485 - OSDP
Data Hexadecimal
Baud rate 115200 v

O Upload the size of the ID to the system

Define the size of the data returned on the ' 1B
output protocol

< Advanced
‘. options

9E00 -
19200
38400
57600

The baudrate can be modified with the values: ™=

@ Upload the size of the ID to the system

: Returns all of the data read.( osdp_RAW)

Define the size of the data returned on the
output protocol

_. B2 B

Protocol Size in plain mode Size in secure mode
RS485 1to 62 bytes 1to 6 bytes
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Advanced options:

The advanced options in this part depend on whether or not a Bluetooth® configuration is
activated:

Bluetooth®

reading Advanced options
mode

Bluetooth® Reading
activation mode

Advanced options

Protocol options

Bluetooth'
3) NA

Backward compatibility option

(m Rt

Advanced options

Protocol options

O comeso

) UHF or Bluetooth
Bluetooth
m:] UHF then Blu

Backward compatibility option

[ Us: fthe and Use the old IEEE number (F51

Advanced options

Protocol options

8 Bluetooth
[ on @)

@00j0®0

EEE number {
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Advanced options

Protocol options

i ID_Tag, to indicate whether the |D information Enable Plain mode after
o comes from a UHF or Bluetooth® credential authentication

m EPC UHF Gen 2 (H Modification of the ar
m Bluetoo (Hex) Site code forced on the Bluetoo

0 Data offset in bits  — (Hexadecimal on 2
= right-
' ed

Data leftjustified () = - =

Backward compatibility option

[1 Use the, instead of the Busy command Use the old IEEE number (F51BCO)

Value add in front of the data to indicate the technology read.
Available only if a Bluetooth® configuration is active.

Adjustable from O to 255 bits.
Ex: if the offset is 6 and the data is 0x123456 (hexa), 0b0O001 0010 0011 0100 0101 0110 (binary).
= The data with the offset will be Ob10 0011 0100 0101 0110 (binary), 0x023456 (hexa).

Allows adding zero padding to the left or right (left justified or right justified).

@ Used to fix the first ID bit sent by the reader to the OSDP_RAW command (UID and Private ID).
@ Disabled: after an osdp_keyset command with a key other than the default SCBKD key, it is
mandatory to communicate in Secure Channel.
Enabled: After an osdp_keyset command with a key other than the default SCBKD key, it is
possible to commmunicate in plain mode even after successful authentication.

@ Allows the RS485 address to be defined, by OCB configuration without having to use the
0sdp_COMSET command.

Allows to force a site code. The value of the code will be transmitted in high order on one or two

bytes. The CSN can therefore be truncated depending on the size of the protocol used. Available
only if a Bluetooth® configuration ‘Private ID reading mode otherwise CSN’ or ‘CSN only’ is active.

e Disabled: the response will be osdp_busy.
Enable: the response will be osdp_ACK.

@ Disabled: uses IEEE Ox2C17EO.
Enabled: uses IEEE OxF51BCO.
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Note: If the "ID size" of the Bluetooth® data is greater than "Size of the credential sent to the
system":

Bluetooth® data format

Bluetooth®
D
Offset

O Inverted Size of the credential sent to the system (bytes) | 6B

The size of the protocol data is
smaller than the size of the
Bluetooth® credential data.
Data may be lost from the
Bluetooth® credential

When UHF identifier is encrypted,
its maximum size cannot exceed 6
bytes

Note:
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@ Please note: the data formatting only applies to the uploading of data into the system,
it is not taken into account for the encoding of identifiers.

Ist case: UHF data formatting before uploading to the system without active Bluetooth®
configuration:

@’ UHF data formatting before uploading to the system

@ Use the predefined formats for

Format the UHF 1D I
formatting the UHF ID O Format the manually

Selection of the UHF data UHF 1D size 4B
t ission fi t

ransmission forma Offset 0B
Mode 1 (Standard) - [ Reverse

Format details

|AA|BBJ[CC|xx xx ...[XX][YY|ZZ]
—

Mode 1

Mode 1 (Standard)

Mode 2 (Standard reversed)
Mode 3
Mode 4

There are 4 UHF ID formatting modes:
Example: EPC data: AA BB CC DD EE xx xx ... VV WW XX YY ZZ with ‘Size of the credential
sent to the system’ fixed to 4bytes.

[XX|lYY]|Z2Z]|
—,,
. Mode 1 . ID feedback = WW XX YY ZZ

Mode 2

-
. IXxjyyjzz] : 1D feedback = ZZ YY XX WW

Mode 3

_’.
|/AA|[BB|cC]

AA|BBJCC
-
. Mode 4 : ID feedback = DD CC BB AA

11D feedback = AA BB CC DD
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Use the predefined formats for
formatting the UHF ID

Mode 1 (Standard) v

@’ UHF data formatting before uploading to the system

@ Format the UHF 1D manually

Selection of the UHF data UHF ID size
o Offset
[ Reverse

] — 4 B

| 0B

Possibility to define the reporting format according to the size of the identifier, the offset and

the reading direction.

WARNING

UHF ID Size + Offset should not be larger than the EPC size of the tag used. Otherwise the ID

will not be returned to the system.
Example T:

ID encoded in the Tag:

AABBCCDDEEFFOO01122334455

UHF ID size = — 4B
Formatting: Offset =8 88
[ Reverse
ID Formated: 22334455
: : . Define the size of the data returned an th
Size of the credential sent to the system: Di;‘j p;tﬁf;l orine data retumed on the o] 4B
Data sent to the system: 22334455
Example 2:
ID encoded in the Tag: AABBCCDDEEFFOO1122334455
UHF ID size =] — 4B
Formatting: Offset (] 08
Reverse
ID Formated: 55443322
: : . Define the size of the data returned an th
Size of the credential sent to the system: Di;‘j p;é'ﬁzj o1 fhe cats retumed on the 4 4B
Data sent to the system: 55443322
Example 3:
ID encoded in the Tag: AABBCCDDEEFFO01122334455
UHF ID size m(— 1B
Formatting: Offset | 0B
[ Reverse
ID Formated: AABBCCDD
: : . Define the size of the data returned an th
Size of the credential sent to the system: D;;‘Lﬁ prﬁtﬁfj orthe data returmed an the 0 4B
Data sent to the system: AABBCCDD
Example 4:
ID encoded in the Tag: AABBCCDDEEFFOO1122334455
UHF ID size ——— 1B
Formatting: Offset L | 4B
M Reverse
ID Formated: DDCCBBAA
Size of the credential sent to the system: Eﬂ'ﬁ g‘r;?j; of the data retumed on the 4 4B
Data sent to the system: DDCCBBAA
161
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2nd case: UHF data formatting before uploading to the system with an active Bluetooth®
configuration:

@@%’ UHF data formatting before uploading to the system

O Use the predefined formats for

Use Bluetooth® data format
farmatting the UHF ID @ Use Bluetooth® data forma

O Format the UHF ID manually

Selection of the UHF data UHF ID size 4B

transmission format
Offset 0B

Mode 1 (Standard) v
0 Reverse

Possibility to format the UHF ID manually (ditto case 1) or to use the Bluetooth® data format.

Bluetooth® data format
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© (:(;), Filtering

Time between same user D being read twice e | Es

The reader emits the credential code present in the field only once during this time.

This time is adjustable from O to 30 seconds.

If the Reading Mode has been set to ‘UHF then Bluetooth® ‘or ‘Bluetooth® then UHF', the
timeout setting appears:

Reading mode

_J UHF or Bluetooth® !, UHF then Bluetooth® _J Bluetooth® then UHF

Reading mode

P

(O UHF or Bluetooth® (O UHF then Bluetooth® @ Bluetooth® then UHF

(’9, Filtering

Time between same user D being read twice e | Es
Timeout for second identification (UHF and Bluetooth®
mode) =1 6s

UHF then Bluetooth®: If beyond the Timeout no valid Bluetooth® identifier is read, the reader
starts again in UHF scan.

Bluetooth® then UHF: If beyond the Timeout no valid UHF identifier is read, the reader starts
again in Bluetooth® scan.
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Step 8- User Security Roles

—

Version 3.0.0.8

Administrator - X

Readers configuration
Create a configuration

No configuration loaded

& User Security Roles
@ User profiles and user rights definition

ULTRYS settings

= (o]
Administrator (all rights)

@
O M

User 1

@ Customize user rights

A

User credentials User 2

Customize user rights

€ Previous

BEEN v B i

BB - )

Next >

ULTRYS allows to manage three different profiles by configuration file.

¥ m Password Administrator
Administrator (all rights)

[
O M

User 1

Customize user rights

]
O A
User 2
Customize user rights

y_
¥ m Password User 1
Administrator (all rights)

User rights management User 1

‘ [0 Modify/Back up a configuration
User 1 [0 Create a configuration badge (SCB UHF)
Customize user rights
[0 Load a configuration into the reader
. [0 Create user credentials
O M
User 2
Customize user rights

Em Password User 2
Administrator {all rights)

User rights management User 2

- O Modify/Back up a configuration
User 1 [0 Create a configuration badge (SCB UHF)
Customize user rights
O Load a configuration into the reader
. [0 Create user credentials
= M
User 2
Customize user rights
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the corresponding rights.

Define a User 2 password and select
the corresponding rights.
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Step 9- Configuration save and protect

.) ULTRYS Administrator — X

»n 3.0.0.14

I I ‘ t I_\ q Readers configuration
o Create a configuration

=N vy B i

BDDDDD)IND,

Conf Mobile ID (from USB reader)

& Configuration save and protect

£

ULTRYS settings
Create a name (maximum 14 characters) Conf Mobile ID

Customizing .ucg file protection

© 0O

Disable the reader from taking into account the next UHF configuration cards. The
next reader configurations will be done only by USB

O

Readers configuration

J

Allow ULTRYS to retrieve and open the reader and UHF parameters from the reader [
(USB) and the configuration card >

©O

GERCH

Allow ULTRYS to retrieve and open the reader and Bluetooth® parameters from the
reader (USB) and the configuration card

O S
8y

User credentials

@ B Save as Summary of my configuration

€ Previous

This step allows you to save the configuration file containing all the current configuration settings
(keys, formats, reader...). You can select a location and password to protect the file.

@ Choose a name to easily find the configuration. (example: Parking IN).

Note: the name of the configuration must be contained in the file name.

To protect the configuration file, you can define a password. This password is different from
Administrator password.

@ If this option is enabled, the reader can only be configured again via the USB connection.

Authorize ULTRYS to retrieve and open the reader and UHF parameters from the reader and
the configuration card. See 11-Open an existing configuration.

To optimize the security level of
your configuration, disable the
retrieval and the opening in
ULTRYS, from the reader (by USB)
and the configuration card, of the

reader and UHF parameters
(including the security keys).
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Authorize ULTRYS to retrieve and open the reader and Bluetooth®parameters from the
reader and the configuration card. See 11-Open an existing configuration.

To optimize the security level of
your configuration, disable the
retrieval and the opening in
ULTRYS, by the reader (by USB)
and the configuration card, of the

Bluetooth® parameters (including
the security keys).

@ Select a directory and a file name to save

The name and location of ‘Configuration Loaded’ indicates now the chosen name and

location.

@) ULTRYS

. M\Parking IN-01.ucg)

Configuration chargée - Parking IN {1
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(8) Get a summary of the configuration created.

o uctrygs,

Summary of configuration settings

This document contains all the configuration settings needed to install the reader and antennas on

site.
For futther information on installation, please refer to the Installation procedure

#Configuration details

Configuration name : NANO-BLUE
Created on
Updated on 11/3/2021 9.45

#Regulation of frequency bands
Frequency bands / Countries - France - ETSI
0975

Duty cycle 5
Channels (MHz) 867,5 866,0 866,3 8657
ERP 2000 mW

#Reader Configuration
Reader:  Nano OSDP reader

Installation overview

Acceso 1

Bluetooth N
Des O cm

Tde3 )

@ Print

Bluetooth® configuration

UHF then Biuetooth® . UHF or Bluetooth®
Bluetooth® reading mode © Private ID otherwise CSN
Site code © 6D45

Bluetooth® data format
Bluetooth® ID size - 4b
Offset 1 0 b
Inverted : No
Authenticated Bluetooth® data encryption : Yes
Bluetooth® encryption - Key Two keys (R and W)
Identification modes and communication ranges
\ o/ ) A,

N
Card - Upto=02m TapTap - Upta=5m

N
Hands free - Upto~5m Bluelool®  communication
activation by sesor  ground
loop
Unlocking smartphone required by the reader : Yes
LED activation at Bluetooth® connection

Remote Up to =20m_ Remote button aci

Advanced settings
Acceso 1
* Antenna 1 : Power - 100 %
Scan time after triggering of the
RFID reading - 15
EPC mask (Hexadecimal)
EPC mask posilion (byte)
Fiter inversion: The reader will only send to the System the
EPCs without the fiter - No
RSSlvalue : 0 dBm

Filter inversion: The reader will only send to the system the EPCs
for credentials with an RSS| below the defined value = No

Input management

RFID/Bluctooth® reading mode selection Trigger of the reading by the event (use of the input)

Output management
Output type selection © Pullup to V+
Status of outputs
Open
Output

Light indicator settings

(2de3)

S

Defautt LED Detecting user 1D

LED color : Blue
LED color : Green

| 3 o

Buzzer time : 200 ms
Low volume

#Communication protocol

Secure mode : Enabled

Select output protocol © RS485

Data : Hexadecimal Baudrate : Bri15200
Size of the credential sent to the system (bytes) . 62 byte(s)
EPC code feedback format : Mode 1 (Standard)

Time between same user ID being read twice : 6 s
Timeout for second identifi cation (UHF and Bluetooth® mode) 6s

Advanced options

Site code forced on the Bluetooth® CSNID : No

ID_Tag, to indicate whether the ID information comes from a UHF or Bluetooth® credential
Enable Plain mode after secure channel authentication : No

Data offset in bits : 0bits

Modification of the RS485 address (0 ) - No

Dala leftjustified

Use the ACK instead of the Busy command : No

Use the old IEEE number (FS1BCO) : No

43de3

S pim

No
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Print: allows printing of configuration information on a network, local or virtual printer (PDF).
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7. Reader configuration SPECTRE ATX READ ONLY

7-1 ULTRYS settings

Administrator — X

ULTRYS settings
Communication

No configuration loaded

Communication

(\n@ Port selection for encoder or reader
5C \} connection

’

R S

ULTRYS settings

Select device ARC-W55-G/UD4-5AA [COM9]  ~

£ Refresh
SO Connectivity test
O N

User credentials

» Connect the SPECTRE ATX reader to the PC using the provided USB cable to load the
configuration via serial link directly onto the reader.

or

» Connect an UHF encoder to the PC to load the configuration onto UHF SCB

configuration card.
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To set the communication port

—_
1

Click on ‘Refresh’ to detect all
Select device Select a reader - readers connected to the PC.

7 Refresh

SO cConnectivity test

2- Open the dropdown list Select

Select device ARC-W55-G/UD4-5AA [COMI] = i
device

% . .
L 3- Readers whose firmware is = 8

will appear in the drop-down list
JO connectivity test under

their commercial reference.
Select the communication port
number for the encoder or reader
or select the reader to use.

Select devi Com3 = .
Flect deviee 4- Run the connectivity test

7 Refresh

SO connectiity test

| Device detected: Version 7 (29.7)

Message OK (with indication of the firmware

version)

Message: Failed

Failed to connect; check - Check the compatibility of the reader.
communication port and connect a

compatible reader - Check the USB cable.
- Check the Baudrate reader: it must be

fixed o 115200,

Note: during the connectivity test on a UHF encoder, a sound and light signal (orange) will be
emitted for 1 second.
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7-2 Create new configuration

Administrator = X

Readers configuration
Create a configuration

UHF frequency band regulation

Installation country selection

The UHF frequency bands depend on the installation
location

France - ETSI ¥

oo R T S

Create new Open an existing configuration into

—4

Readers configuration configuration configuration the reader

Check that your reader is
compatible with regulations

User credentials

Next >

The reader configuration is done in 7 steps. To move from one stage to another, you must click
on “Next".

n UHF frequency band regulation

1 >ﬂ Configuration protection loaded into the
reader

1 }E}B Reader configuration

Step 4 does not exist in the SPECTRE ATX READ ONLY setup wizard

1 » 2 )) ] ) B Installation configuration

Step 6 does not exist in the SPECTRE ATX READ ONLY setup wizard

1 » 2 )) 3 ) ) 5 ) n Reading & communication parameters

E B DD ser Security Roles

1 » 2 )) 3 ) ) 5 ) En Configuration save and protect

© STid —MU_ULTRYS_V3.0.1_EN 172



B
O STid

Step 1- UHF frequency band regulation

Administrator - X

S Readers configuration

Version 3.0.0.8 Create a configuration

No configuration loaded BEEEN v @

& UHF frequency band regulation

@ Installation country selection

The UHF frequency bands depend on the installation
location

France - ETSI X @

Description of regulatory frequency band

ULTRYS settings

Duty cycle: 0.975

Channels: @

ERP: 2000 mW

Check that your reader is
p compatible with regulations

User credentials

Next >

@ The frequency bands depend on the installation location

Andorra -ETS| - Type the first characters to display a country or select the

country in which the installation will be done.

Australia - AustraliaCustom1

Austria - ETSI

szeroaijan - ETSI For a country which is not in the list, please contact STid:
Belglum - ETS) support@stid.com.

Bosnia-ETSI
Bulgaria - ETSI
Canada-FCC
Croatia - ETSI
Cyprus - ETSI

Czech Republic- ETSI
Denmark - ETSI
Estonia - ETSI
Finland - ETSI
France - ETSI
Germany - ETSI

@ To approve the feasibility to install your reader in the selected country, you can check the
compatibility.

Reader ID
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With USB reader connection

1- Connect the reader and set the
communication COM port.

2- Select ‘Connect your reader’

3- Please confirm

Reader ID

Reader’s frequency band compatible with
selected country’s regulations

Message: OK

Reader’s frequency band incompatible
with selected country’s requlations
Message: NOK

The reader can't be installed in the

selected country.

‘ No reader connected, check your USB

connection and communication seftings _ CheCk the USB ca ble

- Check the communication with reader

With reader part number

Reader ID

Enter the first 5 characters of the reader part number

Example: ATXR41, ATXR42, ATXR5I......

Message: OK

Reader’s frequency band compatible with
selected country’s regulations

| Incorrect reader reference number

Message: the reference reader is not compatible

with regulation selected.
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Step 2- Configuration protection loaded into the reader

Administrator — X

Readers configuration
Create a configuration

No configuration loaded BEEEN v @ i

) -

& Configuration protection loaded into the reader

i@} Protection code definition

ULTRYS settings

The protection code is a data that can be customized by the administrator to protect the
configuration of a reader during installation

Modifying this configuration requires the protection code.

e
@ Al readers have the default protection code “FFFFFFFFFF”
=

Readers configuration We recommend you to change the default protection code the first time you carry out the
configuration process

Enter FFFFFFFFFF in the “Protection code” field and specify the new protection code
(hexadecimal) in the "New protection code” field

O
"’@ Protection code FFFFFFFFFF
User credentials
<
New protection code m’
& Previous Next >

SPECTRE ATX readers, are initially supplied with a default configuration and a protection code to
OXFFFFFFFFFF.

The size of this protection code is 5 bytes (10 hexadecimal characters).

After the initial setup and in order to reconfigure the reader, it will be necessary to present an
UHF SCB card or a configuration file with the same ‘protection code’ as the reader.

e
Random protection code generator.

Caution

This protection code is important and should definitely be k
It protects the configuration data and allows reader c

If you lose this protection code, you won't be able to reconfig
reader must be reset at the facto

To change the protection code, it will be necessary to know

175
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Step 3- Reader configuration

@) ULTRYS

uLtrys

Version 3.0.0.8

MyConfigName (from USB reader)

Reader configuration
@ g

ULTRYS settings
SPECTRE

Readers configuration

Read only 0sDpP

O S
(2

User credentials

& Previous

@ Fimuarevi3  ~ (1)

SPECTRE NANO

Read only 0SDP

SPECTRE ATX READ ONLY

Administrator -~ X

Readers configuration

Create a configuration

Read only 0SDP Read only

Auto detection
Connect and check my reader configuration

Next >

0SDP

@ Selecting the reader type

SPECTRE ATX readers can be configured in “Read only” mode from firmware version 10.

@ Selecting Firmware

You must select the firmware version that is compatible with your reader.

To do so, you can manually select the reader and firmware version, or you can use the function
"Auto detection — Connect and check my reader configuration".

Compatibility between firmware readers and ULTRYS versions

ULTRYS softwares

ULTRYS V2.0 ULTRYS V2.1

v

@
=
=]
g
=
o
®
£
=
A=
i
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With USB reader connection

1- Connect the reader via USB cable provided.
Readeyly peiiciocion Configure the communication parameters.

2- Select the Connect your reader.

3- Click on Confirm.

Message : NOK
No reader connected. check your USB
connection and communication settings Check the USB cable

- Check the communication with reader

With reader’s number reference

Reader type detection

Enter the first 6 characters of your reader's
reference number

Examples: ATXR41, ATXR51, ATXR42

Message: NOK

| Incorrect reader reference number

Check your reader's reference number
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Step 4- Antenna type selection

The SPECTRE ATX reader only works with antenna embeded(ANT_UHF2).

Step 4 does not exist in the SPECTRE ATX configuration wizard.

Step 5- Installation configuration

Administrator -~ X

Readers configuration
Create a configuration

MyConfighame (from USB reader) EEEN v @ i

Installation configuration
@ g

£

ULTRYS settings Advanced

settings

@ Input/QOutput
settings

Readers configuration

O S
8y

User credentials

< Previous Next >

@ Name the lane

Maximum 10 characters.

For example, Entryl.
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(® Advanced settings

Advanced settings

< 100% p

1 time af iggering the

UHF RFID r — s

EPC filter

o EPC mas on (byte)

] Filter inw n: The reader will only send to the system the
o EPCs without the filter

RSSl filter

alue

[ Filter inver: The reader will only send to the system the EPCs
9 for credentials with an R3S below the defined value

@ Adjust the antenna power (10% to 100%) to adjust the reading distance.
The power emitted depends on the type of regulation, limited to 1800mw ERP for ETSI and
1200mw ERP for FCC, New Zealand and Australia. No limitation for Morocco.

Adjust the timing for a scan (reading) by step of 1 second (max 30s).
This setting is taking into account only if /nput type selection is set to Activating all lanes or
Activating the event lane.

The EPC filter is not available in Secure Mode.
Enter the value for EPC Mask, max 62 hexadecimal bytes.

@ Adjust the value for offset EPC mask in bytes (O to 62). It depends on the EPC Mask length.

Filter inversion not selected: only tags with an EPC value corresponding to the EPC mask value
will be provided to the user.

Filter inversion selected: only tags with an EPC value different from the EPC mask value will be
provided to the user.

response. The value returned by the reader is proportional to the amplitude of the reception
signal Adjust the RSSI value (-110dBm to OdBm). 0dBm deactivates the RSSI filter.

Filter inversion not selected: only tags with an RSSI greater than or equal to the specified value
will be provided to the user.

Filter inversion selected: only tags with an RSSI smaller or equal to the specified value will be
provided to the user.

@ RSSI (Received Signal Strength Indication) is a measure of the power in reception of the tag

Ex: RSSI filter = -49f=dBm + Reversal not selected
A tag that will have a RSSI value of -20dBm will be sent back,
A tag that will have a RSSI value of -60dBm will not be sent back.
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EPC Filter
Examples:

Code EPC Tag 1: AAAAABCDO0O00000000000001
Code EPC Tag 2: AAO2ABCD0O000000000000002
Code EPC Tag 3: AAO2ABCD0O0O00000000000003
Code EPC Tag 4: AAO2FFFFOO00000000000003

1- EPC mask = AA AA and Offset=0

Tag 1: AAAAABCDOO0O0O000000000001
Tag 2: AAO2ABCDO0O00000000000002
Tag 3: AAO2ABCDOO0O0O000000000003
Tag 4 : AAO2FFFFOO00000000000003

Only tag 1is transmitted.

2- EPC mask = AA AA AA and Offset=0

Tag 1: AAAAABCDOO00000000000001
Tag 2: AAO2ABCDOO00000000000002
Tag 3: AAO2ABCDO0O00000000000003
Tag 4: AAO2FFFFOO00000000000003

No tag is transmitted.

3- EPC mask=01and Offset=11

Tag 1: AA AA AB CD 00 00 00 00 00 00 00 01
Tag 2: AA 02 AB CD 00 00 00 00 00 00 00 02
Tag 3: AA 02 AB CD 00 00 00 OO 00 00 00 03
Tag 4: AA 02 FF FF 00 OO OO 00 00 00 00 03

SPECTRE ATX READ ONLY

EPC filter

rstem the

EPC filter
EPC mask
EPC sk

ysition (byte)

0 Filter inversion: The reader will only send to the system the
EPCs without the filter

EPC filter
EPC r
EPC r sition (byte)

0 Filter inversion: The reader will only send to the system the
EPC hout the filter

Offset is represented in blue; the filter is done on byte 12.

Only tag 1is transmitted.

4- EPC mask = AB and Offset=2

Tag 1: AAAA AB CD 00 00 OO 00 00 00 00 01
Tag 2: AA 02 AB CD 00 00 OO0 00 00 00 00 02
Tag 3: AA 02 AB CD 00 00 OO 00 00 00 00 03
Tag 4: AA 02 FF FF OO0 00 OO0 00 00 00 00 03

Tags 1,2 and 3 are transmitted.

5- EPC mask = AB, Offset =2 and Reversal
Tag 1. AA AA AB CD 00 00 O0 00 00 00 00 01
Tag 2: AA 02 AB CD 00 00 00 00 00 00 00 02

Tag 3: AA 02 AB CD 00 00 00 00 00 00 00 03
Tag 4: AA 02 FF FF OO0 00 OO0 00 OO0 00 OO 03

EPC filter

sition (byte)

sion: The reader will only send to the system the
out the filter

Tags 1,2 and 3 are not transmitted. Only tag 4 is transmitted.
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®) Input/ output settings

D))

Input management

RFID reader behavior options based on external events (detector, ground loop efc.)

?;;:?;S’:'“?L?;Eﬂ[;e of Continuous reading without using the input -

the inputs

Select the reading mode, the output settings depend on this mode.

ED) -

Qutput management

Output type selection Pull up to V+ -

5 of outputs

ai
detection

Qutput 1

Output 3

Output 4

Both types of output are Pull up to V+ or Open drain.

Status of outputs: select for each output the default state ‘Open’ or ‘Closed’ and if the state is
maintained during the detection process.
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B

Input management
RFID reader behavior options based on external events (detector, ground loop etc.)

Selection of the RFID
reading mode and uspo"-f

the inputs Continuous reading without using the input
(b W Trigger of the reading by the event

o Output activation (triggered on outputs)

Cancel

@ Reading mode = Continuous reading without using input

B

Input management .
P 9 In this mode, the reader scan

continuously.

RFID reader behavior options ed on external events (detector, ground loop etc.)

reading mods and us
reading mode and use of Continuous reading without using the input

the inputs

There is no action on input activation.

Cancel

Output management Select the output type and default state
for output.

Output type selection

Status of outputs
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@ Reading mode = Trigger of the reading by the event

nE} If Input is activated, the reader

Input management
scans on the lane.

RFID reader b ns 1 vents (d ground loop

roading mode and us
reading mode and use of Trigger of the reading by the event -

the inputs

Cancel

Advanced settings
The reading duration is defined

Lane 1 Lane 4 in ‘Advanced Settings'.

Behind the reader - L r triggering of the

Output management

Select the output type and

default state for output.
Output ty

of outputs
Output 1
Output 2

Output 3

Output 4
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@ Reading mode = Qutput activation (triggered on outputs)

LB

Input management

RFID reader behavior optit d on external events (detector, ground loop etc.) An action on Input toggles the
corresponding output

regardless of RF function of the
resaling) e sl pes ol Qutput activation (triggered on outputs) g

the inputs reader.

Cancel

D) -

Output management

Outp selection Pull up to W+ -

Select the output type and
default state for output.
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Summary table

Reading Mode

Continuous
reading without
using inputs

)

Trigger of the
reading by the
event

Output
activation
(triggered on
outputs)

©

Input

No action

An action on the
input activates the
reading on the
lane

An action on an
Input toggles the
corresponding
output

SPECTRE ATX READ ONLY

Maintain
during
detection
available?
Yes
by lane

Configurable
Outputs
states?

Output

Yes
by lane

- If ‘Continuing during
detection process’' not
activated: the output state
toggles at the ascent

- If ‘Continuing during
detection process’
activated: the output state
toggles to the RF
detection and remainsin
this state as long as, at
each scan is at least one
detection
Yes Yes - If ‘Continuing during
detection process’ not
activated: the output state
toggles at the ascent
during the ascent time of
the identifier (physically
on the BUS + 200ms

- If ‘Continuing during
detection process’
activated: the output state
toggles to the RF
detection and remains in
this state as long as, at
each scan is at least one
detection
Yes No The output state is only
linked to a user action on
the input

Note: as long as the action is detected on the input, the output remains toggled.

Step 6- Light indicator configuration

The SPECTRE ATX reader is not equipped with an LED card or a Buzzer.

Step 6 does not exist in the SPECTRE ATX setup wizard.

© STid —MU_ULTRYS_V3.0.1_EN

185



B
O STid

Step 7- Reading & communication parameters

.:) ULTRYS Administrator - X

l I l t lq S Readers configuration
Create a configuration

Version 3.0.0.8

BEEN v 2 i

BDDDDD) -

No configuration loaded

& Reading & communication parameters
n

@ 1 () Authenticated UHF data encryption (Secure Mode) ,‘q Output protocol selection
ULTRYS settings

[ UHF user ID encryption Select output protocol

S i@%’ UHF data formatting before uploading to the system  Size of the credential sent to the system (bytes) — 1B @
: Selection of the UHF data transmission format {9. Filtering
Mode 1 (Standard) v .
Time between same user ID being read twice -f 6s

Format details

p !i |AAJ[BBJICClxx xx ...[XX]|YY]2zZ]

User credentials Mode 1

& Previous Next 2>

®

™

(D Authenticated UHF data encryption (Secure Mode)

When UHF identifier is encrypted,
its maximum size cannot exceed 6

LIHF user ID encryption .:jh\] & | bytes
Private key definition {16 b}rtes_- Hex) [ o< |

CAIDAS0D284950F9DFE05EFBAFBCBCAE ﬁ

The EPC can be encrypted and signed before being written in the tag.
The reader will decrypt and authenticate the EPC before sending it on its output media.
Only an EPC correctly decrypted and authenticated will produce an output data, otherwise
the reader will remain mute.
Notes:
e Only UHF tags compatible with *FAST /D”feature and having at least 128 bits of EPC
can be decrypted and authenticated by the SPECTRE Access reader.
The chips compatible with secure encoding are: Monza X, Monza R6P, Monza 4D, this
chip is present into
- TLTA-W5E3M-943_S
- TLTA-W75B-943_S
- IronTag Aero
- CCTW490_AN
e The secure mode is not accessible if an EPC mask has been set in ‘Advanced
settings’.
Note: After setting an EPC security key, if you return to step 5 with the Previous button,
and you set an EPC filter, then returning to step 7, the "EPC ID Security" checkmark is
displayed. in gray, the key field is still accessible but not taken into account
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2
O)}( QOutput protocol selection

Select output protocal RS232 -
T
RE485

Wiegand 26 bits - 3i

Wiegand with LRC custom size
Wiegand custom size

Clock&Data 40 bits - 1s0 2B
Wiegand 34 bits - 3Eb

Wiegand 37 bits - 3V

Wiegand 35 bits - 3W

Clock&Data 32 bits - I1so 2H
‘Wiegand 36 bits (32+4 LRC) - 3Ca
Wiegand 44 bits (40+4 LRC) - 3Cb
Wiegand 32 bits - 3La

‘Wiegand 40 bits - 3Lb

Clock&Data custom size

RS232 / RS485
.J;f Sélection du protocole
Sélectionner le protocole de sortie RS232 -
Données Hexadécimal -
0 Bourrage O CrR O LRC
[0 STH+ETX O LF O Ascl
Baud Rate 115200 -

Serial frame:

1 byte X bytes 1 byte 1 byte 1 byte 1 byte
STX Data* LRC CR LF ETX

*Doubled if the ASCII option is activated.

Data Data sent in decimal or hexadecimal format.

Padding Add on the frame leading zeros. If this option is not activated, the leading
zero won't sent.
STX+ETX Add STX (0x02) and ETX (Ox03) in the frame.

CR Carriage return (Ox0D).

LF Line feed (Ox0A).

LRC Checksum byte by XORing of all previously characters without the STX.
ASCII If this option is activated, the Data will be sent in ASCII mode.
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Wiegand 26 bits - 3i

.;f Select protocol
Select output protocol Wiegand 26 bits - 3i - NOteZ the graphic indicating the |aneS,
Overview of TTL outputs . .
) depends on the configuration of the
Bit 1 P Even parity from bit 2 to bit 13
Bit2..Bit25 P Data(24 bits)
B:l 26 I > GZ:parity"fsrom bit 14 to bit 25 number Of antenhas/lanes
Lane 4 Lane 3 Lane 2 Lane 1
CLK4 DATA CLK3 DATAS CLK2Z DATAZ CLK1 DATA1
SISISISISISISISISIS = - [SISISIS = = SIS
T T T T T [J
Ant 3
Ant 2
Wiegand with LRC customized size
.:;;f Select protocol
Select output protocol Wiegand with customized LRC size -

Overview of TTL outputs

This protocol has the same message structure as the Wiegand 3Ca or 3Cb protocol, but
the number of bytes can be customized (EPC size).

Lane 4 Lane 3 Lane 2 Lane 1
CLK4 DATA4 CLK3 DATAZ CLK2 DATAZ CLK1 DATA1
SISISISISISISISISIS! — — SISISIS] — - [SIS
I I I I I /
Ant 3
Ant 2

Wiegand customized size

.J;f Select protocol

Select output protocal Wiegand with customized size =
Overview of TTL outputs

This protocol has the same message structure as the Wiegand 3La or 3La protocol, but
the number of bytes can be customized (EPC size).

Lane 4 Lane 3 Lane 2 Lane 1
CLK4 DATAS CLK3 DATA3 CLK2 DATAZ CLK1 DATA1
CEECECISCEEIEIS  SEElE EIS
T T T T T [’
Ant 3
Ant 2

Decimal Clock&Data - Iso 2B

.j;‘f Select protocol

Select output protocol Clock&Data 40 bits - Iso 2B -
Overview of TTL outputs
Version P Iso Size customized

Decoding P Decimal (BCD)
40 bits Data P xcharacters

Values b 09
Lane 4 Lane 3 Lane 2 Lane 1
CLK4 DATA4 CLK3 DATA3 CLK2 DATAZ CLK1 DATA1
EISISISISISISISISIS |[SISEE EISE
: t t t t {

Ant 3

Ant 2
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SPECTRE ATX READ ONLY

@ Size of the credential sent to the system (bytes) [ | 1B
Protocol Size in plain mode | Size in secure mode
RS232 / RS485 1b up to 62b 1b up to 6b
Wiegand 26 bits Fixed to 3b Fixed to 3b
Wiegand with LRC custom size / 1o up to16b 1b up to 6b
Wiegand custom size
Decimal Clock&Data - Iso 2B Tbupto7b Tb up to 6b

Mode 1 (Standard) -

Format details

@’ UHF data formatting before uploading to the system

Selection of the UHF data transmission format

|AA|[BB||CC|xx xx ...[XX|YY]|ZZ]

e

Mode 1

There are 4 UHF ID formatting modes:

Mode 1 (Standard)

Mode 2 (Standard reversed)
Mode 3
Mode 4

Example: EPC data: AA BB CC DD EE xx xx ... VV WW XX YY ZZ with ‘Size of the credential

sent to the system'’ fixed to 4bytes.

XX|[YY]|ZZ]
—’.

o Mode 1 1D feedback = WW XX YY ZZ

Mode 2

-

Mode 3

—...,

\M”ﬂ"@’ 11D feedback = ZZ YY XX WW

« [AA|IBB|CC]|. b feedback = AA BB CC DD

[AA|[BBJlCcC]
-

. Mode 4 . ID feedback = DD CC BB AA
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© ('E;l Filtering

Time between same user D being read twice ] ———— 6 s

The reader emits the credential code present in the field only once during this time.

This time is adjustable from 0 to 30 seconds.
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Step 8- User Security Roles

Administrator - X

Readers configuration
Create a configuration

BEEN v 2 i

BB - )

No configuration loaded

& User Security Roles
@ User profiles and user rights definition

ULTRYS settings

=) (o]
Administrator (all rights)

@
my —

User 1

Customize user rights

- 273

User credentials User 2

Customize user rights

€ Previous Next >

ULTRYS allows to manage three different profiles by configuration file.

] — Define an Administrator password to

= AQ
Administrator (al rights peemedamsser | protect the configuration file.

[
O M

User 1
Customize user rights

]
O A
User 2
Customize user rights

S
¥ aQ P d User 1 :
Administrator (all rights) assword User Define a User 1 password and select
the corresponding rights.

User rights management User 1

‘ [0 Modify/Back up a configuration
User 1 [0 Create a configuration badge (SCB UHF)
Customize user rights
[0 Load a configuration into the reader
. [0 Create user credentials
O M
User 2
Customize user rights

@
Em Password User 2
Admini {all rights) "
st (al o Define a User 2 password and select
u ight: t U 2 . .
serrignE mAnsgEment e the corresponding rights.
- O Modify/Back up a configuration
User 1

Create a configuration badge (SCB UHF)
Customize user rights

[m]
O Load a configuration into the reader
. [0 Create user credentials
M-
User 2

Customize user rights
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Step 9- Configuration save and protect

.) ULTRYS Administrator - X

Readers configuration
Create a configuration

Vers| .0.0.8
I No configuration loaded I o BEEEN v @ i

& Configuration save and protect

@ Configuration save and protect

ULTRYS settings

Create a name (maximum 14 characters)

Customizing .ucg file protection

©0

User credentials

@ B Save as Summary of my configuration @

€ Previous

This step allows you to save the configuration file containing all the current configuration settings
(keys, formats, reader...). You can select a location and password to protect the file.

@ Choose a name to easily find the configuration. (example: Parking IN).

Note: the name of the configuration must be contained in the file name.

To protect the configuration file, you can define a password. This password is different from
Administrator password.

@ Select a directory and a file name to save.

The name and location of ‘Configuration Loaded’ indicates now the chosen name and
location.

@) ULTRYS

uLtrys

Version 3.0.0.1

Configuration chargée : Parking 23 MParking IN-01.ucg)
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@ Get a summary of the configuration created.

M uctrys

Version 3.0.0.8

Summary of configuration settings

This document contains all the configuration settings needed to install the reader
and antennas on site.
For further information on installation, please refer to the Installation procedure

=
=l

#Configuration detoils

Configuration name : MyConfigName
Created on

Updated on 10/26/2021 10:03

#Regulation of frequency bands
Frequency bands / Countries : France - ETS|

Duty cycle 0.975
Channels (MHz) 867,5 866,9 866,3 865,7
ERP: 2000 mw

#Reader + antenna configuration
Reader : ATX Reader
Antenna SPECTRE antenna

SPECTRE ATX READ ONLY

Installation overview

Tde2 )

e

Lane

-

Print: allows printing of configuration information on a network, local or virtual printer (PDF).
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8. Reader configuration SPECTRE ATX OSDP™

8-1 ULTRYS settings

Administrator — X

ULTRYS settings

Communication

Communication

(\n{f) Port selection for encoder or reader
SC \?y connection
A e

ULTRYS settings

—
\ Select device ARC-W55-G/UD4-5AA [COM9]  ~

Readers configuration 7 Refresh

SO Connectivity test

O >
s

User credentials

» Connect the SPECTRE ATX reader to the PC using the provided USB cable to load the
configuration via serial link directly onto the reader.

or

» Connect an UHF encoder to the PC to load the configuration onto UHF OCB

configuration card.
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To set the communication port

1- Click on ‘Refresh’ to detect all
Select device Select a reader - readers connected to the PC.

7 Refresh

SO cConnectivity test

2- Open the dropdown list Select

Select device ARC-W55-G/U04-5AA [COMI] - .
device.

e . .
o EEEL 3- Readers whose firmware is = 8

will appear in the drop-down list
p Connectivity test under their commercial
reference.

Select the communication port
number for the encoder or reader
or select the reader to use.

i Com3 - L
Select device 4- Run the connectivity test.

7 Refresh

SO connectiity test

| Device detected: Version 7 (29.7)

Message OK (with indication of the firmware

version)

Message: Failed

Failed to connect, check - Check the compatibility of the reader.
communication port and connect a
compatible reader - Check the USB cable.

- Check the Baudrate reader: it must be

fixed to 115200,

Note: during the connectivity test on a UHF encoder, a sound and light signal (orange) will be
emitted for 1 second.
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8-2 Create new configuration

.) ULTRYS Administrator — X

u L t r. H S Readers configuration

Version 3.0.0.7 Create a configuration

No configuration loaded EEEN v Q i

o UHF frequency band regulation

@ Installation country selection

The UHF frequency bands depend on the installation
location

France - ETSI ¥

oo R T S

Create new Open an existing configuration into
configuration configuration the reader

Check that your reader is
compatible with regulations

User credentials

Next >

The reader configuration is done in 7 steps. To move from one stage to another, you must click
on “Next".

n UHF frequency band regulation

1 >ﬂ Configuration protection loaded into the
reader

1 }E}B Reader configuration

Step 4 does not exist in the SPECTRE ATX OSDP™ configuration wizard

1 » 2 )) ] ) B Installation configuration

Step 6 does not exist in the SPECTRE ATX OSDP ™ configuration wizard

1 » 2 )) 3 ) ) 5 ) n Reading & communication parameters

E B DD ser Security Roles

1 » 2 )) 3 ) ) 5 ) En Configuration save and protect
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Step 1- UHF frequency band regulation

Administrator - X

S Readers configuration

Version 3.0.0.8 Create a configuration

No configuration loaded

I
2
4
L]

& UHF frequency band regulation

@} Installation country selection

The UHF frequency bands depend on the installation
location

France - ETSI X @

Description of regulatory frequency band

ULTRYS settings

Duty cycle: 0.975

Channels: @

ERP: 2000 mW

Check that your reader is
compatible with regulations

User credentials

Next >

@ The frequency bands depend on the installation location

Andora -ETS| - Type the first characters to display a country or select the

country in which the installation will be done.

Australia - AustraliaCustom

Austria - ETSI

Azerbaijan - ETSI For a country which is not in the list, please contact STid:
Belolum - ETS| support@stid.com.

Bosnia-ETSI
Bulgaria- ETSI
Canada-FCC
Croatia - ETSI

Cyprus - ETSI

Czech Republic- ETSI
Denmark - ETSI
Estonia - ETSI
Finland - ETSI

France -ETSI
Germany - ETSI

@ To approve the feasibility to install your reader in the selected country, you can check the
compatibility.

Reader ID
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With USB reader connection

1- Connect the reader and set the
communication COM port.

2- Select ‘Connect your reader’

3- Please confirm

Reader ID

Reader’s frequency band compatible with
selected country’s regulations

Message: OK

Reader’s frequency band incompatible
with selected country’s requlations
Message: NOK

The reader can't be installed in the

selected country.

No reader connected, check your USB

connection and communication seftings
- Check the USB cable

_ - Check the communication with reader
Ty again Connect later

With reader part number

Reader ID

Enter the first 5 characters of the reader part number

Example: ATXW43, ATXW53.

Message: OK

Reader’s frequency band compatible with
selected country’s regulations

| Incorrect reader reference number

Message: the reference reader is not compatible

with regulation selected.
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Step 2- Configuration protection loaded into the reader

Administrator — X

Readers configuration
Create a configuration

No configuration loaded BEEEN v @ i

) -

& Configuration protection loaded into the reader

i@} Protection code definition

ULTRYS settings

The protection code is a data that can be customized by the administrator to protect the
configuration of a reader during installation

Modifying this configuration requires the protection code

5=
Al readers have the default protection code “FFFFFFFFFF”

Readers configuration We recommend you to change the default protection code the first time you carry out the
configuration process

Enter FFFFFFFFFF in the “Protection code” field and specify the new protection code
(hexadecimal) in the "New protection code” field

O
"@ Protection code FFFFFFFFFF
User credentials
<
New protection code E’
& Previous Next >

SPECTRE ATX readers are initially supplied with a default configuration and a protection code to
OXFFFFFFFFFF.

The size of this protection code is 5 bytes (10 hexadecimal characters).

After the initial setup and in order to reconfigure the reader, it will be necessary to present an
UHF OCB card or a configuration file with the same ‘protection code’ as the reader.

e
Random protection code generator.

Caution

This protection code is important and should definitely be kn
It protects the configuration data and allows reader co

If you lose this protection code, you won't be able to reconfigu
reader must be reset at the factory.

To change the protection code, it will be necessary to know t

199
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Step 3- Reader configuration

.:) ULTRYS Administrator = X

I_I L t P H S Readers configuration

Version 3.0.0.8 Create a configuration

I
2
4
L]

MyConfighame (from USB reader)

EDD)

Reader configuration
@ g

ULTRYS settings

SPECTRE SPECTRE NANO ATX ATX4

Read only 0SDP Read only 0SDP Read only 0SDP Read only 0SDP

User credentials

§ ( 7 r,‘ Auto detection
Firmware v13 ~ B Connect and check my reader configuration

& Previous Next 2>

@ Selecting the reader type
SPECTRE ATX readers can be configured in “Read only” mode from firmware 10.
@ Selecting Firmware
You must select the firmware version that is compatible with your reader.
To do so, you can manually select the reader and firmware version, or you can use the function

"Auto detection — Connect and check my reader configuration".

Compatibility between firmware readers and ULTRYS versions

ULTRYS softwares
ULTRYS V2.1
v
v

v10,11,12

]
=
]
5
=
2
]
2
=
=
(s

*v13
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With USB reader connection

1- Connect the reader via USB cable provided.
Readeyly peiiciocion Configure the commmunication parameters.

2- Select the Connect your reader.

3- Click on Confirm.

Message : NOK
No reader connected. check your USB
connection and communication settings Check the USB cable

- Check the communication with reader

With reader’'s number reference

Reader type detection

Enter the first 6 characters of your reader’s
reference number

Examples: SLAR41, SLARS1, SMAR4]

Message: NOK

| Incorrect reader reference number

Check your reader's reference number

© STid —MU_ULTRYS_V3.0.1_EN 201



C.8Tid

Step 4- Antenna type selection

The SPECTRE ATX reader works with a built-in antenna.

Step 4 does not exist in the SPECTRE ATX setup wizard.

Step 5- Installation configuration

Administrator -~ X

Readers configuration
Create a configuration

Version 3.0.0.8

MyConfigName (from USB reader) BEEEN w @ i
Installation configuration
o g 9
ULTRYS settings @ Advanced
settings
@ Input/QOutput
= settings
Readers configuration
QN
User credentials
& Previous Next >
@® Namethelane
Maximum 10 characters.
For example, Entryl.
202
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(® Advanced settings

Advanced settings

< 100% p

._ 1s

Filter inversion: The reader will only send to the sys
EPCs without the filter

RSSl filter

sion: The reader will only send to the system the EPCs
for credentials with an RS35I below the defined value

Adjust the antenna power (10% to 100%) to adjust the reading distance.
The power emitted depends on the type of regulation, limited to 1800mw ERP for ETSI and
1200mw ERP for FCC, New Zealand and Australia. No limitation for Morocco.

Adjust the timing for a scan (reading) by step of 1 second (max 30s).
This setting is taking into account only if /nput type selection is set to Activating all lanes or
Activating the event lane.

The EPC filter is not available in Secure Mode.
Enter the value for EPC Mask, max 62 hexadecimal bytes.

Adjust the value for offset EPC mask in bytes (O to 62). It depends on the EPC Mask length.

Filter inversion not selected: only tags with an EPC value corresponding to the EPC mask value
will be provided to the user.

Filter inversion selected: only tags with an EPC value different from the EPC mask value will be
provided to the user.

RSSI (Received Signal Strength Indication) is a measure of the power in reception of the tag
response. The value returned by the reader is proportional to the amplitude of the reception
signal Adjust the RSSI value (-110dBm to OdBm). 0dBm deactivates the RSSI filter.

© OO0 60 6

Filter inversion not selected: only tags with an RSSI greater than or equal to the specified value
will be provided to the user.

Filter inversion selected: only tags with an RSSI smaller or equal to the specified value will be
provided to the user.

Ex: RSSI filter = -49f=dBm + Reversal not selected
A tag that will have a RSSI value of -20dBm will be sent back,
A tag that will have a RSSI value of -60dBm will not be sent back.
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EPC Filter
Examples:

Code EPC Tag 1: AAAAABCDO0O00000000000001
Code EPC Tag 2: AAO2ABCD0O000000000000002
Code EPC Tag 3: AAO2ABCD0O0O00000000000003
Code EPC Tag 4: AAO2FFFFOO00000000000003

1- EPC mask = AA AA and Offset=0

Tag 1: AAAAABCDOO0O0O000000000001
Tag 2: AAO2ABCDO0O00000000000002
Tag 3: AAO2ABCDOO0O0O000000000003
Tag 4 : AAO2FFFFOO00000000000003

Only tag 1is transmitted.

2- EPC mask = AA AA AA and Offset=0

Tag 1: AAAAABCDOO00000000000001
Tag 2: AAO2ABCDOO00000000000002
Tag 3: AAO2ABCDO0O00000000000003
Tag 4: AAO2FFFFOO00000000000003

No tag is transmitted.

3- EPC mask=01and Offset=11

Tag 1: AA AA AB CD 00 00 00 00 00 00 00 01
Tag 2: AA 02 AB CD 00 00 00 00 00 00 00 02
Tag 3: AA 02 AB CD 00 00 00 OO 00 00 00 03
Tag 4: AA 02 FF FF 00 OO OO 00 00 00 00 03

EPC filter

rstem the

EPC filter
EPC mask
EPC sk

ysition (byte)

0 Filter inversion: The reader will only send to the system the
EPCs without the filter

EPC filter
EPC r
EPC r sition (byte)

0 Filter inversion: The reader will only send to the system the
EPC hout the filter

Offset is represented in blue; the filter is done on byte 12.

Only tag 1is transmitted.

4- EPC mask = AB and Offset=2

Tag 1: AAAA AB CD 00 00 OO 00 00 00 00 01
Tag 2: AA 02 AB CD 00 00 OO0 00 00 00 00 02
Tag 3: AA 02 AB CD 00 00 OO 00 00 00 00 03
Tag 4: AA 02 FF FF OO0 00 OO0 00 00 00 00 03

Tags 1,2 and 3 are transmitted.

5- EPC mask = AB, Offset =2 and Reversal
Tag 1. AA AA AB CD 00 00 O0 00 00 00 00 01
Tag 2: AA 02 AB CD 00 00 00 00 00 00 00 02

Tag 3: AA 02 AB CD 00 00 00 00 00 00 00 03
Tag 4: AA 02 FF FF OO0 00 OO0 00 OO0 00 OO 03

EPC filter

sition (byte)

sion: The reader will only send to the system the
out the filter

Tags 1,2 and 3 are not transmitted. Only tag 4 is transmitted.
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®) Input/ output

D))

Input management

RFID reader behavior options based on external events (detector, ground loop etfc )

f;;:?;g’?ﬂi;?glﬁrﬁe of Continuous reading without using the input i

the inputs

Select the reading mode, the output settings depend on this mode.

ED) -

Qutput management

Output type selection Pull up to V+ -

Status of outputs

Output 1

Output 3
Output 4

Both types of output are Pull up to V+ or Open drain.

Status of outputs: select for each output the default state ‘Open’ or ‘Closed’ and if the state is
maintained during the detection process.
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Input management
RFID reader behavior options based on external events (detector, ground loop etc.)

Selection of the RFID
reading mode and use of
the inputs e Continuous reading without using the input

0 Trigger of the reading by the event

Cancel

@ Reading mode = Continuous reading without using input

LB

In this mode, the reader scan

Input management
continuously.

RFID reader behavior optio ased on external events (detector, ground loop etc.)

There is no action on input

roading mode and us activation.
reading mode and use of Continuous reading without using the input

the inputs

E)B Select the output type and default state for
output.

Output management

Output Pull up to v+ =

5 of outputs

Output 4
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@ Reading mode = Trigger of the reading by the event

Input management If Input is activated, the reader
scans on the lane.

RFID re

roading mode and us
resaling nnadke st ree G Trigger of the reading by the event

the inputs

Advanced settings
The reading duration is defined in

Lane 1 157 lered ‘Advanced settings'.

Behind the reader - fter triggenng of the

g

Output management

Select the output type and default

state for output.
selection

of outputs
Output 1
Output 2

Output 3

Output 4
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Summary table

Reading Mode Input Configurable Output
Outputs
states?
@ Continuous No action Yes The output state toggles at
reading without the ascent

using inputs

Trigger of the An action on the Yes The output state toggles at
reading by the input activates the ascent during the
event the reading on ascent time of the identifier
the lane (physically on the BUS +
200ms

Step 6- Light indicator configuration

The SPECTRE ATX reader is not equipped with an LED card or a Buzzer.

Step 6 does not exist in the SPECTRE ATX setup wizard.
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Step 7- Reading & communication parameters

.:) ULTRYS Administrator = X
l I l t P S Readers configuration
Version 3.0.0.8 Create a configuration
No configuration loaded BEEEN v @ i
& Reading & communication parameters
n
g@} 1 ) (©) Authenticated UHF data encryption (Secure Mode) ,:{.( Output protocol selection
ULTRYS settings
[0 UHF user ID encryption Output protocol RS485 - OSDP
@%’ UHF data formatting before uploading to the system  Data Hexadecimal @
Selection of the UHF data transmission format Baud rate 9600
Mode 1 (Standard) v
Size of the credential sent to the system (bytes) [ ] 1B
Format details
(:9, Filtering
O ﬁ\ AA|BBI|[CClxx xx ...IXXIYY|ZZ Time between same user ID being read twice =f -6 @
—
User credentials Mods:1
& Previous Next 2>

©)

™

(D Authenticated UHF data encryption (Secure Mode)

When UHF identifier is encrypted,
its maximum size cannot exceed 6

M UHF user ID encryption .:j\] \&/ | bytes
Private key definition {16 b‘_\.rte;a_- Hex) [ o< |

CAIDAS0D284950F9DFE05EFBAFBCBCAE

The EPC can be encrypted and signed before being written in the tag.
The reader will decrypt and authenticate the EPC before sending it on its output media.
Only an EPC correctly decrypted and authenticated will produce an output data, otherwise
the reader will remain mute.
Notes:
e Only UHF tags compatible with “FAST /D”feature and having at least 128 bits of EPC
can be decrypted and authenticated by the SPECTRE Access reader.
The chips compatible with secure encoding are: Monza X, Monza R6P, Monza 4D, this
chip is present into
- TLTA-W5E3M-943_S
- TLTA-W75B-943_S
- lronTag 206
- CCTW490_AN
e The secure mode is not accessible if an EPC mask has been set in ‘Advanced
settings’.
Note: After setting an EPC security key, if you return to step 5 with the Previous button,
and you set an EPC filter, then returning to step 7, the "EPC ID Security" checkmark is
displayed. in gray, the key field is still accessible but not taken into account.
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@ .Jf-i Output protocol selection

Qutput protocol RS485- 05DP
Data Hexadecimal
Baud rate 9600 -

The only modifiable parameter is the baud rate.

19200

38400
57600
115200

Size of the credential sent to the system (bytes) [ | 1B
Protocol Size in plain mode Size in secure mode
RS485 Tb up to 62b b up to 6b

@ @’ UHF data formatting before uploading to the system

Selection of the UHF data transmission format

Mode 1 (Standard) A

Format details

|AA|[BBJ|CC|xx xx ... XX]|YY]|ZZ]
—P

Mode 1

Mode 1 (Standard)

Mode 2 (Standard reversed)

Mode 3

There are 4 UHF ID formatting modes: "°%¢*

Example: EPC data: AABB CC DD EE xx xx ... VV W
sent to the system’ fixed to 4bytes.

[XX]|YY]ZZ]|
EE—
. Mode 1 : ID feedback = WW XX YY

Mode 2

-
XX|YY|ZZ |

Mode 3

W XX YY ZZ with ‘Size of the credential

zz

1 ID feedback = ZZ YY XX WW

« [AA|BB|CC]|. b feedback = AA BB CC DD

[AA|[BBJlCcC]
-

. Mode 4 . ID feedback = DD CC BB AA

© STid —MU_ULTRYS_V3.0.1_EN
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® (“C;J Filtering

Time between same user |D being read twice ] ——— 6 s

The reader emits the credential code present in the field only once during this time.

This time is adjustable from 0 to 30 seconds.
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Step 8- User Security Roles

—

Version 3.0.0.8

Administrator - X

Readers configuration
Create a configuration

No configuration loaded

& User Security Roles
@ User profiles and user rights definition

ULTRYS settings

= (o]
Administrator (all rights)

@
O M

User 1

@ Customize user rights

A

User credentials User 2

Customize user rights

€ Previous

BEEN v B i

BB - )

Next >

ULTRYS allows to manage three different profiles by configuration file.

¥ m Password Administrator
Administrator (all rights)

[
O M

User 1

Customize user rights

]
O A
User 2
Customize user rights

y_
¥ m Password User 1
Administrator (all rights)

User rights management User 1

‘ [0 Modify/Back up a configuration
User 1 [0 Create a configuration badge (SCB UHF)
Customize user rights
[0 Load a configuration into the reader
. [0 Create user credentials
O M
User 2
Customize user rights

Em Password User 2
Administrator {all rights)

User rights management User 2

- O Modify/Back up a configuration
User 1 [0 Create a configuration badge (SCB UHF)
Customize user rights
O Load a configuration into the reader
. [0 Create user credentials
= M
User 2
Customize user rights
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protect the configuration file.

Define a User 1 password and select
the corresponding rights.

Define a User 2 password and select
the corresponding rights
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Step 9- Configuration save and protect

Administrator - X

Readers configuration

Version 3.0.0.8 Create a configuration

No configuration loaded o BEEEN v @ i

BB

& Configuration save and protect
a’:@'} Configuration save and protect

ULTRYS settings

Create a name (maximum 14 characters)

Customizing .ucg file protection

©0

User credentials

@ B Save as @ Summary of my configuration @

€ Previous

This step allows you to save the configuration file containing all the current configuration settings
(keys, formats, reader...). You can select a location and password to protect the file.

@ Choose a name to easily find the configuration. (example: Parking IN).

Note: the name of the configuration must be contained in the file name.

To protect the configuration file, you can define a password. This password is different from
Administrator password.

@ Select a directory and a file name to save.

The name and location of ‘Configuration Loaded’ indicates now the chosen name and
location.

@) ULTRYS

| O\FParking IN-01.ucg)

Configuration chargée : Parking IN (P
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@ Get a summary of the configuration created.

Installation overview

S uctrys,

Summary of configuration settings

This document contains all the configuration settings needed to install the reader E:
and antennas on site =
For further information on installation, please refer to the Installation procedure

E! Tedid
#Configuration detoils i
Configuration name : MyConfigName
Created an
Updated on 10/26/2021 10:03

#Requlotion of frequency bands
Frequency bands / Countries : France - ETSI

Duty cycle 0975
Channels (MHz) 867,5 866,9 866,3 865,7
ERP: 2000 mwW

#Render + ontenno configuration
Reader : ATX Reader OSDP
Antenna SPECTRE antenna

1de2 ) =¥ &

=

Print: allows printing of configuration information on a network, local or virtual printer (PDF)

© STid —MU_ULTRYS_V3.0.1_EN
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ATX 4 READ ONLY

ATX 4 OSDP™
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9. Reader configuration SPECTRE ATX4 READ ONLY

9.1 ULTRYS settings

Administrator — X

ULTRYS settings
Communication

No configuration loaded

Communication

(\rvi;éj Port selection for encoder or reader
50 connection
E\L St

ULTRYS settings

Select device ARC-W55-G/UD4-5AA [COM9]  ~

Readers configuration 7 Refresh
SO Connectivity test
QN

User credentials

» Connect the SPECTRE ATX4 reader to the PC using the provided USB cable to load the
configuration via serial link directly onto the reader.

or

» Connect an UHF encoder to the PC to load the configuration onto UHF SCB

configuration card.
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To set the communication port

1- Click on ‘Refresh’ to detect all
Select device Select a reader - readers connected to the PC.

7 Refresh

SO cConnectivity test

2- Open the dropdown list Select

Select device ARC-W55-G/U04-5AA [COMI] - .
device

e . .
o EEEL 3- Readers whose firmware is = 8

will appear in the drop-down list
p Connectivity test under their commercial
reference.

Select the communication port
number for the encoder or reader
or select the reader to use.

i COM3 - .
Select device 4- Run the connectivity test

7 Refresh

SO connectiity test

| Device detected: Version 7 (29.7)

Message OK (with indication of the firmware

version)

Message: Failed

Failed to connect; check - Check the compatibility of the reader.
communication port and connect a

compatible reader - Check the USB cable.
- Check the Baudrate reader: it must be

fixed to 115200,

Note: during the connectivity test on a UHF encoder, a sound and light signal (orange) will be
emitted for 1 second.
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9.2 Create new configuration

.) ULTRYS Administrator — X

l l ' t I—! S Readers configuration
Create a configuration

Version 3.0.0.7

No configuration loaded =

o UHF frequency band regulation

@ Installation country selection

The UHF frequency bands depend on the installation
location

France - ETSI ¥

oo R T S

Create new Open an existing configuration into
configuration configuration the reader

Check that your reader is
compatible with regulations

User credentials

Next >

The reader configuration is done in 7 steps. To move from one stage to another, you must click
on “Next”.

n UHF frequency band regulation

1 :n Configuration protection loaded into the
reader

1 }E}B Reader configuration

Step 4 does not exist in the SPECTRE ATX4 READ ONLY setup wizard

1 )) 2 )) 3 )) 4 )B Installation configuration

Step 6 does not exist in the SPECTRE ATX4 READ ONLY setup wizard

) 5 ) n Reading & communication parameters

DED
1 » 2 )} 3 ) } 3 ) E)n User Security Roles
) ) ) 5 ) En Configuration save and protect
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Step 1- UHF frequency band regulation

Version 3.0.0.8

Administrator - X

Readers configuration
Create a configuration

No configuration loaded

Installation country selection

ULTRYS settings

location

France - ETSI

Duty cycle: 0.975

Channels: @

ERP: 2000 mW

£

Check that your reader is
compatible with regulations

User credentials

UHF frequency band regulation

The UHF frequency bands depend on the installation

Description of regulatory frequency band

I
m
z
4
L]

O

®

Next >

The frequency bands depend on the installation location

Andorra - ETSI -

Andorra - ETSI

Australia - AustraliaCustom 1
Austria - ETSI
Azerbaijan - ETSI
Belgium - ETSI
Bosnia-ET3I
Bulgaria - ETSI
Canada-FCC
Croatia- ETSI

Cyprus - ETSI

Czech Republic- ETSI
Denmark - ETSI
Estonia - ETSI
Finland - ETSI

France - ETSI
Germany - ETSI

Type the first characters to display a country or select the
country in which the installation will be done.

For a country which is not in the list, please contact STid:
support@stid.com.

@ To approve the feasibility to install your reader in the selected country, you can check the

compatibility.

Reader ID
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With USB reader connection

1- Connect the reader and set the
communication COM port.

2- Select ‘Connect your reader’

3- Please confirm

Reader ID

Reader’s frequency band compatible with
selected country’s regulations

Message: OK

Reader’s frequency band incompatible
with selected country’s requlations
Message: NOK

The reader can't be installed in the

selected country.

No reader connected, check your USB

connection and communication seftings
- Check the USB cable

_ - Check the communication with reader
Ty again Connect later

With reader part number

Reader ID

Enter the first 5 characters of the reader part number

Example: ATX4R41, ATX4R42, ATX4R5I......

Message: OK

Reader’s frequency band compatible with
selected country’s regulations

| Incorrect reader reference number

Message: the reference reader is not compatible

with regulation selected.
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Step 2- Configuration protection loaded into the reader

Administrator — X

Readers configuration
Create a configuration

No configuration loaded BEEEN v @ i

) -

& Configuration protection loaded into the reader

i@} Protection code definition

ULTRYS settings

The protection code is a data that can be customized by the administrator to protect the
configuration of a reader during installation

Modifying this configuration requires the protection code

5=
Al readers have the default protection code “FFFFFFFFFF”

Readers configuration We recommend you to change the default protection code the first time you carry out the
configuration process

Enter FFFFFFFFFF in the “Protection code” field and specify the new protection code
(hexadecimal) in the "New protection code” field

O
"@ Protection code FFFFFFFFFF
User credentials
<
New protection code E’
& Previous Next >

SPECTRE ATX4 readers, are initially supplied with a default configuration and a protection code
to OXFFFFFFFFFF.

The size of this protection code is 5 bytes (10 hexadecimal characters).

After the initial setup and in order to reconfigure the reader, it will be necessary to present an
UHF SCB card or a configuration file with the same ‘protection code’ as the reader.

e
Random protection code generator.

Caution

This protection code is important and should definitely be kn
It protects the configuration data and allows reader co

If you lose this protection code, you won't be able to reconfigu
reader must be reset at the factory.

To change the protection code, it will be necessary to know t

221
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Step 3- Reader configuration

O ULTRYS Administrator = X

I_I L t P H S Readers configuration

Version 3.0.0.8 Create a configuration

MyConfighame (from USB reader) BEEEN v 2 i

EDD) -

Reader configuration
@ g

ULTRYS settings
SPECTRE SPECTRE NANO ATX ATX4

Readers configuration ]
wee
N Read only 0SDP Read only 0SDP Read only 0SDP Read only 0SDP
- @

User credentials

. 7 i‘\.‘ Auto detection
Firmware v13 * L Connect and check my reader configuration

& Previous Next 3>

@ Selecting the reader type

SPECTRE ATX4 readers can be configured in “Read only” mode from firmware version 10.
@ Selecting Firmware

You must select the firmware version that is compatible with your reader.

To do so, you can manually select the reader and firmware version, or you can use the function
"Auto detection — Connect and check my reader configuration".

Compatibility between firmware readers and ULTRYS versions

ULTRYS softwares
ULTRYS V2.0 ULTRYS V2.1 ULTRYS V2.4 ULTRYS V3.x
v v v
v v
v

@
=
=]
g
=
o
®
£
=
A=
i
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With USB reader connection

1- Connect the reader via USB cable provided.
Readeyly peiiciocion Configure the communication parameters.

2- Select the Connect your reader.

3- Click on Confirm.

Message : NOK
No reader connected. check your USB
connection and communication settings Check the USB cable

- Check the communication with reader

With reader’'s number reference

Reader type detection

Enter the first 6 characters of your reader's
reference number

Examples: ATX4R41, ATX4R51, ATX4R42

Message: NOK

| Incorrect reader reference number

Check your reader's reference number
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Step 4- Antenna type selection

The SPECTRE ATX reader only works with new antenna (ANT_UHF2).

Step 4 does not exist in the SPECTRE ATX configuration wizard.

Step 5- Installation configuration

.) ULTRYS Administrator X
l I ' t I-I ! l S Readers configuration
Version:3 Create a configuration
MyConfighame (from USB reader) EEN v (%] i
& Installation c flguranon

g@} Lane 1 Lane 2 @ @
ULTRYS settings Advanced

settings

I > r>

e\ g @A

f N Ant1  15mcable
Input/QOutput
Readers configuration

settings
Remove a
O \\ lane

ey

User credentials

2 1.5 m cable s

Add a
lane

€ Previous

Next >

@ Name the lane

Maximum 10 characters.

For example, Entryl.

@G Add / Delete lane

Use ‘Add /Delete lane' to configure the number of lanes you will use in your application.
The default setting is one antenna on the first lane.

For more information about the possible combination please refer to the document
NA_SPECTRE.
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(® Add/Remove antenna on lane

SPECTRE ATX 4 READ ONLY

Set the number of antennas on the corresponding lane.

When an antenna is added, the RF port to which the antenna has to be connected appears
on the reader with corresponding color to help the installation.

—

Version 3.0.0.8

uLtry

Administrator = X

Readers configuration
Create a configuration

MyConfighame (from USB reader)

o

ULTRYS settings

/" =

Readers configuration

Installation configuration
Lane 1

Remove a
lane

O N

User credentials

& Previous

P

BEN v 2 i

DR B
&

Advanced
settings

o

Input/Output
settings

+

Add a
lane

Next >

RF ports are assigned in order to add the antennas in the configuration wizard.When an
antenna is removed from the configuration, the RF port connection for other antennas does not

change.

Example: Ant 2 deleted from lane 1 and added to lane 2.

i

& Prevous

s

oD B

Next 2
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() Select the cable length for each antenna

SPECTRE ATX 4 READ ONLY

Lane 1 »

3 m cable
9 m cable

12 m cable

8 m cable {2 x 3 mj
3mcable {2x1.5m)

4.5 m cable {3 m +1.5 m)

For each antenna, select the cable length you would like to use between antenna and reader.
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® Advanced settings

SPECTRE ATX 4 READ ONLY

Advanced settings

e Lane 1 ‘

o Behind the reader o i fter triggering of the
o Power | >

Power

ader will only send to the sy
the filter

- The reader will onl
th an RSS! belo

Select the lane to configure. The lanes selected in installation setup are in white, unused lanes
are grayed out. When a lane is selected in Advanced parameters it is written in blue.

Select / Change the cable length between the antenna and the reader.

Adjust the power of each antenna (from 10% to 100%) to adjust the reading distances.
Adjust the timing for a scan (reading) by step of 1 second (max 30s).

This setting is taking into account only if Input type selection is set to Activating all lanes or

Activating the event lane.

The EPC filter is not available in Secure Mode.
Enter the value for EPC Mask, max 62 hexadecimal bytes.

Adjust the value for offset EPC mask in bytes (O to 65535). It depends on the EPC Mask length.

Filter inversion not selected: only tags with an EPC value corresponding to the EPC mask value
will be provided to the user.

©0 ©@ G060

Filter inversion selected: only tags with an EPC value different from the EPC mask value will be
provided to the user.

RSSI (Received Signal Strength Indication) is a measure of the power in reception of the tag
response. The value returned by the reader is proportional to the amplitude of the reception
signal.

Adjust the RSSI value (-110dBm to 0dBm). 0OdBm deactivates the RSSI filter.

©

Filter inversion not selected: only tags with an RSSI greater than or equal to the specified value
will be provided to the user.
Filter inversion selected: only tags with an RSSI smaller or equal to the specified value will be
provided to the user.
Ex: RSSI filter= -49dBm + Reversal not selected

A tag that will have a RSSI value of -20dBm wiill be sent back,

A tag that will have a RSSI value of -60dBm wiill not be sent back.

o
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Scan time, EPC filter and RRSI filter settings are the same for antennas on the same lane.
The cable length and RF power antenna are set for each antenna.

Example I: 4 antennas on lane 1.

Advanced settings

Behind the reader v N time ring of the

Power | >

EPC filter
1.5 m cable <

Power |

OIEN 1.5 m cable -

Power | >

INIXW 1.5 m cable -

Power

t

Example 2: 2 antennas on lane 1 et 2 antennes on lane 2.

Advanced settings Advanced settings

Lane 1 | Lane 4 ‘ Lane 2 Lane 4

Behind the reader - time after triggering of the i) B— s FYUER 1.5 m cable - i[ me after trigg he iw 1— 1s

Power « 100% B Power « 100% >

Power 0 Power

e reader will only send to the s

ader wil he der will
an RSSI below t efine e jith an RSS| balow th
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EPC Filter
Examples:

Code EPC Tag 1: AAAAABCDO0O00000000000001
Code EPC Tag 2: AAO2ABCDO0O00000000000002
Code EPC Tag 3: AAO2ABCD0O0O00000000000003
Code EPC Tag 4: AAO2FFFFOO00000000000003

1- EPC mask = AA AA and Offset=0

Tag 1: AAAAABCDOO0O0O000000000001
Tag 2: AAO2ABCDO0O0O0000000000002
Tag 3: AAO2ABCDO0O0O0000000000003
Tag 4 : AAO2FFFFOO00000000000003

Only tag 1is transmitted.

2- EPC mask = AA AA AA and Offset=0

Tag 1: AAAAABCDOO00000000000001
Tag 2: AAO2ABCDOO00000000000002
Tag 3: AAO2ABCDO0O00000000000003
Tag 4: AAO2FFFFOO00000000000003

No tag is transmitted.

3- EPC mask=01and Offset=11

Tag 1: AA AA AB CD 00 00 00 00 00 00 00 01
Tag 2: AA 02 AB CD 00 00 00 00 00 00 00 02
Tag 3: AA 02 AB CD 00 00 00 OO 00 00 00 03
Tag 4: AA 02 FF FF 00 00 OO0 OO 00 00 00 03

SPECTRE ATX 4 READ ONLY

EPC filter

rstem the

EPC filter
EPC mask
EPC sk

ysition (byte)

0 Filter inversion: The reader will only send to the system the
EPCs without the filter

EPC filter
EPC r
EPC r sition (byte)

0 Filter inversion: The reader will only send to the system the
EPC hout the filter

Offset is represented in blue; the filter is done on byte 12.

Only tag 1is transmitted.

4- EPC mask = AB and Offset=2

Tag 1: AAAA AB CD 00 00 OO 00 00 00 00 01
Tag 2: AA 02 AB CD 00 00 OO0 00 00 00 00 02
Tag 3: AA 02 AB CD 00 00 OO 00 00 00 00 03
Tag 4: AA 02 FF FF OO0 00 OO0 00 00 00 00 03

Tags 1,2 and 3 are transmitted.

5- EPC mask = AB, Offset =2 and Reversal
Tag 1. AA AA AB CD 00 00 O0 00 00 00 00 01
Tag 2: AA 02 AB CD 00 00 00 00 00 00 00 02

Tag 3: AA 02 AB CD 00 00 00 00 00 00 00 03
Tag 4: AA 02 FF FF OO0 00 OO0 00 OO0 00 OO 03

EPC filter

sition (byte)

sion: The reader will only send to the system the
out the filter

Tags 1,2 and 3 are not transmitted. Only tag 4 is transmitted.
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Q) Input / output settings

D))

Input management

RFID reader behavior options based on external events (detector, ground loop etfc )

?;;3?;;’?1]3{1:12&1[;& of Continuous reading without using inputs -

the inputs

The configuration of the outputs depends on the reading mode chosen.

ED) -

QOutput management

Output type selection Pull up to W+ -

Status of outputs
Maintain during
detection

Output 1

Output 3

Qutput 4

Both types of output are « Pull up to V+ » or « Open drain ».

Status of outputs: select for each output the default state ‘Open’ or ‘Closed’ and if the state is
maintained during the detection process.
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Input management

RFID reader behavior options based on external events (detector, ground loop efc.)

Selection of the RFID
reading mode and use of
the inputs e Continuous reading without using inputs

o Trigger of the reading on all lanes
o Trigger ofthe reading on the event lane
e Cutput activation (triggered on outputs)

Cancel

@ Reading mode = Continuous reading without using inputs

In this mode, the reader scan
continuously.

B

Input management

There is no action on input activation.

RFID reader b opti done (detector. ground loop efc.)

roading mods and us
reading moede and use of Continuous reading without using inputs

the inputs

Cancel

ED) - J

Output management

Output type selection
Select the output type and default state for

5 of outputs Output.

Output 4
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@ Reading mode = Trigger of the reading on all lanes

B

Input management If an Input is activated (In1, In2,
In3 or In4), the reader scans
RFID reader behavior options d on external ev tector, ground loop etc.) on all lanes set.
ety it 2 nEe a6 Trigger ofthe reading on all lanes
the inputs
Advanced settings The duration of the reading is
defined in ‘Advanced
Lane 1 ane 3 Lane 4 Settingsl

Behind the reader -

Output management

Output
Select the output type and

us of outputs default state for output.

Output 1

Output 2
Output 3
Output 4
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@ Reading mode = Trigger of the reading on the event lane

If an Input is activated, the reader
scans on the corresponding lane.

B

Input management

RFID reader behavior op d on external event tector, ground loop etc.)

reading mods and us
reseing) e s pes Trigger of the reading on the event lane

the inputs

Cancel

Advanced settings
The reading duration is defined in

tanet ane? taned ‘Advanced settings'.

Behind the reader - Scan fter triggering of the
IFID reading

Qutput management

Select the output type and default
state for output.

Output type selection
outp

Cutput 1

Output 4
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@ Reading mode = Output activation (triggered on outputs)

B

Input management

RFID reader behavior opti d on external ev fecto und loop efc.)

?:;3?;;);{;22123:: Iu[:,e of Output activation (triggered on outputs) =

the inputs

ED) -

Output management

zlection Pull up to v+ -

Output 1
Output 2
Output 3

Output 4
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An action on Input toggles the
corresponding output regardless
of RF function of the reader.

Select the output type and default
state for output.
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Summary table

Reading Mode

Continuous
reading without
using inputs

©

Trigger of the
reading on all
lanes

Trigger of the
reading on the
event lane

Output
activation
(triggered on
outputs)

O]

Input

No action

An action on any
input activates the
reading on all
configured lanes
An action on Input
x activate the scan
on lane x

An action on an
Input toggles the
corresponding
output

SPECTRE ATX 4 READ ONLY

Configurable
Outputs
states?

Yes
by lane

Yes
by lane

Yes
by lane

Yes

Maintain
during
detection
available?
Yes
by lane

Output

- If ‘Continuing during
detection process’' not
activated: the output
state toggles at the
ascent

- If ‘Continuing during
detection process’
activated: the output
state toggles to the RF
detection and remainsin
this state as long as, at
each scan is at least one
detection
Yes - If ‘Continuing during
detection process’ not
activated: the output
state toggles at the
ascent during the ascent
time of the identifier
(physically on the BUS +
200ms

Yes

- If ‘Continuing during
detection process’
activated: the output
state toggles to the RF
detection and remainsin
this state as long as, at
each scan is at least one
detection

No The output state is only
linked to a user action on
the input

Note: as long as the action is detected on the input, the output remains toggled.

Step 6- Light indicator configuration

Step 6 does not exist in the SPECTRE ATX4 configuration wizard.
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Step 7- Reading & communication parameters

.) ULTRYS Administrator = X

I I l t P S Readers configuration
Create a configuration

Version 3.0.0.8

BEEN v B i

é) DDDDDD)

Reading & communication parameters

n
1 O Authenticated UHF data encryption (Secure Mode) ;{( Output protocol selection

ULTRYS settings

O UHF user ID encryption Select output protocol

i@%’ UHF data formatting before uploading to the system  Size of the credential sent to the system (bytes) — 1B

Selection of the UHF data transmission format { O.n Filtering

Mode 1 (Standard) v .
Time between same user ID being read twice —.

Format details

@ O

-6s

p !i |AAJ[BBJICClxx xx ...[XX]|YY]2zZ]

i 1
User credentials Mode

& Previous Next 2>

©)

™

(D Authenticated UHF data encryption (Secure Mode)

When UHF identifier is encrypted,

its maximum size cannot exceed 6

M UHF user ID encryption .:j\] \&/ | bytes
Private key definition {16 b‘_\.rte;a_- Hex) [ o< |

CAIDAS0D284950F9DFE05EFBAFBCBCAE

The EPC can be encrypted and signed before being written in the tag.
The reader will decrypt and authenticate the EPC before sending it on its output media.
Only an EPC correctly decrypted and authenticated will produce an output data, otherwise
the reader will remain mute.
Notes:
e Only UHF tags compatible with “FAST /D”feature and having at least 128 bits of EPC
can be decrypted and authenticated by the SPECTRE Access reader.
The chips compatible with secure encoding are: Monza X, Monza R6P, Monza 4D, this
chip is present into
- TLTA-W5E3M-943_S
- TLTA-W75B-943_S
- lronTag 206
- CCTW490_AN
e The secure mode is not accessible if an EPC mask has been set in ‘Advanced
settings’.
Note: After setting an EPC security key, if you return to step 5 with the Previous button,
and you set an EPC filter, then returning to step 7, the "EPC ID Security" checkmark is
displayed. in gray, the key field is still accessible but not taken into account.
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®

Select output protocol

.};:f Output protocol selection

RE5232 -
R5232

RS5485

Wiegand 26 bits - 3i

Wiegand with LRC custom size
Wiegand custom size

Clock&Data 40 bits -1s0 2B
Wiegand 34 bits - 3Eb

Wiegand 37 bits - 3V

Wiegand 35 bits - 3W

Clock&Data 32 bits - Iso 2H
Wiegand 36 bits (32+4 LRC) - 3Ca
Wiegand 44 bits (40+4 LRC) - 3Cb
Wiegand 32 bits - 3La

Wiegand 40 bits - 3Lb
Clock&Data custom size

RS232 / RS485

SPECTRE ATX 4 READ ONLY

);( Select protocol

Select output protocol RS232 -

Data Hexadecimal -

0 Padding CR O LRC

[0 STH+ETX LF O Ascl

Baud Rate 115200 -

Serial frame:

1 byte X bytes 1 byte 1 byte 1 byte 1 byte
STX Data* LRC CR LF ETX

*Doubled if the ASCII option is activated.

Data Data sent in decimal or hexadecimal format.

Padding Add on the frame leading zeros. If this option is not activated, the leading
zero won't sent.

STX+ETX Add STX (0x02) and ETX (0x03) in the frame.

CR Carriage return (0Ox0D).

LF Line feed (Ox0A).

LRC Checksum byte by XORing of all previously characters without the STX.

ASCI| If this option is activated, the Data will be sent in ASCII mode.

© STid —MU_ULTRYS_V3.0.1_EN
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Wiegand 26 bits- 3i

A—( Select protocol

Select output protocol
Overview of TTL outputs

Wiegand 26 bits - 3i -

Bit 1 P Even parity from bit 2 to bit13
Bit2 ...Bit25 P Data (24 bits)
Bit 26 P Odd parity from bit 14 to bit 25
Lane 4 Lane 3 Lane 2 Lane 1
‘ CLK4 DATA4 CLK3 DATA3 CLK2 DATAZ CLK1 DATA1
EECEEEEEEE - CEEE- -EE
L i T t {
Ant 3
Ant 2
Wiegand with LRC customized size
.:;f Select protocol
Select output protocol Wiegand with customized LRC size -

Overview of TTL outputs

This protocol has the same message structure as the Wiegand 3Ca or 3Cb protocol, but
the number of bytes can be customized (EPC size).

Ant 2

Lane 4 Lane 3 Lane 2 Lane 1
C_LK-! DAIAI: _CLKS DATA_3 CLK2 DATAZ CLK1 DATA1
= CEEEEE - EEEE B
|
Ant 3

Wiegand customized size

.J;f Select protocol

Select output protocal
Overview of TTL outputs

Wiegand with customized size

This protocol has the same message structure as the Wiegand 3La or 3La protocol, but
the number of bytes can be customized (EPC size).

Lane 4 Lane 3 Lane 2 Lane 1
CLK4 DATA4 CLK3 DATA3 CLK2 DATAZ CLK1 DATA1
CEEEEEEEEE e B
I ! ' ?
Ant 3
Ant 2
Decimal Clock&Data - Iso 2B
.:f-f Select protocol
Select output protocol Clock&Data 40 bits - Iso 2B -
Overview of TTL outputs
Version P Iso Size customized
Decoding P Decimal (BCD)
40 bits Data P xcharacters
Values b 09
Lane 4 Lane 3 Lane 2 Lane 1
| CLK4 DATAZ CLK3 DATAZ CLK2 DATAZ CLK1 DATA1
FISCIEICISEIEISIS  [CIlEElE ElE
h T . [J
Ant 3
Ant 2
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Note: the graphic indicating the lanes,
depends on the configuration of the
number of antennas/lanes.
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@ Size of the credential sent to the system (bytes) ——— 1B
Protocol Size in plain mode | Size in secure mode
RS232 / RS485 1b up to 62b b up to 6b
Wiegand 26 bits Fixed to 3b Fixed to 3b
Wiegand with LRC custom size / 1o up to16b 1b up to 6b
Wiegand custom size
Decimal Clock&Data - Iso 2B Tbupto7b Tb up to 6b

@’ UHF data formatting before uploading to the system

Selection of the UHF data transmission format

Mode 1 (Standard) -

Format details

|AA||BBJ|CC|xx xx ...|XX||lYY|ZZ]
-

Mode 1

Mode 1 (Standard)

Mode 2 (Standard reversed)
Mode 3
Mode 4

There are 4 UHF ID formatting modes:

Example: EPC data: AABB CC DD EE xx xx ... VV WW XX YY ZZ with ‘Size of the credential
sent to the system'’ fixed to 4bytes.

[ XX]YY]|ZZ]
EEE—
. Mode 1 . ID feedback = WW XX YY ZZ

Mode 2

(Xx]lyy|zz] 11D feedback = ZZ YY XX WW

Mode 3

o |AA|BB|[CCI|. b feedback = AA BB CC DD

AA|BBJCC
-
. Mode 4 :ID feedback = DD CC BB AA
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© @, Filtering

Time between same user D being read twice e § 5

The reader emits the credential code present in the field only once during this time.

This time is adjustable from O to 30 seconds.
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Step 8- User Security Roles

No configuration loaded

ULTRYS settings

User credentials

—

Version 3.0.0.8

User Security Roles

User profiles and user rights definition

= (o]
Administrator (all rights)

@
O M

User 1

Customize user rights

@
04
User 2

Customize user rights

€ Previous

SPECTRE ATX 4 READ ONLY

Administrator - X

Readers configuration
Create a configuration

BEEN v 2 i

BB - )

Next >

ULTRYS allows to manage three different profiles by configuration file.

[
7 g
Administrator (all rights)

[
O M

User 1
Customize user rights

]
O A
User 2
Customize user rights

Pass

word Administrator

Define an Administrator password to
protect the configuration file.

y_
- aQ
Administrator (all rights)

[
« M

User 1
Customize user rights

[ ]
my Y

User 2
Customize user rights

Pass

word User 1

User rights management User 1

]

O
[m]
]

Modify/Back up a configuration
Create a configuration badge (SCB UHF)
Load a configuration into the reader

Create user credentials

Define a User 1 password and select
the corresponding rights.

=Y o)
Administrator {all rights)

@
o A

User 1
Customize user rights

(]
1 -

User 2
Customize user rights

Pass

word User 2

User rights management User 2

]

[m]
O
O

Modify/Back up a configuration
Create a configuration badge (SCB UHF)
Load a configuration into the reader

Create user credentials

Define a User 2 password and select
the corresponding rights.
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Step 9- Configuration save and protect

No configuration loaded 4 BEEEN v @ i
BBDDDDI)D,
& Configuration save and protect
a’:@'} Configuration save and protect

ULTRYS settings

Create a name (maximum 14 characters)

Customizing .ucg file protection

©0

User credentials

@ B Save as @ Summary of my configuration @

€ Previous

This step allows you to save the configuration file containing all the current configuration settings
(keys, formats, reader...). You can select a location and password to protect the file.

@ Choose a name to easily find the configuration. (example: Parking IN).

Note: the name of the configuration must be contained in the file name.

To protect the configuration file, you can define a password. This password is different from
Administrator password.

@ Select a directory and a file name to save.

The name and location of ‘Configuration Loaded’ indicates now the chosen name and
location.

@) ULTRYS

uLtrys.

Configuration chargée : Parking IN (i

 O\Farking IN-01.ucg)
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@ Get a summary of the configuration created

Installation overview

M uctrys

Version 3.0.0.8

Summary of configuration settings

This document contains all the configuration settings needed to install the reader
and antennas on site.
For further information on installation, please referto the |nstallation procedure

#Configuration detoils

Configuration name : MyConfigName
Created on
Updated on 10/26/2021 10:03

#Regulation of frequency bands
Frequency bands / Countries : France - ETS|

Duty cycle 0.975
Channels (MHz) 867,5 866,9 866,3 865,7
ERP: 2000 mw

#Reader + antenna configuration
Reader : ATX4 Reader
Antenna SPECTRE antenna

Tde2 )

e

-

Print: allows printing of configuration information on a network, local or virtual printer (PDF).

© STid —MU_ULTRYS_V3.0.1_EN
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10. Reader configuration SPECTRE ATX4 OSDP™

10-1 ULTRYS settings

Administrator — X

ULTRYS settings
Communication

No configuration loaded

Communication

(\n\{;’j Port selection for encoder or reader
50) connection
O s

ULTRYS settings

Select device ARC-W55-G/UD4-5AA [COM9]  ~

Readers configuration 7 Refresh
SO Connectivity test
QN

User credentials

» Connect the SPECTRE ATX4 reader to the PC using the provided USB cable to load the
configuration via serial link directly onto the reader.

or

» Connect an UHF encoder to the PC to load the configuration onto UHF OCB

configuration card.
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To set the communication port

1- Click on ‘Refresh’ to detect all
Select device Select a reader - readers connected to the PC.

7 Refresh

SO cConnectivity test

2- Open the dropdown list Select

Select device ARC-W55-G/U04-5AA [COMI] - .
device

e ) . .
o EEEL COM3 3- Readers whose firmware is = 8 will

appear in the drop-down list under
p Connectivity test their commercial reference.

Select the communication port
number for the encoder or reader
or select the reader to use.

i COoM3 - .
Select device 4- Run the connectivity test

7 Refresh

SO connectivity test

| Device detected: Version 7 (29.7)

Message OK (with indication of the firmware

version),

Message: Failed

Failed to connect; check - Check the compatibility of the reader.
communication port and connect a

compatible reader - Check the USB cable.
- Check the Baudrate reader: it must be

fixed to 115200.

Note: during the connectivity test on a UHF encoder, a sound and light signal (orange) will be
emitted for 1 second.
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10-2 Create new configuration

Administrator = X

Readers configuration

Create a configuration

UHF frequency band regulation

Installation country selection

The UHF frequency bands depend on the installation
location

France - ETSI ¥

oo R T S

Create new Open an existing configuration into

—4

Readers configuration configuration configuration the reader

Check that your reader is
compatible with regulations

User credentials

Next >

The reader configuration is done in 7 steps. To move from one stage to another, you must click
on “Next".

n UHF frequency band regulation

1 >ﬂ Configuration protection loaded into the
reader

1 }E}B Reader configuration

Step 4 does not exist in the SPECTRE ATX4 OSDP™ configuration wizard

1 » 2 }) 3 ) B Installation configuration

Step 6 does not exist in the SPECTRE ATX4 OSDP™ configuration wizard

1 » 2 )) o ) ) 5 ) n Reading & communication parameters

B B DD ser Security Roles

1 )) 2 )) 3 ) ) 5 ) E}ﬂ Configuration save and protect
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Step 1- UHF frequency band regulation

SPECTRE ATX 4 OSD

Administrator - X

Readers configuration
Create a configuration

—

Version 3.0.0.8

No configuration loaded

ULTRYS settings

I
m
z
4
L]

UHF frequency band regulation
Installation country selection

The UHF frequency bands depend on the installation
location

France - ETSI

Duty cycle: 0.975

Channels: @

ERP: 2000 mW

Check that your reader is
compatible with regulations

User credentials

Description of regulatory frequency band

40

®

Next >

The frequency bands depend on the installation location

Andorra - ETSI -

Andorra - ETSI

Australia - AustraliaCustom1
Austria- ETS!
Azerbaijan - ETSI
Belgium - ETSI
Bosnia-ETSI
Bulgaria - ETSI
Canada -FCC
Croatia - ETSI

Cyprus - ETSI

Czech Republic- ETSI
Denmark - ETSI
Estonia- ETSI
Finland - ETSI
France-ETSI
Germany - ETSI

Type the first characters to display a country or select the
country in which the installation will be done.

For a country which is not in the list, please contact STid:
support@stid.com.

@ To approve the feasibility to install your reader in the selected country, you can check the

compatibility.

Reader ID

© STid —MU_ULTRYS_V3.0.1_EN
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With USB reader connection

1- Connect the reader and set the
communication COM port.

2- Select ‘Connect your reader’

3- Please confirm

Reader ID

Reader’s frequency band compatible with
selected country’s regulations

Message: OK

Reader’s frequency band incompatible
with selected country’s requlations
Message: NOK

The reader can't be installed in the

selected country.

No reader connected, check your USB
connection and communication settings
- Check the USB cable

- Check the communication with reader

With reader part number

Reader ID

Enter the first 5 characters of the reader part number

Example: ATX4W43, ATX4W53

Message: OK

Reader’s frequency band compatible with
selected country’s regulations

| Incorrect reader reference number

Message: the reference reader is not compatible

with regulation selected.
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Step 2- Configuration protection loaded into the reader

Administrator — X

Readers configuration
Create a configuration

No configuration loaded BEEEN v @ i

) -

& Configuration protection loaded into the reader

i@} Protection code definition

ULTRYS settings

The protection code is a data that can be customized by the administrator to protect the
configuration of a reader during installation

Modifying this configuration requires the protection code

e
@ Al readers have the default protection code “FFFFFFFFFF”
=

Readers configuration We recommend you to change the default protection code the first time you carry out the
configuration process

Enter FFFFFFFFFF in the “Protection code” field and specify the new protection code
(hexadecimal) in the "New protection code” field

O
"'@ Protection code FFFFFFFFFF
User credentials
<
New protection code E’
& Previous Next >

SPECTRE ATX4 readers are initially supplied with a default configuration and a protection code
to OXFFFFFFFFFF.

The size of this protection code is 5 bytes (10 hexadecimal characters).

After the initial setup and in order to reconfigure the reader, it will be necessary to present an
UHF OCB card or a configuration file with the same ‘protection code’ as the reader.

e
Random protection code generator.

Caution

This protection code is important and should definitely be kn
It protects the configuration data and allows reader c

If you lose this protection code, you won't be able to reconfig
reader must be reset at the factor

To change the protection code, it will be necessary to know t

249
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Step 3- Reader configuration

.) ULTRYS Administrator = X

I_I L t P H S Readers configuration

Version 3.0.0.8 Create a configuration

No configuration loaded BEEN v ] i

Reader configuration
@ g

£

ULTRYS settings
SPECTRE SPECTRE NANO ATX ATX4

Read only 0SDP Read only 0SDP Read only 0SDP Read only 0SDP

Readers configuration

O S
(= ©)

User credentials
. 7 i‘\.‘ Auto detection
Firmware v13 * L Connect and check my reader configuration

& Previous Next 3>

@ Selecting the reader type
SPECTRE ATX4 readers can be configured in OSDP™ mode from firmware 10.
@ Selecting Firmware
You must select the firmware version that is compatible with your reader.
To do so, you can manually select the reader and firmware version, or you can use the

function "Auto detection — Connect and check my reader configuration".

Compatibility between firmware readers and ULTRYS versions

ULTRYS softwares
ULTRYS V2.0 ULTRYS V2.1 ULTRYS V2.4 ULTRYS V3.x
v v v v
v v
v

w
=
2
5
=
2
]
z
=
=
[
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With USB reader connection

1- Connect the reader via USB cable
Readeyly peiiciocion provided. Configure the
communication parameters.

2- Select the Connect your reader.

3- Click on Confirm.

Message : NOK
No reader connected. check your USB
connection and communication settings Check the USB cable

- Check the communication with reader

With reader’'s number reference

Reader type detection

Enter the first 6 characters of your reader’s
reference number

Examples: ATX4W43, ATX4W53

Message: NOK

| Incorrect reader reference number

Check your reader’'s reference number
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Step 4- Antenna type selection

The OSDP™ SPECTRE ATX4 reader only works with the new SPECTER antennas (ANT-UHF2)

Step 4 does not exist in the SPECTER OSDP™ setup wizard.

Step 5- Installation configuration

Administrator X

Readers configuration
Create a configuration

No configuration loaded =N v B i
& Installation cgnfiguration
%)’;é} Lane 1 » @ @
ULTRYS settings ‘Advancad
settings
4 2 >@ ﬁ
= @ <
Input/Output
settings
Readers configuration a4
Remove a @ Add
O \\ lane a
G).i lane
User credentials
& Previous Next >

@ Name the lane

Maximum 10 characters.

For example, Entryl...

@G Add / Delete lane

Use ‘Add /Delete lane’ to configure the number of lanes you will use in your application.
The default setting is one antenna on the first lane.

For more information about the possible combination please refer to the document
NA_SPECTRE.

© STid —MU_ULTRYS_V3.0.1_EN 252



=
: )> s I Id SPECTRE ATX 4 OSDP™

In OSDP™, the lane number corresponds to the "Reader Number":

E'xpEl::tEd by the OSDP V2.1.7 prutl:l col.

Reader Number byte definition :
Reader Number byte = 0 => "First Reader"” (Lane 1)
Reader Number byte = 1 => "%econd Reader” (Lane 2

der Number byt

e
Rea te =
eader Humber byte =

2 == "Third Reader” {Lane 3)
R 3

== "Fourth Reader” (Lane 4)

Close
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(® Add/Remove antenna on lane

Set the number of antennas on the corresponding lane.

SPECTRE ATX 4 OSDP

When an antenna is added, the RF port to which the antenna has to be connected appears
on the reader with corresponding color to help the installation.

No configuration loaded

ULTRYS settings

Readers configuration

O N

User credentials

i

Administrator — X

Readers configuration
Create a configuration

BEN v

Ok B

Installation configuration
Lane 1 »

LUIENN 1.5 nhcable

Remove a
lane

€ Previous [ Next >

B

&

Advanced
settings

Input/Output
settings

-+

Add a
lane

RF ports are assigned in order to add the antennas in the configuration wizard.When an
antenna is removed from the configuration, the RF port connection for other antennas does not

change.

Example: Ant 2 deleted from lane 1 and added to lane 2.
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SPECTRE ATX 4 OSDP™

() Select the cable length for each antenna

Lane 1 »

3 m cable
9 m cable
12 m cable

8 m cable {2 x 3 mj
3mcable {2x1.5m)

4.5 m cable {3 m +1.5 m)

For each antenna, select the cable length you would like to use between antenna and reader.
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® Advanced settings

Advanced settings

e Lane 1 ‘

o Behind the reader o i fter triggering of the
) g
o Power | >

Power

ader will only send to the sy
the filter

- The reader will onl
th an RSS! belo

Select the lane to configure. The lanes selected in installation setup are in white, unused lanes
are grayed out. When a lane is selected in Advanced parameters it is written in blue.

Select / Change the cable length between the antenna and the reader.

Adjust the power of each antenna (from 10% to 100%) to adjust the reading distances.
Adjust the timing for a scan (reading) by step of 1 second (max 30s).

This setting is taking into account only if Input type selection is set to Activating all lanes or

Activating the event lane.

The EPC filter is not available in Secure Mode.
Enter the value for EPC Mask, max 62 hexadecimal bytes.

Adjust the value for offset EPC mask in bytes (O to 61). It depends on the EPC Mask length.

Filter inversion not selected: only tags with an EPC value corresponding to the EPC mask value
will be provided to the user.

Filter inversion selected: only tags with an EPC value different from the EPC mask value will be
provided to the user.

©0 ©®© GO0 0

RSSI (Received Signal Strength Indication) is a measure of the power in reception of the tag
response. The value returned by the reader is proportional to the amplitude of the reception
signal

Adjust the RSSI value (-110dBm to 0dBm). OdBm deactivates the RSSI filter.

Filter inversion not selected: only tags with an RSSI greater than or equal to the specified value
will be provided to the user.

Filter inversion selected: only tags with an RSSI smaller or equal to the specified value will be
provided to the user.

© O

Ex: RSSI filter = -49f=dBm + Reversal not selected
A tag that will have a RSSI value of -20dBm will be sent back,
A tag that will have a RSSI value of -60dBm will not be sent back.

Scan time, EPC filter and RRSI filter settings are the same for antennas on the same lane. The
cable length and RF power antenna are set for each antenna.
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Example I: 4 antennas on lane 1.

Advanced settings

Lane 1

Behind the reader =

Power 41 >

EPC filter
1.5 m cable <

Power 41

JYUEN 1.5 m cable v ilter in ader will only

wvithout the filter

RFID reading

Power 41 >

Power 1
. < nd to th

1e defined

Example 2: 2 antennas on lane 1 et 2 antennes on lane 2.

Advanced settings Advanced settings

Behind the reader -

Power « 100% B Power

EPC filter EPC filter

Power ) Power

RSSl filter
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EPC Filter
Examples:

Code EPC Tag 1: AAAAABCDO0O00000000000001
Code EPC Tag 2: AAO2ABCD0O000000000000002
Code EPC Tag 3: AAO2ABCD0O0O00000000000003
Code EPC Tag 4: AAO2FFFFOO00000000000003

1- EPC mask = AA AA and Offset=0

Tag 1: AAAAABCDOO0O0O000000000001
Tag 2: AAO2ABCDO0O0O0000000000002
Tag 3: AAO2ABCDOO0O0O000000000003
Tag 4 : AAO2FFFFOO00000000000003

Only tag 1is transmitted.

2- EPC mask = AA AA AA and Offset=0

Tag 1: AAAAABCDOO00000000000001
Tag 2: AAO2ABCDOO00000000000002
Tag 3: AAO2ABCDO0O00000000000003
Tag 4: AAO2FFFFOO00000000000003

No tag is transmitted.

3- EPC mask=01and Offset=11

Tag 1: AA AA AB CD 00 00 00 00 00 00 00 01
Tag 2: AA 02 AB CD 00 00 00 00 00 00 00 02
Tag 3: AA 02 AB CD 00 00 00 OO 00 00 00 03
Tag 4: AA 02 FF FF 00 00 OO OO0 00 00 00 03

SPECTRE ATX 4 OSDP™

EPC filter

rstem the

EPC filter
EPC mask
EPC mask position (byte)

0 Filter inversion: The reader will only send to the system the
EPCs without the filter

EPC filter
EPC r
EPC r sition (byte)

0 Filter inversion: The reader will only send to the system the
EPC hout the filter

Offset is represented in blue; the filter is done on byte 12.

Only tag 1is transmitted.

4- EPC mask = AB and Offset=2

Tag 1: AAAA AB CD 00 00 OO 00 00 00 00 01
Tag 2: AA 02 AB CD 00 00 OO0 00 00 00 00 02
Tag 3: AA 02 AB CD 00 00 OO 00 00 00 00 03
Tag 4: AA 02 FF FF OO0 00 OO0 00 00 00 00 03

Tags 1,2 and 3 are transmitted.

5- EPC mask = AB, Offset =2 and Reversal
Tag 1. AA AA AB CD 00 00 O0 00 00 00 00 01
Tag 2: AA 02 AB CD 00 00 00 00 00 00 00 02

Tag 3: AA 02 AB CD 00 00 00 00 00 00 00 03
Tag 4: AA 02 FF FF OO0 00 OO0 00 OO0 00 OO 03

EPC filter

sition (byte)

sion: The reader will only send to the system the
out the filter

Tags 1,2 and 3 are not transmitted. Only tag 4 is transmitted.
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(@ Input/output settings

B

Input management

RFID reader behavior options based on external events (detector, ground loop etc.)

. Continuous reading without using inputs -
reading mode and use of e 2bb

the inputs

The configuration of the outputs depends on the reading mode chosen.

D)

Output management

Qutput type selection Pull up to v+ -

s of outputs
Maintain during
detection

Output 4

Both types of output are « Pull up to V+ » or « Open drain ».

Status of outputs: select for each output the default state ‘Open’ or ‘Closed’ and if the state is
maintained during the detection process.

© STid —MU_ULTRYS_V3.0.1_EN 259



=
: )’ s I Id SPECTRE ATX 4 OSDP™
B>

Input management
RFID reader behavior options based on external events (detector, ground loop etc.)

Selection of the RFID
reading mode and use of

the inputs e

0 Trigger of the reading on the event lane

Cancel

Continuous reading without using inputs

Trigger of the reading on all lanes

@ Reading mode = Continuous reading without using inputs

B

Input management .
5 s In this mode, the reader scan

continuously.

RFID reader behavior optic =d on external events (deiector, ground loop etc.)

roading mods and us
reading mede and use of Continuous reading without using inputs

the inputs

There is no action on input activation.

KD -

Qutput management

Output on Pull up to V+ -

of outputs

Select the output type and default state for
output.
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@ Reading mode = Trigger of the reading on all lanes

DE) If an Input is activated (In1, In2, In3
or In4), the reader scans on all
lanes set.

Input management

RFID reader be pii d on external eve ound loop efc.)

roading mode and us
resting miadte s nes Trigger of the reading on all lanes -

the inputs

Cancel

The duration of the reading is
defined in ‘Advanced settings'.

Advanced settings

Lane 1 ane 2 a 3 Lane 4

Behind the reader - fter triggering of the

Output management

Select the output type and default
Output state for output.

outputs
Output 1

Output 3

Cutput 4
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@ Reading mode = Trigger of the reading on the event lane

B

If an Input is activated, the reader

Input management .
scans on the corresponding lane.

RFID reader beh D on external ev tector, ground loop etc.)

roading mode and us
q Trigger of the reading on the event lane =
reading mode and use of L 2

the inputs

Advanced settings

The reading duration is defined in
‘Advanced settings'.

Lane 1 a 2 3 Lane 4

Behind the reader - Scan fter triggering of the

FID reading

Qutput management

Select the output type and default
state for output.

Output type selection
outp

Cutput 1

Output 4
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Summary table

Reading Mode Input Configurable Output
Outputs
states?
@ Continuous No action Yes The output state toggles at
reading without by lane the ascent

using inputs

Trigger of the An action on any Yes The output state toggles at

reading on all input activates the by lane the ascent during the
lanes reading on all ascent time of the identifier

configured lanes (physically on the BUS +
200ms
Trigger of the An action on Input Yes
reading on the | xactivates the scan by lane
event lane on lane x

Step 6- Light indicator configuration

Step 6 does not exist in the SPECTRE ATX4 configuration wizard
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Step 7- Reading & communication parameters

.:) ULTRYS Administrator - X
l I l t lq Readers configuration
Version 3.0.0.8 Create a configuration
No configuration loaded BEEEN v @ i
& Reading & communication parameters
n
g:@} 1 ) (©) Authenticated UHF data encryption (Secure Mode) ;;( Output protocol selection
ULTRYS settings
[J UHF user ID encryption Output protocol RS485 - OSDP
S i@%’ UHF data formatting before uploading to the system  Data Hexadecimal @
: Selection of the UHF data transmission format Baud rate 9600 v
Mode 1 (Standard) v
Size of the credential sent to the system (bytes) [ | 1B
Format details
{9. Filtering
O ﬁ\ AA|BBI|[CClxx xx ...IXXIYY|ZZ Time between same user ID being read twice =f 6s @
(S —
User credentials Mods:1
& Previous Next 2>

™
(D Authenticated UHF data encryption (Secure Mode)

its maximum size cannot exceed 6
bytes

| When UHF identifier is encrypted,

UHF user ID encryption (j\]
Private key definition (16 b'_ﬂea—- Hex) [ o |

CA3IDAS0D284959FIDFE0SEFBAFBCBCAE

The EPC can be encrypted and signed before being written in the tag.
The reader will decrypt and authenticate the EPC before sending it on its output media.
Only an EPC correctly decrypted and authenticated will produce an output data, otherwise
the reader will remain mute.
Notes:
e Only UHF tags compatible with “FAST /D”feature and having at least 128 bits of EPC
can be decrypted and authenticated by the SPECTRE Access reader.
The chips compatible with secure encoding are: Monza X, Monza R6P, Monza 4D, this
chip is present into
- TLTA-W5E3M-943_S
- TLTA-W75B-943_S
- lronTag 206
- CCTW490_AN
e The secure mode is not accessible if an EPC mask has been set in ‘Advanced
settings’.
Note: After setting an EPC security key, if you return to step 5 with the Previous button,
and you set an EPC filter, then returning to step 7, the "EPC ID Security" checkmark is
displayed. in gray, the key field is still accessible but not taken into account.
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@ .J}f Output protocol selection

Qutput protocol RS485- 05DP
Data Hexadecimal
Baud rate 9600

9600 -

9600

19200

38400
57600

The only modifiable parameter is the baud rate. %2

Size of the credential sent to the system (bytes) [ | 1B
Protocol Size in plain mode Size in secure mode
RS485 Tb up to 62b Tb up to 6b

@ @’ UHF data formatting before uploading to the system

Selection of the UHF data transmission format

Mode 1 (Standard) A

Format details

AA|BB|CC|xx xx ... XX]|[YY]|zZ

—_—
Mode 1
Mode 1 (Standard)
Mode 2 (Standard reversed)
Mode 3

There are 4 UHF ID formatting modes: "%

Example: EPC data: AABB CC DD EE xx xx ... VV WW XX YY ZZ with ‘Size of the credential
sent to the system'’ fixed to 4bytes.

XX|[YY]|ZZ]
—’.

° Mode 1

. ID feedback = WW XX YY ZZ

Mode 2

B E——
XX YY|zZ]

Mode 3

11D feedback = ZZ YY XX WW

—,,
. laajBBjcc]

1 ID feedback = AA BB CC DD

[AA|BBJ|CC]
-

° Mode 4

1 ID feedback = DD CC BB AA
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® {"C;J, Filtering

Time between same user |D being read twice ] ——— 6 s

The reader emits the credential code present in the field only once during this time.

This time is adjustable from 0 to 30 seconds.
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Step 8- User Security Roles

Administrator - X

S Readers configuration

Version 3.0.0.8 Create a configuration

No configuration loaded BEEEN v @ i

BB - )

& User Security Roles
@ User profiles and user rights definition

ULTRYS settings

=) (o]
Administrator (all rights)

@
my —

User 1

Customize user rights

A

User credentials User 2

Customize user rights

€ Previous Next >

ULTRYS allows to manage three different profiles by configuration file.

] . Define an Administrator password to

= AQ
Administrator (al rights peemedamsser | protect the configuration file.

[
O M

User 1
Customize user rights

]
O A
User 2
Customize user rights

S
= m P d U 1 T
Administrator (all rights) assword User Define a User 1 password and select

the corresponding rights.

User rights management User 1

‘ [0 Modify/Back up a configuration
User 1 [0 Create a configuration badge (SCB UHF)
Customize user rights
[0 Load a configuration into the reader
. [0 Create user credentials
O M
User 2
Customize user rights

@
Em Password User 2
Admini {all rights) "
st (al o Define a User 2 password and select
u ight: t U 2 . .
serrignE mAnsgEment e the corresponding rights.
- O Modify/Back up a configuration
User 1

[0 Create a configuration badge (SCB UHF)
Customize user rights
O Load a configuration into the reader
. [0 Create user credentials
= M
User 2
Customize user rights
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Step 9- Configuration save and protect

.) ULTRYS Administrator - X

l I ' t P S Readers configuration
\ Create a configuration

Version 3.0.0.8
No configuration loaded o BEEEN v @ i

BB

& Configuration save and protect

@ Configuration save and protect

ULTRYS settings

Create a name (maximum 14 characters)

Customizing .ucg file protection

©0

User credentials

@ B Save as Summary of my configuration @

€ Previous

This step allows you to save the configuration file containing all the current configuration settings
(keys, formats, reader...). You can select a location and password to protect the file.

@ Choose a name to easily find the configuration. (example: Parking IN).

Note: the name of the configuration must be contained in the file name.

To protect the configuration file, you can define a password. This password is different from
Administrator password.

@ Select a directory and a file name to save.

The name and location of ‘Configuration Loaded’ indicates now the chosen name and
location.

@) ULTRYS

uLtrys

Version 3.0.0.1

| NFarking IN-01.ucg)

Configuration chargée - Parking IN (P
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@ Get a summary of the configuration created.

SPECTRE ATX 4 OSDP™

S

Version 3008

Resumen de |os pordmetros de configurocidn

Este incluye todos los pard de configuraci6 para la 6n del
leclor y de las antenas in sitio.
Para mas informacion sobre la instalacién, consute Manual de instalacién

#Detalles de lo configurocion

Nombre de la configuracion . MyConfigName
Creada el -

Actualizado el 26/10/2021 1003

#Regulacidn de las bandos de frecuencia

Bandas de frecuencia / pais - Francia - ETSI

Ciclo de frabajo 0575

Canales (MHz) 867,5 866,09 866,3 865,7
2000 mw

#Configuracitn del lector + antena(s)

Lector -
Antena :

Lector ATX4
Antena SPECTRE

Resumen de instalacién

Tde2)

fE—

Lane 1

Print: allows printing of configuration information on a network, local or virtual printer (PDF).
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11. Open an existing configuration

Administrator = X

Readers configuration
Version 3.0.0.8

Create a configuration
No configuration loaded

& UHF frequency band regulation

Installation country selection

The UHF frequency bands depend on the installation
location

France - ETSI

-

BE

Load a
Create new Open an existing = configuration into
configuration configuration

Check that your reader is
p compatible with regulations

the reader

User credentials

Next >

CAUTION: To open an SNA configuration, use ULTRYS v3.0.X minimum.

11.1 Configuration file

Open an existing configuration

) O} &

Configuration file

Reader via USB
(.ucg)

Configuration badge
(SCB UHF})
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Nom b fcier: - mcwsmenriccas <| | 1- Select a configuration file .ucg on your PC
e H e | or USB stick.

Open a configuration from a configuration file

2- If the file has been protected for reading,
enter the password and confirm.

=} i)

Reader via USB Configuration badge
"B UHF)

C:\Program Files (x86)\STidWLTRYS v3.0
\SMA_Salon_expo.ucg

Configuration file path

3- Select the profile to use and enter the

Confirm your user rights . .
corresponding password. Please confirm.

Configuration name Parking IN

Profile

sword Administrator

Userl
User2
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11.2 Reader via USB

Open an existing configuration

=) 3

Configuration file ader via USB Configuration badge
{.ucg) (SCB UHF)

Open a configuration from a reader 1- Connect the reader via USB
cable provided.
2- Configure the communication

ﬁ ,_P parameters.
= 3-

Please confirm.
Configuration file Reader via USB Configuration badge
(.ucg) {SCB UHF)

4- Select the profile to use and the
corresponding password. Please
confirm.

Confirm your user rights

Configuration name Parking IN

Profile Administrator M

e
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5- ULTRYS then displays the
Reguiating frequency bands configuration wizard with all

Selecting country of installation

settings loaded from the reader.

b 0

Next 2

MNo device detected on
communication port Check connection and COM port

settings.

Note for an SNA configuration:

Depending on the permissions defined when creating the SNA reader configuration in step 9,
the UHF and / or Bluetooth® settings will not be loaded

Configuration save and protect

Create a name (maximum 14 characters) NANO-BLUE

Customizing .ucg file protection
O Disable the reader from taking into account the next UHF configuration cards. The
next reader configurations will be done only by USB

Allow ULTRY'S to retrieve and open the reader and UHF parameters from the reader |
(USB) and the configuration card

(e~ta)

Allow ULTRY'S to retrieve and open the reader and Bluetooth® parameters from the 'E\‘
reader (USB) and the configuration card p
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11.3 Configuration badge (SCB/OCB UHF)

Open an existing configuration

=k

Configuration file Reader via USB Configuration badge
{.ucg) (SCB UHF)

Open a configuration from a configuration card 1- Connect an UHF encoder (ARC,
STR or GAT Desk).
2- Configure the communication

N — N settings.
'*P l F 3- Present the SCB/OCB UHF to

Configuration file Reader via USB Configuration badge the encoder.
oER, (SCB UHF) 4- Please confirm.

an
Cancel Confirm

Confirm your user rights 5- Select the profile to use and the

corresponding password. Please
Configuration name confirm.

Profile

Administrator -
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O i 6- ULTRYS then displays the

v rys.. st s configuration wizard with all
settings loaded from the

UHF frequency band regulation

Installation country selection SC B/OCB U H F.

The UHF fraquency bands depend on the installation
lacation

Checkthat you resder i
Compatibe with reguiston:

User credentials

Next 2>

No reader connected, check your
USB connection
and communication settings.

settings.

Note for an SNA configuration:

Check connection and COM port

Depending on the permissions defined when creating the SNA reader configuration in step 9,

the UHF and / or Bluetooth® settings will not be loaded

Configuration save and protect

Create a name (maximum 14 characters) NANO-BLUE

Customizing .ucg file protection

Disable the reader from taking into account the next UHF configuration cards. The

o next reader configurations will be done only by USB

Allow ULTRY'S to retrieve and open the reader and UHF parameters from the reader | i\l

| - (1)
(USB) and the configuration card L

0 Allow ULTRY'S to retrieve and open the reader and Bluetooth® parameters from the 'E\‘

reader (USB) and the configuration card

© STid —MU_ULTRYS_V3.0.1_EN

275



C.8Tid

12. Load the configuration into the reader

.) ULT! Administrator - X

l I‘ l I » S Readers configuration
Create a configuration

Version 3.0.0.8

No configuration loaded

& UHF frequency band regulation

ii)} Installation country selection

ULTRYS settings :;hceatli}o}:r frequency bands depend on the installation

France - ETSI N4

e

Create new Open an existing | configuration into
Readers configuration configuration configuration the reader

Check that your reader is
p compatible with regulations
O

User credentials

Next >

.) ULT Administrator - X

I I ' t I-‘ S Load a configuration into the reader
Loading mode selection

Version 3.0.0.14

i
m
z
4
LR}

Conf Mobile 1D (from USB reader)

Loading mode selection
@ g

o

ULTRYS settings

Readers configuration

)
9

o)
€

O
Loading the configuration into the Configuration badge

User credentials reader (SCB/OCB UHF)

Load »
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12.1 Loading the configuration into the reader

0

ULTRYS settings

’frf\;\

Readers configuration

QS

User credentials

Loading mode selection

Loading the configuration into the

Administrator X

Load a configuration into the reader

Loading mode selection

Configuration badge
(SCB/OCB UHF)

Load 3>

1- Connect a reader via
USB cable.

2- Configure the
communication
settings.

3- Configure the latency of com port to1

477 Ports (COM et LPT)
'3 PCle to High Speed Serial Port (COML)
'3 PCle to High Speed Serial Port (COMZ)
Y PCle to Multi Mode Parallel Port (LPT3)
3 USB Serial Port (COMLE)

-
USB Serial Port (COM1) Properties

Double click on the good COM port number.

Port Settings | Driver | Details

-
Paramétres avancés pour COM3

E

Data bits:

Stop bits: |1

Flow control:

Bits per second: | 3600

==)
Pary

—_—

Open Advanced...

© STid —MU_ULTRYS_V3.0.1_EN

Mumeéra de port COM: comM3 =

Longueurs des trames USE

Choisir une valeur faible afin de corriger 'apparition d'anomalies & débit réduit.

Choisir une valeur haute afin de priviégier la rapidité.

Réception (Octets):
Transmission {Octets): 4096 -

Options BM
Choisir une valeur faible afin de corriger les problémes de
réponge.

Temps de latence (msec):

Délais

Délai d'attente minimum en lecture
(msec):
Délai d attente minimum en criture
(msec):

——
Valeurs par défaut

Divers

Enumérateur de périphérique série
Imprimante série

Inwvalider si hors tension

Notification d'événements inattendus

Valider RTS & la fermeture du port
INValiger 1eS SIgNAUX 0e CoNTole MULEM 8

[ S

Enable Selective Suspend

Selective Suspend Idle Timeout (secs): [:]

OoEEEOoE

Put Latency on “16"

2

~
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ULTRYS settings

=
=l

User credentials

Loading the configuration nto the

Load a configuration into the reader
Loading mode selection

4-  Load.

Configuration badge
(SCB/OCB UHF)

Load 2>

& Loading a configuration
Press
ey

N

Ultrys settings

e — ]
)
—

Configuring readers

oh

User IDs

<X Previous

Administrator = X

Load a configuration into the reader
Selecting loading mode

5-  Close.

ULTRYS then displays the
home page.

Configuration successfully loaded

| Site codes mismatch

| RF regulations mismatch

| The reader type of the current configuration is incompatible with the connected reader

The firmware version of the reader is not compatible with the current configuration

© STid —MU_ULTRYS_V3.0.1_EN

Error the site code of the SPECTRE reader is not
the same in configuration file.

The selected RF regulation is not compatible with
the reader.

The reader type of the current
configuration is not compatible
with the connected reader.
Change reader type in Step 3.

The firmware version of the

reader is not compatible with the
current configuration. Change
firmware version in Step 3.

278



C28Tid

12.2 Configuration card (SCB/OCB UHF)

@) ULTRYS

uLtr = - T— 1- Connect an UHF encoder
H w— it Loading mode selection (STR, ARC UHF or GAT
NANO-BLUE reader) EEN v e (;
p| Desk).
g{é\j{;} Configuration loading 2_ Conﬂg ure the
s communication settings.
3- Present a compatible
e\

) SCB/OCB UHF card to the

=
e encoder.

s 4- Load

i

)
User credentials
Loading details
& Previous Cancel X
Load a configuration into the reader
- Configuration loading

ULTRYS setings 5-Close. ULTRYS then

displays the home page.

tails
uccessfully created Configuration successfully loaded

< Previous

No SCBIOCE UHF badge available The tag presented to the encoder is hot compatible to create a

SCB/OCB UHF or is not in RF Field.

Note:

The UHF encoder uses a blue light signal to indicate that the writing of the configuration is in
progress. A green light and an audible signal, emitted for 1 second, indicates that the

configuration has been written correctly. A red light and an audible signal, emitted for 1 second,
indicates a writing error.
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13. User credentials

The user credentials encoding is done in three steps. To move from one step to another, you
must click on “Next”.

n Configuration details loaded

1 Dn User ID definition
1 )E)B Encoding tags

Step 1- Configuration details loaded

Ultrys v2 Administrator — X

u L t I-‘ H S Create from a configuration

Version 2.0.0.2 Create your user ID and password from a configuration

No configuration loaded

Creating user IDs

Configuration details loaded

s

Ultrys settings

Configuration name :
Open with profile : Administrator
Regulating frequency bands :

4/ "i Select protocol :

" EPC size (bytes):

\4} Secure mode :

=— EPC Filtering:

Configuring readers
User IDs
[ EPC filter Check user ID information before encoding
Select the lane QS’ Tag autodiagnosis
Next >
User credential creation
Configuration details loaded
Check the configuration
loaded is the correct one

Configuration name : encoding
Open with profile : Administrator
UHF frequency band regulation : France - ETSI to use O r O pe n th e
Select protocol : Wiegand custom size . .
Size of the credential sent to the system (bytes) : 3 CcO nflg uration to use.
Secure mode : Disabled
EPC Filtering:

-Lane 1: EPC mask (Hexadecimal) : /EPC mask position (byte): 0
-Lane 2 : EPC mask (Hexadecimal) : /EPC mask position (byte): 0
-Lane 3: EPC mask (Hexadecimal) : /EPC mask position (byte): 0
-Lane 4 EPC mask (Hexadecimal) - / EPC mask position (byte) : 0
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Caution: If the authenticated encryption of EPC data has been enabled in the configuration,
make sure the tag is compatible with this option by performing the tag autodiagnosis.

If a non-compatible tag is still encoded in secure mode it will not be read by the Spectre reader.

It indicates the UHF chip type and if it is

Check user ID information before encoding ) - -
compatible with secure encoding.

Qy Tag autodiagnosis

Examples:

Ownership of the user ID

v’ Manufacturer : Impinj

v  Model : 80

Compatible with secure encoding : No

Ownership of the user ID

v’ Manufacturer : Impinj
v Model : MonzadD

Compatible with secure encoding : Yes

The chips compatible with secure encoding are: Monza X, Monza RGP, Monza 4D, those chips
are present into the following credentials:

- TLTA-W75B-943_S (TeleTag V4-UHF FastlID Programmable Removable Windshield tag-
Broadband)

- TMSW94B3361 (IronTag 360-360 Flexible on-metal tag-Broadband-Impinj MonzaX2K-
Black)

- CCTW490_AN (UHF EPC1 Gen2 Impinj Monza 4 programmable ISO Prox card)
- ETA-W75B-574BE10 (ETA v2 - Self destroying programmable adhesive label).
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Filtre EPC

Sélectionner la voie

Ifan EPC filter has been set in the ‘Advanced settings’, select ‘EPC Filter' and the corresponding
lane to encode automatically the value of the EPC filter into the user credential.

Example:

Advanced settings Advanced settings

Behind the reac he () . 1.5m cable -

Power < Power « 100%

Selecting lane with EPC filter

] Lane1 [ Lane 2 [0 [l

A user credential can only have one EPC filter (EPC mask + offset
bytes), which can be applied on one or more lanes.
If you select multiple lanes, EPC filter must be similar.

In this example, if the lane 1is selected, the user credential will be encoded with the EPC filter
AA.
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Step 2 - User ID definition

@) ULTRYS

uLtrys

Version 3.0.0.14

MU (from USB reader)

User credential creation

@ User ID definition

ULTRYS settings I fill in my ID in

O Decimal @ Hexadecimal

i‘ﬁ O}y Manual D creation
=)

Readers configuration

7
7

ID no

O »

o

User credentials

€ Previous

O ﬁ Automatic ID creation

First ID
Last ID

Increment

Administrator -

Create from a configuration
Create your user ID and password from a configuration

O ﬁ Import Excel ID

Load
Sheet number

First cell

Increment

Osyline O

Check validity and detail of encoding data

p Data validation

I
™
v

O f} Import XTID

Load

O Delimiter

(O CRILF delimiter

Next >

x

It is possible to enter the user IDs in four ways (described below).
Warning, credentials encoding depend on the reading EPC mode and EPC filter.

[ill in my 1D in:
O Decimal @ Hexadecimal

For Wiegand protocols only (except 3i), it is possible to enter
the identifier in Decimal or Hexadecimal.

O] ﬁ Manual ID creation

D no.
AADO0DA
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® ﬁ Automatic ID creation
Fill in each corresponding field, the beginning, the end
. and the increment to generate the list of user IDs to
First IO
encode.
AADODM
Last ID
AAD100
Increment
1

Valid encoding data
256 total identifiers found, ranging from AA0001 to AA0100 (hex).

Check validity and detail of encoding
data Close

O valigating data

O] ﬁ Import Excel ID

Wdc-stid\Support.. \Liste

Load Documentaire
Client xlsx
Sheet number 1
This mode allows you to import lists in Excel format to
First cell al be used for the user IDs programming.
Increment

@ By line O By column

Check validity and detail of encoding

data
Fichier XM Inser | Mise | Forr | Doni | Revis | Affic | Aide |Sage| @ (8 p Validating data
B A = % | EMiseenformeco
Presse- | Police | Alignement | Nombre £ mattesoustom |
papiers ™ - B [7 styles de cellules
Stles | A
D3 - o v
A B G D E[= . -
1 |B63E747BED Valid encoding data
2 |4eDD72E74E 37 total identifiers found, ranging from 1 to 37.
3 |e0a71psEDa 1
4 |E0371DBEDS
5 |B63E747BED [T,
6 |4EDD74E7AE Close
2 lEnazingens. -
Feuill ® « »
) i B - 1 + 100%
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@ ﬁ Import TXTID

This mode allows you to import lists in Text format to be used
for programming the user IDs.

Load

@ Delimiter ==

(O CRILF delimiter

Select the correct Delimiter or CR/LF.
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Step 3- Encoding tag

Administrator -~ X

l—l L t r‘ H S Create from a configuration

Version 2.0.0.4 Create your user ID and password from a configuration

Configuration loaded: test encodage (C:\Program Files (x86)\STid\Ultrys v2itest encodage.ucg) BEen w @ i

EDD) -

User credential creation

Encoding tags
S @ 5 create user credentials i), Read ID data @
Ultrys settings

OPERATIONS STATUS

s

Q

N—25
Readers configuration

O N

e

User credentials

K Previous Closex

Present the user credential which you would like to encode to the encoder and click on this
button.

| User tag successfully encoded for identifier 1.

Submit another ID for encoding with the next ID or cancel the process

Cancel

@ The credential data reading is written on Operations windows.

@ Create user credentials @ Read ID data

OPERATIONS STATUS
User tag read [EPC] : 000001. Success
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14. Annex 1: Using the EPC code feedback format and EPC filter

The feedback modes allow the full compatibility with existing credential.

To encode the credential, we would prefer standard mode (mode 1).

Using mode
® ﬁ Manual ID creation
Encoding the value 1122334455 on 5 bytes without EPC filter. ID no.
1122334455
. Value ascended
Settings Value encoded by ULTRYS by the Reader
EPC size (bytes) = 5o
000000000000001122334455 | 1122334455
EPC code feedback format Maode 1 (Standard)
EPC size (bytes) | 50
000000000000001122334455 | 5544332211
EPC code feedback format Mode 2 (Standard reversed)
EPC size (bytes) L | 50
112233445500000000000000 | 1122334455
EPC code feedback format Mode 3
EPC size (bytes) 3 50
112233445500000000000000 | 5544332211

EPC code feedback format

© STid —MU_ULTRYS_V3.0.1_EN
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Using EPC filter and modes

Encoding the value 1122334455 on 5 bytes with EPC filter ‘AA’.

Selecting lane with EPC filter

EPC filter

Select the lane

® ﬁ Manual ID creation

M voie1 @ = m}

The channels selected do not all have the same EPC filter (EPC
mask + offset byte).

Auser ID can only have one EPC filter, which can be applied on
one or more channels.

D no.
1122334455
Settings Value ascended
Value encoded by ULTRYS by the Reader
EPC mask
Offset (byte)
EPC size (bytes) = 50
AAOO000000000001122334455 122334455
EPC code feedback format Mode 1 (Standard) -
EPC size (bytes) — 50
AAO0000000000001122334455 5544332211
EPC code feedback format Mode 2 (Standard reversed) -
EPC size (bytes) L | 5o
AA2233445500000000000000 | AA22334455
EPC code feedback format Mode 3 -
EPC size (bytes) | fa
AA2233445500000000000000 | 55443322AA
EPC code feedback format Mode 4 =
EPC
Offset (byte)
EPC size (bytes) = 50
EPC code feedback format e — . O0000000000000AAZ2334455 | AA22334455
EPC size (bytes) L | 50
1N223344550000AA00000000 1122334455
EPC code feedback format Mode 3 -
288
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Using secure mode

Encoding the value 1122334455 on 5 bytes in secure mode.

O] ﬁ Manual ID creation

ID no.
1122334455

Encoded value on 16 bytes
encrypted.

Value ascended
by the Reader

User ID security (EPC)
Private key definition (16 bytes)
676AB9819CD0523B1D01BD448545A9E2

789C9B12C733B3657EFO30CET7F250BE

N22334455

© STid —MU_ULTRYS_V3.0.1_EN
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15. Annex 2: protocols

Protocols Clock & Data

150ms typique

Code F *

pata [0 0 o o1 1ol 1[x[x[«T T 1 111 ]

oo NI I0NO0NONOND 00NN

Tms

S00u

Clock \ / \

400us | 150us5150us A00us

— e —
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Clock & Data 2B

VARIANT Decoding Values

2B Decimal (BCD) 13 characters Oto9

Reading an ID of 5 bytes (40 bit) and convert to decimal.

Message

16 leading zeros | Start Sentinel | Data | End Sentinel | LRC |1 trailing zero

The frame consists of a first series of 16 synchronization zeros followed by 5-bit characters (4 bits,
LSB first, plus 1 parity bit). It ends with 1 trailing zero without a clock.

The message consists of the following:

Start Sentinel: Tcharacter 1011b (OxOB) — parity bit O. Transmission 1101 O
Data: According to the protocol: 13 or 10 decimal characters

End Sentinel: Tcharacter 1111b (OXOF) - parity bit 1. Transmission 11111

LRC: 1 control character, which is the « XOR » of all characters of all

characters sent from "Start Sentinel" to "End Sentinel".

Trailing zero: The "Data" signal encodes a "0" until "Code" returns to its normal
position.

During this time, there is no activity of the "Clock" signal.

Example

For a hexadecimal user code of “Ox187E775A7F", the output code will be: “0105200966271".

Frame sent by reader will be:

000... [11010 | 0000110000 [ OO00 1| 10101 01101 | 01000 | 1100 | 1000 O | 11111 | 11111 | 0000

B 0 1 0 5 21009 |6 6 2 7 1 F F

16 Zeros | SS | Charl | Char.2 | Char3 | Char4| Char.. [Charl0|Charll|Charl2|Charl3| ES | LRC | Zero
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Clock & Data 2H

VARIANT Decoding

2H Decimal (BCD) 10 characters Oto9

The reader will read an identifier on 5 bytes (40 bits), truncate on 4 bytes (32 bits) and convert to
decima.

Message

16 leading zeros | Start Sentinel | Data | End Sentinel | LRC |1 trailing zero

The frame consists of a first series of 16 synchronization zeros followed by 5-bit characters (4 bits,
LSB first, plus 1 parity bit). It ends with 1 trailing zero without a clock.

The message consists of the following:

Start Sentinel: 1 character 1011b (0OxOB) — parity bit 0. Transmission 1101 O
Data: According to the protocol: 13 or 10 decimal characters

End Sentinel: Tcharacter 111b (OxOF) - parity bit 1. Transmission 11111

LRC: 1 control character, which is the « XOR » of all characters of all

characters sent from "Start Sentinel" to "End Sentinel".

Trailing zero: The "Data" signal encodes a "0" until "Code" returns to its normal
position.

During this time, there is no activity of the "Clock" signal.

Example

For a hexadecimal user code of “Ox06432F1F “, the output code will be: “0105066271".

Frame sent by reader will be:

000... 11010 [ 00001 | 10000 ( 00001 | 10101 | .... 01101 (01000 [ 11100 | 10000 | 11111 (00101 | 000...
B 0 1 0 5 0|6 6 2 7 1 F 4
16Zeros| S.S | Char.1| Char2 | Char.3 | Char.4 | Char.. | Char.7 | Char.8 | Char.9 | Char.10| ES LRC | Zero
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Protocoles Wiegand
Chronograms
« O » logic wlw»logic
o
DATAL .
L I00uE S00LS e -
Y ‘-'al:..l'.f - 200008 -
>
Joows | S00us o
‘45..-::’ N 200005 -
s
CLOCK

W

*times for variants 3i, 3V
Wiegand 3i
Message
The frame consists of 26 bits as follows:

Bit 2 ...Bit 25

Structure st parity ‘ Data (24 bits) 2nd parity

Descriotion 1 even parity bit calculated 6 hexadecimal digits 1 odd parity bit calculated
P from bits 2 to 13 included MSByte first from bits 14 to 25 included

Example
or the hexadecimal code “OxOFC350 “, the frame sent will be:

0 0000 | MM 1100 0011 0101 | 0000 1
o F C 3 5 o
Parity| Digit 1| Digit 2| Digit 3| Digit4| Digit 5| Digit 6 | Parity

Note

The Wiegand 26 bits is generally expressed as Code Site + User Code in decimal.

Byte 1 Byte 2 — Byte 3
Structure Site Code Card Code

Max Value OxFF - 255 in decimal OxFF FF - 65535 in decimal

Example OxOF - 15 in decimal 0OxC350 - 50000 in decimal
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WIEGAND 3Ca

Message
The frame consists of 36 bits as follows:

Bit 1...Bit 32 Bit 33...Bit36

Data (32 bits) LRC
Structure

D . 8 hexadecimal digits Control character
ST DL MSByte first XOR between data sent

Example
For the hexadecimal code “Ox001950C3", the frame sent will be:

0000 | 0000 | 0001 1001 0101 0000 | 1100 0011 0010
o o 7 9 5 o C 3 2
Digit 1| Digit 2 | Digit 3 | Digit 4| Digit 5| Digit 6 | Digit 7 | Digit 8| LRC

Note
In the case of 5 bytes identifier (40 bits), reader will truncate the MSB byte (8 bits) before
decimal conversion.

WIEGAND 3Cb

Message
The frame consists of 40 bits as follows:

Bit 1...Bit 40 Bit 41..Bit44

Data (40 bits
Structure ( ) LRC

D . 8 hexadecimal digits Control character
SECM e MSByte first XOR between data sent

Example
For the hexadecimal code “Ox 01001950C3", the frame sent will be:

0000 | 0001 | 0000 | 0000 | 0001 1001 0101 0000 1100 0011 0011
o 7 o o 7 9 5 o C 3 3
Digit 1| Digit 2 | Digit 3| Digit 4| Digit 5| Digit 6 | Digit 7| Digit.8 | Digit 9| Digit 10 | LRC
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WIEGAND 3La

Message
Wiegand 32 bits identical to Wiegand 3Ca without the LRC.

The frame consists of 32 bits as follows:

Bit 1...Bit 32

Data (32 bits)

Structure

8 hexadecimal digits
MSByte first

Description

Example
For the hexadecimal code “Ox001950C3", the frame sent will be:

0000 | 0000 | 0001 1001 0101 0000 1100 oomn
o 0 7 9 5 0 C 3
Digit 1| Digit 2 | Digit 3 | Digit 4| Digit 5| Digit 6 | Digit 7| Digit 8

WIEGAND 3Lb

Message
Wiegand 40 bits identical to Wiegand 3Cb without the LRC.

The frame consists of 40 bits as follows:

Bit 1..Bit 40

Data (40 bits)

Structure

10 hexadecimal digits
MSByte first

Description

Example
For the hexadecimal code “Ox 01001950C3", the frame sent will be:

0000 | 0001 | 0000 | 0000 | 0001 1001 0101 0000 | 1100 0011
0 7 0 0 7 9 5 0 C 3
Digit 1| Digit 2 | Digit 3| Digit 4| Digit 5| Digit 6 | Digit 7| Digit 8 | Digit 9| Digit 10
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Wiegand 3Eb

Message

The frame consists of 34 bits as follows:

Bit 2 ...Bit 33
Ist parity Data (32 bits) 2nd parity

Structure

1 even parity bit
DI eldloiilela® calculated from bits 2 to
17 included

8 hexadecimal digits 1 odd parity bit calculated
MSByte first from bits 18 a 33 included

Example
For the hexadecimal code “Ox 12347F02 “, the frame sent will be:

1 0001 | 0011 | 0001 | 0010 | 1001 1101 1101 00T11 1
7 2 3 4 7 F 0 2
Parity | Digit 1| Digit 2| Digit 3| Digit 4| Digit 5| Digit 6| Digit 7| Digit 8| Parity

Wiegand 3W

The frame consists of 35 bits as follows:

Bit 3 ...Bit 34

Structure st parity ‘ Data (32 bits) ‘ 2nd parity

1 odd parity bit

Description 2 parity bits

8 hexadecimal digits
MSByte first

Wiegand 3V

Message
The frame consists of 37 bits as follows:
Bit 2 ...Bit 36

Ist parit Data (35 bits 2nd parit
Structure panty ( ) partty

1 even parity bit 8 hexadecimal digits 1 odd parity bit calculated
DS edloilela® calculated from bits 2 MSByte first from bits 19 a 36 included
to 19 included

Example
For the hexadecimal code “Ox OF3129DD3B “, the frame sent will be:

1 M 00T 0001 0010 1001 1101 1101 0011 0omn 0
7 3 7 2 9 D D 3 B
Parity | Digit] | Digit 2 | Digit 3 | Digit 4 | Digit 5 | Digit 6 | Digit 7 | Digit 8 | Digit 9 | Parity
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16. REVISION

Date Version Description
04/03/2019 20 Creation.
15/11/2019 27 OSDP reader added
03/06/2020 22 Add SPECTRE ATX /ATX4 READ ONLY /OSDP ™

Redesign of the document: one chapter per type of reader

05/10/2021 30 Addition of SPECTER NANO Read only and OSDP ™

Bluetooth® activation by sensor new distance added b

04/03/2022 301

Headquarters / EMEA

13850 Gréasque, France
Tel.: +33 (0)4 4212 60 60

PARIS-IDF Office

92290 Chatenay-Malabry, France
Tel.: +33 (0)1 43 50 11 43

STid UK Ltd. LONDON

Hayes UB11 1FW, UK
Tel.: +44 (0) 192 621 7884

STid UK Ltd.

Gallows Hill, Warwick CV34 6UW, UK
Tel.: +44 (0) 192 621 7884

NORTH AMERICA Office
Irving, Texas 75063-2670, USA
Tel.: +1 469 524 3442

LATINO AMERICA Office

Cuauhtémoc 06600 CDMX, México
Tel.: +521 (55) 5256 4706

info@stid.com




	1. Information
	PC requirements
	USB Key Content
	Hardware required
	Windows Installation
	Compatibility ULTRYS / Reader Range / User IDs
	Compatibility ULTRYS / Firmware reader
	Overview
	Open

	2. Readers configurable
	SPECTRE READER
	3. Reader configuration SPECTRE READ ONLY
	3-1 ULTRYS settings
	3-2 Create new configuration
	Step 1- UHF frequency band regulation
	Step 2- Configuration protection loaded into the reader
	Step 3- Reader configuration
	Step 4- Antenna type selection
	Step 5- Installation configuration with SPECTRE Antenna
	Name the lane
	Add / Delete lane
	Add / Remove antenna on lane
	Select the cable length for each antenna
	Advanced settings
	Input / output settings

	Step 6- Light indicator configuration
	Step 7- Reading & communication parameters
	Step 8- User Security Roles
	Step 9- Configuration save and protect


	4. Reader configuration SPECTRE OSDP™
	4-1 ULTRYS settings
	4-2 Create new configuration
	Step 1- UHF frequency band regulation
	Step 2- Configuration protection loaded into the reader
	Step 3- Reader configuration
	Step 4- Antenna type selection
	Step 5- Installation configuration
	Name the lane
	Add / Delete lane
	Add / Remove antenna on lane
	Select the cable length for each antenna
	Advanced settings
	Input / output settings

	Step 6- Light indicator configuration
	Step 7- Reading & communication parameters
	Step 8- User Security Roles


	SPECTRE NANO READER
	5. Reader configuration SPECTRE NANO READ ONLY
	5-1 ULTRYS settings
	5-2 Create new configuration
	Step 1- UHF frequency band regulation UHF
	Step 2- Configuration protection loaded into the reader
	Step 3- Reader configuration
	Step 4- Antenna type selection
	Step 5- Installation configuration
	Name the lane
	Bluetooth® configuration
	Step 1: Load a Bluetooth® configuration (.pse)
	Step 2: Bluetooth® configuration
	Step 3: Bluetooth® configuration
	Step 4: Bluetooth® configuration

	Anti-intrusion settings
	Advanced settings
	Input / output settings

	Step 6- Light and sound indicator setting
	Step 7- Reading & communication parameters
	Step 8- User Security Roles
	Step 9- Configuration save and protect


	6. Reader configuration SPECTRE NANO OSDP™
	6-1 ULTRYS settings
	6-2 Create new configuration
	Step 1- UHF frequency band regulation
	Step 2- Configuration protection loaded into the reader
	Step 3- Reader configuration
	Step 4- Antenna selection
	Step 5- Installation configuration
	Name the lane
	Bluetooth® configuration
	Step 1: Load a Bluetooth® configuration (.pse)
	Step 2: Bluetooth® configuration
	Step 3: Configuration Bluetooth®
	Step 4: Bluetooth® configuration

	Anti-intrusion settings
	Advanced settings
	Input / output settings

	Step 6- Light and sound indicator setting
	Step 7- Reading & communication parameters
	Step 8- User Security Roles
	Step 9- Configuration save and protect


	SPECTRE ATX READER
	7. Reader configuration SPECTRE ATX READ ONLY
	7-1 ULTRYS settings
	7-2 Create new configuration
	Step 1- UHF frequency band regulation
	Step 2- Configuration protection loaded into the reader
	Step 3- Reader configuration
	Step 4- Antenna type selection
	Step 5- Installation configuration
	Name the lane
	Advanced settings
	Input/ output settings

	Step 6- Light indicator configuration
	Step 7- Reading & communication parameters
	Step 8- User Security Roles
	Step 9- Configuration save and protect


	8. Reader configuration SPECTRE ATX OSDP™
	8-1 ULTRYS settings
	8-2 Create new configuration
	Step 1- UHF frequency band regulation
	Step 2- Configuration protection loaded into the reader
	Step 3- Reader configuration
	Step 4- Antenna type selection
	Step 5- Installation configuration
	Name the lane
	Advanced settings
	Input/ output

	Step 6- Light indicator configuration
	Step 7- Reading & communication parameters
	Step 8- User Security Roles
	Step 9- Configuration save and protect


	SPECTRE ATX4 READER
	9. Reader configuration SPECTRE ATX4 READ ONLY
	9.1 ULTRYS settings
	9.2 Create new configuration
	Step 1- UHF frequency band regulation
	Step 2- Configuration protection loaded into the reader
	Step 3- Reader configuration
	Step 4- Antenna type selection
	Step 5- Installation configuration
	Name the lane
	Add / Delete lane
	Add / Remove antenna on lane
	Select the cable length for each antenna
	Advanced settings
	Input / output settings

	Step 6- Light indicator configuration
	Step 7- Reading & communication parameters
	Step 8- User Security Roles
	Step 9- Configuration save and protect


	10. Reader configuration SPECTRE ATX4 OSDP™
	10-1 ULTRYS settings
	10-2 Create new configuration
	Step 1- UHF frequency band regulation
	Step 2- Configuration protection loaded into the reader
	Step 3- Reader configuration
	Step 4- Antenna type selection
	Step 5- Installation configuration
	Name the lane
	Add / Delete lane
	Add / Remove antenna on lane
	Select the cable length for each antenna
	Advanced settings
	Input / output settings

	Step 6- Light indicator configuration
	Step 7- Reading & communication parameters
	Step 8- User Security Roles
	Step 9- Configuration save and protect


	11. Open an existing configuration
	11.1 Configuration file
	11.2 Reader via USB
	11.3 Configuration badge (SCB/OCB UHF)

	12. Load the configuration into the reader
	12.1 Loading the configuration into the reader
	12.2 Configuration card (SCB/OCB UHF)

	13. User credentials
	Step 1- Configuration details loaded
	Step 2 – User ID definition
	Step 3- Encoding tag

	14. Annex 1: Using the EPC code feedback format and EPC filter
	Using mode
	Using EPC filter and modes
	Using secure mode

	15. Annex 2: protocols
	Protocols Clock & Data
	Clock & Data 2B
	Clock & Data 2H

	Protocoles Wiegand
	Wiegand 3i
	WIEGAND 3Ca
	WIEGAND 3Cb
	WIEGAND 3La
	WIEGAND 3Lb
	Wiegand 3Eb
	Wiegand 3W
	Wiegand 3V


	16. REVISION

