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Acknowledgment

Welcome to the world of high security!
You have purchased SECard software; it will allow you to program configuration and user cards.

We thank you for the confidence you place in us and hope that this solution developed by STid will
satisfy you.

We remain at your disposal for any questions about using this software on range of products.

We look forward to seeing you for more information on our website www.stid-security.com.

STid Team

Introduction

This manual is composed of two parts:

Part 1: Detailed description of all the functionalities

Part 2: Technical
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. Informations

I. 1 - PCrequirements

e A PC with operating system: Windows 7, 8 or 10 or Windows server 2012r2.
e USB available communication port.

« 50 MB min of free disk space.

I. 2 - USB Key Content
« FTDI USB Driver for Windows 7, 8.x and 10.
e SECard Version 3.x.X.

e« MorphoSmart Driver.

I. 3 - Hardware required

e« USB 13.56 MHz STid encoder Ref. ARC-W35-G-PH5-5AA-1.
Z12 firmware version required (Identification on the back of the encoder).
or
e USB 13.56 MHz & Bluetooth STid encoder Ref. ARCS-E35-G-BT1-5AA-1.
Z10 firmware version required (Identification on the back of the encoder).

. 4 - Windows Installation

e Insert the SECard USB Key on an USB port of your PC.
e Wait for the automatic opening of the browser window.

& Exécution automatique EI = @

SECard v2.1.0 (F) e Launch SECard V3.x.x_setup.exe.
b = Follow the instructions on the screen.

[] Toujours faire ceci pour les images :

Options : images

"2y Importer des images et des vidéos Noi

%;','ll avec Windows

i | Importer des photos et des vidéos If biometric has already been installed on the
WP zyec Galerie de photos Windows Live

= PC during a previous installation of SECard
uncheck Biometrics in installation wizard.

Al Afficher les photos
W¥ zyec Galerie de p

erie de photos Windows Live

Options : générales

If FTDI driver has already been installed on

Ouvrir le dossier et afficher les fichiers

By -vec Exdorai=u Mindaws the PC during a previous installation of
M, Utiiser ce lecteur pour la sauvegarde SECard uncheck FTDI driver in installation
E\E!' avec sguvegarde Windows leard

Options d'exécution automatique dans le Panneau de configuration
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e Location of user files.

With SECard V3.x.x the settings files will be installed in the directory containing the executable
(as previous SECard version) and in the following directories depending on user choice.

_"_j Setup - SECard = 2

Select user files location
Here you can select the location of the files used by SECard

"Just Me" locates the configuration and setting files into the Private User profile
directory.

"Everyone” locates the configuration and settings into the Common programm data
directary.

WARMIMG: if you choose Everyone, anyone who uses this computer wil be allowed
to acces your configuration and settings files,

@ JustMe

Everyone

www , STid ., com

< Back ][ Mext = ][ Cancel

v' «Just me » : user files are saved in:
../Users/userXX/STid/SECard v3.x.x.x/

In this case files are only accessible to the userXX or to the Administrator.

v' « Everyone » : user files are saved in :
../ProgramData/STid/SECard v.x.x.x/

In this case files are accessible to everybody.

Note: To change the location of user files, open the .gcf file located in the same directory as
SECard.exe and change the value of the [File]

Location=X  ;X=0 for « Just me », X=1 for « Everyone »

[File]
settings=.“5ECard. pse
Location=0
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l. 5 - Compatibility
> Firmware / SECard version

This SECard version (3.3.x) provides compatibilities tables between SECard versions and
firmware versions of readers.

The objective is to configure with a unique tool SECard WAL* and Architect® readers.

SECard version SCB version Firmware version
V2.0.x V7 Z01
V2.1.x V8 2702
V2.2.x V9 2704
V3.0.x V10 2705
V3.1.x Vil 2707
V3.1.x V12 = Z08
V3.3.X V13 2711

SECard version OCB version Firmware version
V3.3.x OCBv3 = Z05

*To configure standard readers and WAL with firmware SZ188F21, use a SECard version < v3.3.x
and refer to SECard User Manuel v6.4.

Important note for Architect®readers

With SECard it is possible to configure all the features of the Architect® (RFID, keypad, touch screen,
biometric, Bluetooth) on a same SCB. The reader will recover in SCB only the parameters that are
necessary. To disable a feature, disconnect the subassembly and represent the SCB to the reader.

@: When an SCB (Standard, WAL, ARC, ARCs) without Bluetooth configuration and with DESFire
configuration* is presented to an ARCS Bluetooth, a Bluetooth configuration, named “DESFireAuto”, is
activated for the Bluetooth. All parameters (size, number of key, site code...) are the same as DESFire
parameters.

* DESFire configuration: private ID with one file, data type: Raw and without biometry.

» Configuration file / SECard version

SECard V1.x | SECard V2.x SECard V3.x
.ese v File converter File converter
.pse generated with version < 3 X 4 v'*
.pse generated with version = 3 X X v
Warning*

When a .pse file created with SECard V2.x is loaded and saved in SECard V3.x with a
password, it will not be possible to load it again in SECard V2.x.
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l. 6 - Starting SECard software

At first use, the software opens a window to enter the serial number of 32 characters located at the back

of the encoder. After recording the number, the software doesn't reiterate this request.
& SECard v3.2.1.253 &J

Welcome

For a better user experience, please
connect your encoder and enter the 1D
number on the back.

N° ID SECard:
(32 digtts)

It is possible to install the software on an unlimited number of workstations, but it is only possible to use
it with the dedicated encoder (corresponding to the serial number). This number allows SECard to
authenticate with the encoder provided in the kit. If you want to order an additional encoder contact the
sales department.

o ‘

p G J]‘ [ |

»
- Z
The software tool to keep control of your security

@® User Password

O E—

© Administrator

When starting the software, a window appears to enter the login information or to load a specific
configuration file.

There are three Access level, managing different permissions within the software. These passwords are
saved in the configuration file.

Access level | Default password Associated rights
Administrator STidA Software configuration and use without restriction
Power User STidP Configurable by the Administrator
User STidU Create user cards

Note: if the following window appears and the password required is not known, press cancel and then
use the “Load” button to load another file. The default file is in installation directory.

Load Protected SEttings file (=]

*...\es=ai0312.pse” is protected.
Enter your password
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|. 7 - Overview

s S
@} SECard - The software tool to keep control of your security - Administrator M
.

SceCARDES -

The software tool to keep control of your security User manual

SECard Reader User card Tools
settings configuration management

Manage security settings Create Create Access directly
your own configuration your user cards to different RFID functions

+» The software is divided into four distinct parts:

Tools

+ On the Home page you have the choice of language and the link for user manual.
User manual is available anytime with the F1 key.

+ The encryption/signature user keys can be filled:

- with a random value by a right click into the field and by choosing “Fill with random value” or
by pressing on the keys CTRL+R. The random values have cryptographic level and are
generated by ISAAC generator.

- with FF by pressing on the keys CTRL+F or with right click.
- with 00 by pressing on the keys CTRL+O or with right click.

+ Itis possible to Copy / Paste:

by a right click into the field and by choosing “Copy / Paste”.
- by pressing on the keys CTRL+C / CTRL+V.
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A

. SECard Settings

II.1-Encoder

“ * S
@} SECard - The software tool to keep control of your security - Administrator M

SECard settings

Communication between SECard and the encoder

- SECard Identification number -
Enter the SECard identification

A Value number that can be found on the
O Settings back of the encoder.
Fa a - Serial ¢ ication settings
. ) STid Secure Common Protocol
Serial/USB port Baudrate Security mode security level defines the

Eotadar com3 | 38400 Apply Plain - communication security between the

encoder and SECard

o - SSCP « ication keys

User rights

User rights
["] Signature 0877548754748

["]Encryption

S ; E742
[ I Files
Ch K
- @ ‘ f ange Keys
[ - |

‘ ["]Change SECard keys only

configuration
3
=) l I ~Encoder authorized ¢ icati: d ! ~ Blue Mobile ID ding
; Reader . o ) ["]Require smartphone unlocking for configuration encoding
Create configuration [FIPlain [ Signed [ Encrypted [71Require smartphone unlocking for Virtual Card encoding
user cards @ ﬂ —
Apply ' Apply
Create i
user cards |
b Y
© l*‘l Connect
Tools

SECard Identification number
Register the new encoder or check value.

Serial communication settings
Set the communication between encoder and SECard.

+«+ The default baudrate of the encoder is 38400 bauds.
Caution, this baudrate must be exactly the same as that defined in the software.

To change the serial communication speed, it is possible to change the value of baudrate. To do this,
ensure that communication encoder / SECard is correct, select a baudrate from the drop down "Baud
rate” (115200 baud is the maximum baudrate) and click on "apply”.

Note:
* |If you don’t know the correct communication port connected to the reader, it is possible to find it by

clicking on the button 2,
It is necessary to install the USB driver, and it is necessary to connect the reader.

* By pressing the left CTRL key and by using the 2) button SECard will search for a connected reader
on all serial com. ports and all speed rates. It can take some time.
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/ﬁ\ +«+ The communication between SECard software and encoder is done by serial link or USB, it is based on
the communication protocol SSCP (STid Secure Common Protocol).
Encoders integrate public signature algorithms (HMAC-SHA1) and encryption (AES), which can be used

to secure data in serial communication between the encoder and SECard.

Communication can be done in four different ways:

v Plain : Plain communication encoder / SECard
v Sign : Signed communication encoder / SECard
v Encipher : Enciphered communication encoder / SECard
v Sign and Encipher : Signed and Enciphered communication encoder / SECard
0] Note:
Qﬂ Communication encoder / SECard is more secured when it is used signed and enciphered (Security

mode to “Sign and Encipher”). Plain communication (Security Mode to "Plain") is not secured.

User rights

SSCP communication keys

Files

When the communication is Signed and / or Enciphered, the software SECard and encoder use the user
= default keys:

E h

Read Signature key: A087754B7547481094BE
configuration Encipherment key: E74A540FA07C4DB1B46421126DF7AD36

@ To change the value of these keys, simply check the box "Signature and / or Encipherment™" and write the
value. Then click-on the button “Change keys”.

Create

user cards

Note:

3, v A

(S The button allows you to restore default value.

v Software and encoder key must be the same so that the two parts can communicate.

Tool
0% v If the box "Change SECard key only" is checked, only the keys of the software will be changed.

'S b
Information l&]

'] Key(s) changed
%" but not reader's ones
You MUST authenticate with reader

v" When changing user keys and software encoder, a window will appear requesting authentication.

' -
Information Iﬁ

[ .\'] Key(s) changed
TR You MUST authenticate with reader

Warning
It is important to know the current user keys.
If lost, it would not be possible to communicate securely with the reader.

Only "Plain" mode would remain usable if it is still authorized.
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Encoder authorized communication modes

Authorized / unauthorized communication mode between encoder and SECard.

To authorize a mode, simply click on the button "Set Modes" while checking desired modes. Those that are
not checked will be unauthorized.

In order to authorize them again, simply restart the command in the right mode of communication while
taking care to validate the desired mode.

2
o .
User rights Warr"ng

; If the plain mode is unauthorized and the user keys are lost, it will not be possible to
communicate with the encoder.

Files

[ h

Reader
configuration

It will be necessary to return the equipment for a factory reset.

Blue Mobile ID encoding
=
Create Configure the Bluetooth encoder (ARCS-W35-G-BT1-5AA) to authorize or not the encoding of smartphone

user cards in standby.

% *» Require smartphone unlocking for configuration encoding

) If checked, requires that the phone is unlocked to encode configuration.
Tools

+ Require Smartphone unlocking for Virtual Card encoding
If checked, requires that the phone is unlocked to encode virtual card.

(.
Confirm your selection by clicking on this button:

Informations P

Blue Mokile ID encoding cenfigured

Connect

When powered on the encoder will light the white Led and emit a beep.

To verify the communication parameters with the encoder, use the button “Connect”. If the communication

configuration is ok, the encoder will respond with light and sound signals and an acknowledgment window
will appear.

Informations =

\"| Reader is authenticated
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(1)

lI. 2 - User rights

r B
@} SECard - The software tool to keep control of your security - Administrator L‘?_I._JQ

SECard settings

Power User Rights management / Card counters

Settings

=3
; - Power User Rights - - Configuration card counters
| l Settings

Encoder [ Load/Save configuration files

[ dﬁ Number of SCB created 1 @

["]Reset configuration card counters
Encoder

["|Create/Read SKB Number of SKB created 0 @
User rights ["|Create/Read SCB
["|Create/Read User cards
. il =i oS
Files Files ["]Manage Reader communication keys ¥ Kevs display option
Py @ ["IManage RFID keys
T [~ |
Lhd ["Hide key values
I | [] []Use Tools - i
Reader
configuration Reader
configuration
= = 2 Logonas: .
Create Create
user cards user cards

pad

Tools

pad

Tools

Power User Rights

"Power User" mode is the transition between "Administrator" and "User" modes.
The administrator allocates the rights to the power user.

Configuration card counters

Counters display the number of SCB configuration card programmed and the number of SKB card
programmed.

These values can be reset through the reset button only by Administrator or Power User if authorized.
Note: these values are saved into the .pse file.

Keys display option

It is possible to hide the values of the keys in their fields.

It can be activated by Administrator and remains activated when logged as Power User or User.
Log on as:

Change the access level.
It is necessary to know the password of the selected level.
Authorized changes:

- Administrator to Power User and to User.

- Power User to User and to Administrator.
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Il. 3 - Files

7
@} SECard - The software tool to keep control of your security

/h\ SECard settings

Configuration files

= PSE figuration file
Settings
e ' a Current configuration file:
) . . Load pse file
N | C:\Users\cpialoux\AppData\Roaming\STid\SECard SE |
@ v3.2.0.251\secard.pse Automatically restarts SECard
Q& Encoder ‘ ~Define passwords for SECard login
o =
User rights cﬂ User password g
User rights >
Power User password R
<>
Administrator password g

Files [] Show passwords

Files
) @ [~ | i i T
[ ] Password for PSE file protection (optional) g

(]
Reader ‘
configuration Reader Save as...
configuration FSE
= =
Create Create ~When loading configuration file use SCB version defined by
user cards
user cards
‘y - Configuration file @ SCB wizard
-}/ *
“ Tools

When loading configuration file use SCB version defined by

SCB version is contained in the configuration .pse file.
It is possible to:

«» Keep the version of SCB by checking Configuration file.
SECard automatically retrieves the firmware version in the .pse file that was loaded and selected

compatible SECard version.

+» Choose the SCB version compatible with reader firmware.
This choice will be made in the SCB Wizard.

PSE configuration file

Passwords for SECard login are contained in the configuration file.
This page allows you to save the configuration file containing all the current configuration settings (keys,
formats, reader...). You can select a location and password to protect the file.

When loading a configuration file (.pse), SECard automatically restarts.

Refer to T15 - Recommendation to save the configuration files PSE.
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/ﬁ\ Save as...

e« Passwords for SECard login

Define passwords for SECard login

Settings

User password =ee

%
@ Fower User password eee

Encoder

2 & @

o Administrator password ewes
“a

User rights

Random Password Generator Generates Logins:

Files
Password generator (5]
& 2]
EI Length [v|Uppercase [A..Z]
Reader 12 % [v| Lowercase [a..z]
configuration .
[v] Digit [0..9]
@ [] Special <= &"(-...
Create
user cards -
X ' NeJepmoFpDno i
A‘ - ——— 4@ |
(e ] [ox |

These passwords are needed to open SECard with the corresponding configuration.

ScCARD

The software tool to keep control of your security

@® User Password

© Administrator

e  Password for PSE file protection (optional)

This password is used to protect .pse file. It is optional.

Note: when a .pse protected file is loaded, the window below appears:
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()

Load Protected SEttings file (=]
.. \essai27 11 pse” is protected,
Enter your passward
Settings
r-—‘?\\ | ok || cancel
Encoder
@) e« When you click on Save As...a window asks to re-enter the current Administrator SECard login
—a password.
User rights
Re-enter your current 3ECard login password @
e Enter your password
[ K. ] [ Cancel
Reader
configuration
=
P Note: with pse default file, enter STidA.
user cards
.:/;, Note: a Power User with “Load/Save configuration files” rights cannot change the Login
) J Password.

Tools

A second window will open allowing you to select the file save location:

* & Save Protected SEttings as..

. » Libraries » Documents » PSE Settings Search PSE Settings

File name: ExamplePSE file

Save as type: | Proctected SEttings file (*.pse)

¥ Browse Folders

Once name and location entered, click Save.

o @ : To load a configuration file (.pse) into SECard without closed the software.
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[l. 4 - Bluetooth Credits

( o
@} SECard - The software tool to keep control of your security =) e S

SECard settings Credit balance
Home Encoder credits management (6]

Settings m Credit request Credit loading
. o = ’

S You can send directly your credit request by email. To load the credits into your encoder, you can simply |
You can also generate a text file and send it to your paste the license code into the field below, or load
6 supplier with your purchase order. the _txt file you have received. ‘
Encoder |
) Copy / Paste licence code
(@) Credits
“a : : ®
50 ) 500 ©
User rights
100 © 1000 ©
3
200 © Other amount () 100 % l@ Load credits ’
Files
Credit information:
1 STid Mobile ID+ upgrade = 1 credit
[~ 1 virtual access card = 5 credits 2 7
N - Delete your virtual access card to recover the related credits ——
(]
Reader } ’4 Email request ‘ @ Generate text file myConfigName ~ 00000000000000000000000000000000
Reader configuration

configuration

Q Important: You can only do a single credit x \\|* @ Delete VCard
& request at a time. Any other credit request —

E b Create will overwrite the previous one if the license
user cards

code has not been used.
Create y
user cards *

Tools
. 4 L

Tools

To encode virtual user cards in the phone, you have to buy credits that will be loaded into the encoder.
Credits
Links to download the application for your mobile device:

’ .
C IOS

and>0I1D

y\ Google play

STid Mobile ID® can store 3 types of cards:

STid Mobile iD Card name
D: #428F3478 iD  #42BF3478 — Configuration name —
a Site code 1234 -
ﬂ D:#1231458963 ﬁ
CSN 5Tid Mobile ID® free Virtual access card Secure+
> Unigue ID provided with the > Unique ID provided with the > Private ID
application installation application installation » Fully configurable security parameters
> Modes allowed: Modes allowed: Modes allowed:
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Credit Request

This part of the software lets you make a credit request to your supplier.
Two methods are proposed:
o “Email request” if the station has an internet connection and an e-mail messaging software

available.

e  “Generate text file”: request file that can be sent by e-mail or any other mean.

Email Request

Email request
(3

Select the credit required and click on

A window will open with your e-mail messaging software:

.
. ¥ |5 Sans titre - Message (Texte brut) t | SR X
Message Insertion Options Format du texte Révision (=] e
. R = @, ggﬂ a_‘}“‘] @ ) ? ,:EIJ ¥ Assurer un suivi =
B — =l ¥ Importance haute
Coller G I § | \ === = i= Carnet  Veérifier Joindre Joindre un Signature | Attribuer une Zoom
- - d'adresses les noms | un fichier élément - - stratégie~ & Importance faible
Presse-papiers Fl Texte simple Noms Inclure Indicateurs | Zoom
Impossible de récupérer les Infos-courrier.
Corlfiguration De = | support@stid.com
— =
‘\ Envayer A ‘ |
= ‘
e ]| |
Objet: ‘ |
Create Attaché : | CreditRequest20161025 171582FF.bxt (6 Ko] |
user cards =
iz}
-
4 Requestld:20161025_171582FF
-b Number of requested credits:50
Tools Thank you to considering the following Virtual Card request credit.
Note:
- Send this email to your supplier with your purchase order.The provided code in attachment is essential to generate requested credit license codes.
- To allow the connection between your supplier order and your credit request, we suggest:
-- To put your order number on this generated email
-- And/or put the RequestID on your purchase order
-- Indicate the recipient email/fax/address (for the license code that will be generated)
Requestld : 20161025_171582FF
Nombre de crédits demandés : 50 A
Nous vous remercions de prendre en compte la demande de crédit Virtual Card ci-jointe.
Recommandations :
- Envoyez ce mail & votre fournisseur en complément de votre commande d'achat. Le code fourni dans |a pigce jointe est indispensable pour générer les codes de
licences des crédits demandés.
- Pour permettre le rapprochement entre votre commande au fournisseur et votre demande de crédit, nous suggérons de :
-- Rappelez le numéro de votre commande en personnalisant I'Email généré
-- Et/ou Intégrer le numéro RequestlD dans votre bon de commande
- Indiquez également un email/fax/adresse du destinataire des codes de licences qui seront générés
-
[] il »

Follow the instructions in the e-mail.

Warning: you can only make a single credit request at a time. Any other credit request will replace the
previous if the license code generated by the first request has not been used.
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Generate text file

Generate text file

Select the credit required and click on

A window will open allowing you to select the location where to save the file:

r 3
&), Save credit request code S

@u-v‘- Bureau | [ %2 | [ Rechercher dans - Burca

Nom du fichier: CreditRequest20161025_17244CB1.tet -

Type: | v

~ Parcourir les dossiers Enregistrer ] [ Annuler

Send an email to your supplier with your purchase order and attach the document. The code provided in
the attachment is essential to generate the credit license codes.

To allow the connection between your supplier order and your credit request, we suggest:
- To put your order number in your email

- And/or put the RequestID on your purchase order

Reader
configuration - Indicate the recipient email/fax/address (for the licence code that will be generated)

= Credits Load

Create

user cards 1- Connect the encoder that generated the request.
2- Enter the license code provided.
3
*

Load credits

3- Click on ‘

Credit balance

To check the credit balance available in the encoder, connect the Bluetooth encoder and click on Check.
The credit balance is displayed as follows:

SECard settings Credit balance

Encoder credits management (&)

If the encoder connected is not a Bluetooth model and you try to generate a Request Credit the following
error appeatr:

]
‘
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Delete your virtual access card to recover the related credits

In Administrator profile:

myCanigName 00000000000000000000000000000000

Enter the configuration name and the write key used to create the virtual card and click Delete VCard.
Credits are automatically reloaded into the encoder.

Load the current configuration settings into the field.

In Power User and User:
It's only possible to delete the VCard corresponding to the current settings.
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/ﬁ\ lll.  Reader Configuration - SCB

r 5
@&}, SECard - The software tool to keep control of your security - Administrator l = éj

L

{2

Reader configuration
Create your own reader configuration

— 125kHz/3.25MHz settings are configured
SCB R/W Ho valid HFC_HCE configuration available

Blue Wobile ID settings are configured Load configuration with cable

Reader _ :
. Start my reader configuration
configuration
Reader
configuration
=
)
Current configurations:
SKB Current Reader familly is: Archi , Archi One, Archi Blue, Archi Secure and Detailed
WAL ®\ . Save
H SCB version = 13 configuration
2 .
= Reader settings are configured
BCC Ho valid MIFARE Classic or Plus Level 1 configuration available |
No valid MIFARE Plus Level 3 configuration available 8 Print Delete
‘%\ Mo valid MIFARE DESFire EVM configuration available content
* I Mo wvalid MIFARE Ultra Light C configuration available ——
Mo valid CPS32 configuration available

=

. Read Card [
Create Current operation: Mone E? Virtual Card
user cards
Status:
Create Q Place your SCB, OCB or your smartphone with STid EI £y Cr_eate Card /
user cards * Settings App open, on the encoder and press Create button & Vintual Card
Tools

-

A

Tools

Open the configuration wizard for readers

Start my reader configuration
Compatible with:

Print the configuration list displayed.

Save in .rtf file the configuration list displayed.

Clear the configuration list displayed.

Display details information of current configuration.

‘ ) ‘ Load the configuration to the reader by serial link.
El - Read Card / Read a SCB configuration card. Use SCB
[+ Vitual Card Company Key defined in the configuration wizard.
Create Card / Create a SCB configuration card or virtual SCB
E Virtual Card with parameters defined in the configuration
wizard.
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/ﬁ\ This version of SECard (V3x.x) allows you to create the configuration for WAL range and Architect® range
(ARC, ARC One, ARCS and ARCS Blue).

Home
G‘ﬂ rSCB wizard )
Settings ( SCB Wizard configuration
: ' For models:
B SaE ! Architect®, Architect® One, Architect® Blue, Architect®
e 1 : Secure and WAL
iguration
Select your SCB type : [Full settings v}
Reader configuration  secure reader (Sc8) ~ | {3 Seftings .  Keys T
MIFARE DESFire § manualmode ~ | £§ Seftings ®  Keys (O
MIFARE Plus SL3 @ Monualmode v | {¥ Settings Q  Keys & O
MIFARE Classic/SL1 ~ § Manualmode ~ | {§ Settings Q  Keys - O
MIFARE UltraLight/C ¥ Settings € Keys & O
- & = \
Crente Blue/NFC Mobile 1D ¥ Settings ?  Keys 1 B
user cards
NFC-HCE {f Settings ® Keys
C_JEm
CPS3 |¢f  Settings | o
M
125 kHz ‘Q? Settings ’ w O
l G;/ Close 1

When the configurations settings are validated, the button turn on “1”

These buttons are useful to enable or disable configurations.
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Load configuration with cable @
From v3.1.0 version, the configuration can be load into the reader via serial link.
When all the settings are filled in the configuration wizard:

1- In “Serial communication settings” select the port number.
2- Connect the reader ARC-R3x to configure via converter cable to the PC.

3- Click on “Upload SCB via serial” while the LED blinks orange for serial readers or at any time for TTL
readers

Creating physicals SCB cards

From version V3.x.x of SECard, SCB configuration card must be created with the types of cards below:

Chip to be used (Ref STid)

MIFARE® DESFire® Ev1l/ EV2 not locked 4ko
MIFARE® DESFire® Evl/ EV2 not locked 8ko
It's possible to reuse an SCB card when we know his master key.

Warning
Changing a reader reference is not possible through a SCB card.

Example: ARC-R31-E-103-xx reader cannot be configured as an ARC-R31-E-PH5-xx reader.

It is necessary to return the product at the factory to change a reference.

Creating virtual SCB card (only for Bluetooth reader and STid Mobile ID® app)

From the V3.0.x SECard version, the configuration cards can be loaded into a smartphone. STid Settings
application is required.
A smartphone can contain multiple virtual configuration cards.

Conf name

Cance
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[ll. 1 - SCB Wizard: Reader configuration settings

Select your SCB type : ‘Ful.l. settings v'

SCB level

Choose the settings, to be encoded in the SCB:

Reader settings only
Chips settings only

« Full settings: reader and chip settings will be encoded in SCB card.

< Reader settings only: only the reader settings and reader keys will be encoded (not available for
reader Bluetooth configuration).

« Chips settings only: only the chip settings and chip keys will be encoded, reader’s settings have been
configured via the UHF or via another SCB card.

Reader configuration: In the list select Secure reader SCB

Secure reader SCB d

Secure reader SCB |

OSDP reader OCB

Reader “settings”: The reader configuration is done in eight steps. To move from one stage to another, you

must click on “Next”.

Click here

Configuration wizard / Choose SECard version to use

Click here

Reader reference selection

Reader communication protocol

Click here

Reader physical protections

(DI OB 6) )¢

LED and Buzzer

OO ) |

Keypad, biometric and ARC new options

NN |

Touchscreen options

LO2NINNSNNDE

Click here

Blue/NFC Mobile ID options
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www.stid-security.com



L2STid

Electronic Identification

SCB wizard

Configuration wizard

Create your SCB reader configuration card

Wizard configuration steps:

- Reader selection

- Reader communication protocaol

- Reader physical protections

-LED and Buzzer

- Keypad, biometrics and ARC new options
- Bluetooth® / NFC options

Reader
configuration

The functions available with the configuration card (SCB) depend
on the generation of the reader's firmware.

You must choose the SECard version corresponding to your
reader generation.

i Click to view firmware compatibilities array

Choose Secard version to use

|SECard v3.3.x - SCB v13 -

Create
user cards

i Click to view compatibilities ARC/ARCS. ARC1/ARC1S and WAL

—

The available functionalities and the compatibility of SCB depend on reader firmware generation.

To provide compatibility between SECard and firmware versions, SECard proposes the choice about SECard
version to use if the option is validated in “Files” cf. Il. 3 - Files.

SECard and Reader's firmware compatibility versions [E8]| |SECard and Reader's firmware compatibility versions (2]

ARC1/ARC1S reader is configured as an ARCIARCS reader except in these three cases: SECard

- Ifthe Pulse mode is selected, the ARC1's LEDs will be fixed on the selected color. 8 VIOX VIAK VEIx wAOx V34X v3Zx vAax
- Ifthe ECO mode is selected, only the Scan time will be impacted (no impact on the LEDs ol o o o o o o =
brightness). Ed zZo1l X
- If Biometric, Keypad and/or Touch Screen options are activated, they will not be taken into E
account i Z02-03 x! X
5 Z04 x* x* X

ForARC1 Ph1, only secure MIFARE settings and all other UID chips are taken into account =
Available ARC1S Blue identification mode: Card, Tap Tap, Remote and Hands free mode Z05-06 x! xt xt X
Available ARCS Blue identification mode: Card, Slide, Tap Tap, Remote and Hands free mode

zo7 x* x* x* x! X
WAL reader is configured as an ARC reader except in these following cases: Z08-09-10 x! X xt x? Xt x
- ifthe Pulse mode is selected, the WAL's LEDs will be fixed on the selected color,

Z11 x x* x* x* xt x* X

- ifthe ECO mode is selected, only the Scan time will be impacted (no impact on the LEDs
brightness)
-a!CE;\Ln":r:eth Keypad andior Touch Screen options are activated, they will not be taken into x Fully compatile

L e N e
- if Bluetooth® features are activated, they will not be taken into account, B T TR T3 e Tl @i &
- if Tamper switch signal option is activated, it wiil not be taken into account.
- The WAL does not take into account EasyRemote decoder settings

To determine the version of firmware, refer to paragraph.T2.1 - Powering up
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g 5

SCE wizard

Reader reference selection

Choose reader type to configure

Private ID and/or UID (PHS/PH1/BT1 readers only)

TTL Wiegand or Clock&Data (R31) @ Wiegand Encrypted (S31)
Reader

configuration Serial RS232 (R32) © USB (R35) © RS485 (R33) ©
Serial encryption RS232 (532) © USB (S38) © RS485 (533)
Serial with decoder RS485 / Wiegand or Clock&Data (R33+INTR33E)
Easy Secure RS485 / RS485 (S33+INT-E TAA/TAB)
Serial with decoder RS485 / Wiegand or Clock&Data (R33+INTR33F) Select TTL R31
Easy Remote RS485 / Wiegand Encrypted (R33+INTS33F) Select TTL 531

UID (103 readers only)
TTL Wiegand or Clock&Data (R31/103)

Features activation

=
Create - & I_\ | @
user cards P ‘|
\_I "
Keypad Touchscreen ﬁtﬁgfg Biometric Prox 125 kHz

This step allows you:

o<

» To choose the type of reader to configure.

<

» To activate the biometric configuration.

e

» To activate keypad configuration.

*,

B3

» To activate touchscreen configuration.

0,
£ %4

To activate Blue/NFC Mobile ID configuration.

0,
£ %4

To activate Prox 125 kHz configuration
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This window appears when the reader type selected at step 2 is R31/103:

SCB wizard

Reader communication protocol

Protocol type and parameters

Private ID security

Data authenticated encryption

Protocol ID

Select the protocol of your choice

Protocol options

Data size 5 3 byte(s) MSB First
Forced

[ site code 2 bytes AB
on UID

Clock&Data 40 bits - Iso 2B

Variant > 28

Decoding »  Decimal (BCD)
40 bits Data ® 13 characters
Values L}

15014443-3B PUPI / iClass
Enable

Card ID range filter (LSB)

UID/D
range

Technologies autherized

"] MIFARE Classic or Plus Level 1
[ MIFARE Plus Level 3

"] MIFARE DESFire EV1

] MIFARE UltraLight C (] CPS3
Blue Mobile Id [71125 kHz/3.25 MHz
NFC-HCE

L2STid

Electronic Identification

This window appears when the reader type selected at step 2 is TTL output:

SCB wizard

Reader communication protocol

Protocol type and parameters

Private ID security
[7] Data authenticated encryption

Protocol ID

Select the protocol of your choice

Protocol options

Data size 5 & byte(s)
Forced

[T site code 2 bytes AB
on UID

Clock&Data 40 bits - Iso 2B

Variant » 2B

Decoding » Decimal (BCD)
40 bits Data » 13 characters
Values * 03

15014443-3B PUPI / iClass
Enable MSB First

Card ID range filter (LSB)

uID/D
range

Protocol

V7.0 - Part 1 - Page 30 on 233

It contains the different TTL communication protocols supported by the reader.

For more information about the protocols refer to T4 - About TTL communication protocols.

Note: When encoding, the ID format is formed according to the format of the current protocol (example:
Decimal 13 characters for the protocol 2B - 10 hexadecimal characters for 3CB protocol).
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/ﬁ\ Protocol options
Home % ‘“Data size”: adjust the size for custom protocol.

d‘ﬁ Maximum size in Wiegand: 48 bytes
Maximum size in Data/Clock: 10 bytes

« “Forced site code on UID”: force a site code whatever the communication protocol.
The value of the code will be transmitted most significant on one or two bytes.

UID can be truncated according to the protocol used.

d : L : ! . . .
e This option is only available in UID mode (not available on Wiegand 64 bits - 3T Protocol).

configuration
ISO 14443-3B PUPI /iCLASS™*

It is possible to manage differently the PUPI 1SO14443-3B and the ISO 14443-2B by calculating an
authentication code using a cryptographic hash function (SHA1) and a secret key. Other norms (1SO14443-
A) and frequencies (125 kHz & 3.25 MHz) are not concerned by this option.

If the protocol size is less than 20 bytes, the 20 bytes obtained signature will be LSB truncated.
If the protocol size is more than 20 bytes, a zero padding will be made.

*Our readers only read the UID/Chip Serial Number. They do not read secure HID Global’s iCLASS™ cryptographic
protections.

Card ID range filter (LSB)

creat It is possible to return an UID / ID only if it is within a specified 4 bytes bounded range.
reate
user cards

If the size of the UID / ID is more than 4 bytes, the range will be made on the 4 bytes LSB (taking into
account the MSB First option first). The limits are included, lower limit < UID / ID < upper limit.

If the UID / ID is in the range, the reader will return the code for the current protocol and perform an action
card LED + Buzzer (SCB). Otherwise, the reader light up (not configurable and not disabled) red LED +
Buzzer for 400ms.

The UID / ID is compared to the hexadecimal value after taking into account the MSB First parameter and
before entry into protocol shape.

For example for a protocol 2S, the code to compare will be the code on 4 bytes before coding to 2S
format.

Technologies authorized

When the selected reader type is “UID only”, you can select the type of chip technologies that can be read
by the reader.

Private ID security

Private ID can be encrypted AND signed before being written in the card.

The reader will decrypt and authenticate the private ID before sending it on its output media.

Only an ID correctly decrypted and authenticated will produce an output data, otherwise the reader will
remain mute.

The Authenticated Encryption uses the MtE mode (Maced then Encrypt).

Note: The size of private identifier is limited to 12 bytes.
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This window appears when the reader type selected at step 2 is serial output:

SCE wizard

Reader communication protocol

Protocol type and parameters

Private ID security Protocol options
[[] Data authenticated encryption

Data size g & byte(s)

Reader Serial communication parameters
configuration Forced
Baudrate R5485 Address [ site code 2 bytes AB
9600 - s = on UID

19014443-3B PUPI | iClass

Bidirecti I mod
-/ Bidirectionnal modz [¥] Enable [¥] MSB First

Security mode Plain Card ID range filter (LSB)
upip ——— to 00000000

Data format range | & L
) Hexadecimal @ Decimal

CRJ/LF [[TLRC

ASCII [T STX+ETX

Create
user cards Mo leading zeros

Serial communication protocol

It contains the different serial communication parameters.

For more information about the protocol, refer to T5 - Serial communication protocol.

Protocole Options
s ‘“Data size”: adjust the size for custom protocol.

Maximum size in Hexadecimal: 48 bytes
Maximum size in decimal: 10 bytes

Note:

It is possible to increase the size of the field beyond the maximum size for this, hold the button CTRL and
click in the "Data Size", and then the value appears underlined. This manipulation does not work for
encoding but only for reading an identifier. Only available on series readers.
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SCB wizard

Reader physical protections Dn

Switch and life signal options

L

{2

Reader protection options

Save user keys in non volatile memory

[T] Erase keys on tamper switch activation

Reader

configuration On tamper activation keeps LED red as default

[C] Tamper switch signal
[ Tamper switch ID
]
Common frame for Tamper and Life signal

ac 1c

Life signal Accelerometer sensitivity
@ Disabled ; 0 Normal
0 Generic

&) Reader specific

Create
user cards

Reader protection option

% Save user keys in hon-volatile memory: enables the keys to be saved, in encrypted form, in EEPROM
non- volatile memory, in case of power failure.

+ Erase keys on tamper switch activation: enables all the reader keys to be erased, if the status or

accelerometer is changed.

% On tamper activation keeps red as default: requires activation of tearing.
If the status of accelerometer is changed, LED is on the red indicating that the keys have been erased.

% Tamper switch signal: enables the tamper switch signal to be activated. Refer to T11 - Tamper switch.

+«+ Tamper switch ID: enables the tamper switch ID to be activated. Refer to T12 - Tamper switch ID.

+ Common frame for Tamper switch and Life signal: allows you to enable sending in a frame of a tamper
signal and life, available only for R31, S31 and R33+INTR33E readers. Refer to T13 - Mutual Life /
Tamper switch Signal.

Note: There is no tearing management on USB readers.

Life signal
Enable / disable the life signal and choose the type of signal "Generic" or "specific". Refer to T10 - Life

signal function.

Accelerometer sensitivity
The ARC reader range includes an accelerometer to detect the reader tearing.
Depending on the support / installation location of the reader, it may be necessary to adjust the sensitivity
of the sensor so that only an effective tear is detected.
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SCE wizard

LED and Buzzer

Options and parameters

LED default state
Mode
o Off
© Fixed
& Blinking
@ Pulse
) Rainbow

External control LED coleor

LED1
input color

LED2
input color

Default LED state

Availables modes for ARC readers:
OFF

Fixed

Classic blinking

Pulse

Rainbow

7
°

7
°

7
°

e

%

e

%

Availables modes for WAL readers:

% Fixed
% Classic blinking
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Color

Blink duration Pulse speed
¥100ms
4 = [ ] Medium

LED1+LED2
input color

Define the default LED state (color and blink mode).

D) 5 IINE

Card detection action

Blink times Color

(7]
0 =

LED duration
¥100ms

o B L

Buzzer duration
¥100ms

)
4 =

’, Buzzer sound level [J Loud

Enable external LED/Buzzer control
1B
Direct buzzer

Light at Bluetooth® connection

]

The image on the right allows you to view the selected effect: blinking and color.
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/h\ Card detection action

Home

f

Define the LED and buzzer state (color and blink) when a card is detected.
This information is independent of the acceptance of the identifier.

Buzzer sound level

Define the sound level for the buzzer only available for ARCS, ARC1 and ARC1S.

Reader External control LED color

configuration

Define the color of LED1 input, LEDZ2 input and both LED if they are controlled simultaneously.

To modify and select a color, click on the symbol ARC or color buttons, the following window opens:

SECard - Color selection @

SECard color selection

B B B orF

W ==]

Create
user cards

To select a predefined color, click on one of the colored squares color.

For ARC readers only, it is possible to choose a different color. Move the cursor to the desired color, the
value displayed corresponds to the RGB hexadecimal code of the selected color. It is possible to copy the
value by double clicking.

Enable external LED / Buzzer control

Control LED and buzzer externally. The polling period is adjustable in increments of 100ms.
Only available for serial readers (R/S-32 and R/S-33) in bidirectional mode.

Direct buzzer

Activate the buzzer as soon as a card is detected without waiting for an external command.
Only available for serial readers (R/S-32 and R/S-33) in bidirectional mode.

Light at Bluetooth® connection

Flash LED when smartphone start connection on the reader. The color can be selected by clicking on the
right square.

This action, independent of the detection of the virtual badge, informs the user that the communication
between the smartphone and the reader is in progress.
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SCE wizard

Keypad, biometric and ARC new options DE) \

Reader Biometric settings

Security level Mumber of fingers to enroll
Reader -
configuration 1] % 1 %
Threshold Mumber of fingers to check [7] Biometric data into the reader
5 =] 1 = H Duress biometric
= = authentication

[] Minutiae capture consolidation

Keypad options ARC options
Mode On keypressed
@ Card OR Key Buzzer E Eco mode (Low Power) 0
& Card AND Key [C] Flicker
Key transmission Display

© 4 bits framed @ Keypad [[] Subdued LED
© 4bits © Default image
Create @ 8§ bits

[C] Deny UHF configuration

user cards 0 X Keys framed [[1 Scramble Pad @

Number of keys s =B [C] Backlight

Reader biometric settings

o<

» Security level: represents the reliability rate between the encoded and read fingerprints.

» Security level = 1: low false finger security level (Morpho Sagem recommendation).
» Security level = 2: medium false finger security level.

» Security level = 3: high false finger security level.

% Threshold: represents the quality level of the fingerprints to encode in the chip (0 up to 10).
Lower threshold = less false rejection. Morpho Sagem recommendation: 5.

“ Number of finger to enroll: represents the number of fingerprints to encode.
« Number of finger to check: represents the number of finger to check.

+«+ Minutiae capture consolidation: allows to capture the same finger three times. The biometric sensor will
choose the best one during the encoding.
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+«»+ Duress biometric authentication: The UID or private ID returned by the reader will be modified to
include the finger number with which the user authenticated.
This feature takes precedence over the site code if used.

Example: ID 0x1122334455 / 73 588 229 205 (decimal)

Detection of finger number 2: ID sent by the reader is 0x0222334455 / 9 163 719 765.

Reader Note: not available in Wiegand 3T protocol, le 1st byte being used for the chip type.
configuration

Note: A new user card encoding with different number of fingers requires to format the chip.

«» Biometric data into the reader.

Reader Biometric settings

Security level Mumber of fingers to enraoll
] ]
T 3 2@
Creat Threshold Mumber of fingers to check Biometric data into the reader
reate
user cards 5 @ - = Duress biometric
= = authentication

[l Minutiae capture consolidation

When this operating mode is select, the number of fingers to enroll is set on 2 fingers and the number of
fingers to check is set on 1. Minutiae capture consolidation is activated.

To create the Biometric Configuration Card, refer to BCC section. .

In this mode, you can’t encode templates in user card.
Warning: It is the responsibility of the end-user to ensure that the installation is in keeping with the
local rules for the management and the storage of biometric data.

More information about this mode, refer to T9 - Biometric data into the reader.
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Keypad options
Choose between the modes “Card OR Key” and “Card AND Key”:

- Card OR Key + format choice:
Keypad options

Mode On keypressed
B . .
?Card OR Key - neset Once the reader detects a card, its ID number is sent
© Card AND Key [C] Flicker )
according the selected protocol followed by an
Reader Key transmission Display acknowledgement sound.
canfpsaon °j Efts framed © Keypad Each time a key is pressed, its number is sent to the host
s = . . .
8 bits © Defaultimage according the selected protocol and encoding mode
© X Keys framed [ Scramble Pad followed by an acknowledgement sound.

Number of keys ¢+ 5 [C] Backlight

- Card AND Key + keys number:
Keypad options

Mode On keypressed
© Card OR Key [[] Buzzer o
; oy [ Flicker When the key sequence is finished, the reader expects an

identifier for a period of 6 seconds (a beep sound to

Key transmission Display indicate pending identifier).
@ 4 bits framed @ Keypad
4bis © Default image
8 bits
X Keys framed [ Scramble Pad For more information on the functioning and format, refer

Create

(reate Numberofkeys 4 & [ Backight to paragraph T6 - About keypad readers.

Warning

The Wiegand 26 bits format is not available in Card AND Key mode.

- OnKey Pressed
Allow to activate / deactivate LED and Buzzer when user press one touch of the keyboard.

- Display: Choose de default display for touchscreen if keyboard is active.

o Keypad:
Display the keyboard.

o Default image:
Display the default text and image (see step 7).

To display the keyboard, touch a first time the screen.
The display reverts to the default image after a timeout of 10s.

- Scramble Pad (Only available for screen touch ARC): Activate the scramble on keypad.
The scramble is performed:

e« Card AND Key:
o After each sequence: enter the number of configured keys and reading a valid card.
o After a time out of 6s after the seizure of configured keys without presentation of a valid
card.
o Following the annulment by the * or # key.
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e« Card OR Key:
o After reading a valid card.
o Every 30s. Pressing a key or reading a card resets the timer.

- Backlight: Allow to activate / deactivate keypad backlight.

ARC options
m“r:_faudr‘;;o“ - Eco mode (Low Power)
2 In this mode, light is less intense and the scan cycles reduced, the consumption of the reader is reduced
of about 25%.

- Subdued (LED)
Reduce drastically the led intensity.

- Disable UHF configuration
Deactivate the UHF chip.
For more details about UHF configuration, refer to VIII. 10 - UHF config.

Create

user cards
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i B

SCEB wizard

Touchscreen options DE).

Display settings configuration

Reader language English v

[[] Display Bell button [[] Rotate 180°
Reader
configuration Reader state IDefaurt image and text vl
Texts

Coor (D

Line 1 |Present your |

Line 2 |credentia| |
Lined | |

Image Load Delete Adjust

{Only by serial link - No SCB) @ @ . .
- adba
2008 N\ R 2

Display images = =

Present your
credential

Create

user cards Port CoM1 Lnading your images
into the reader

Baudrate 38400 -

Display Bell button
Display or not the bell button on screen.
When you press the bell, it will be activated during 1s.

Headband appearance

Keypad inactive and ring inactive

Keypad active in Card AND Key
mode and ring inactive

Keypad active in Card AND Key m
mode andring active @ [lsaw; ~=<=@Z02@———=—-
Keypad inactive and ring active ! u

Warning

When the ring is active and if the reader has a screen then the tearing will not be effective
on static relay (used for the ring).
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Rotate 180°: Used to rotate the image at 180°.
Reader Language

Choose the language used to display the text on the screen: English (default) or French.

Reader State

Select the state to change, either from the drop-down menu, or by clicking on the corresponding icon.
Reader

congueation Default image and text

Badge detection image and text

Tamper switch activation image and text

Biometric template read image

External LED1 action image and text

External LED2 action image and text

External LED1+LEDZ2 action image and text
For each state, it's possible to change the image, the text and the text color.
Note: for the biometric, the text is not modifiable because it takes into account the number of fingers defined
in the configuration wizard.

Texts

To change the text color, click on the color button.

rli:r:auleurs Iéj‘
Create Couleurs de base :

user cards el Tl 1 1
| _ el ey o N |
AN EENNN
EiEEEENN
AN EEEN
T
Couleurs personnalisées
EEEEEEEN
EEEEEEEN
[ Définir les couleurs personnalisées >» ]

(the language of this windows depends on your Windows language)

The color applies to the three lines of text.
Image

Load an image file in SECard and adjust with the three button:

Load

Load an image file for the selected state.
Delete

@ Delete the image file to the selected state.
Adjust

Reduces the image on the screen.

Note: The classic image formats are supported (bmp, png, jpeg, ...). By against the screen reader does not
support transparency, the background color is white.
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Loading image into the reader
After loading the images into SECard for the seven states, they must be loaded into the reader.

The check boxes allow you to select the states will be activated by the SCB and validate the image on the
screen. “Default” and “biometric” states are automatically activate.

e NN

Reader Display images [ T[] [

configuration

Warning

Loading images into the reader is possible only through the reader serial communication, not
with the SCB.

1 - Connect the screen touch reader to your computer with the reader serial link and set the communication:
Port COoM1

Baudrate 38400 -

2 - Power on the reader and click on ﬂ;,l l I while the LED blinks orange for serial readers
or at any time for TTL readers.

Create
user cards

3 - The loading progress is indicated by the progress bar: Loading your image library into

The operation is repeated seven times, once for each image. the reader
Exclusively by serial link (Mo SCB)

Loading your image library into
the reader

Exclusively by serial link (Mo SCB)
TouchScreen Picture loaded into Flash pesssittdcss

At the end you must have the message below:

Note:
*  Each image has an index, a new load erases the image loaded before.
*  If you get the message below, your communication settings are not correct, return to the step 1.

Loading your image library into o
[RE R

the reader I.ﬁ| |[|I

Exclusively by serial link (Mo SCB) —
Diata received length error (too short) | 0% |

*  |f the image has been loaded into SECard was moved, the preview will not be available and the next
image will be displayed in the IHM SECard.

*  The display time of the state “Badge detection image and text” is defined in step 5 “LED and Buzzer”
with “Blinks times” if the blink is activated or “LED duration”.
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Default Image and text

Visuel

Default Image and text

Present your

credential

_I
J

L\

Badge detection image and text* o

Detected card

>

Tamper switch activation image and text

Alert
Attempted tampering

\S
"

Biometric template read image
(none editable text)
Place your finger

on the sensor

External LED1 action image and text ‘o

Authorized access

External LED2 action image and text ‘0

Access denied

gy
External LED1 + LED2 action image and text

Free access

Important note

A configuration card created with a version of SECard <V2.1 (SCB < V8) for a standard reader will
automatically activate the screen if it is presented to a reader ARC screen with only the image “default image
and text” and images related to the states LED1 and LED?2.

A configuration card created with a version of SECard <V2.1 (SCB < V8) for a standard keypad reader will
automatically activate the screen in keypad mode if it is presented to a reader ARC screen with only the image
“default image and text” and images related to the states LED1 and LED2. The default image is the keypad.
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-

SCE wizard

Blue/NFC Mobile ID options

Settings and Reading options

[O2DENOENNDER

Blue mode [S'ﬂd Mobile ID ']
Designaticn
Reader Configuration Name (max 14 characters) * myConfighame [] STid Mobile ID (CSN)
configuration Py
Site code * s42p| | @

*Mandatory fields
Identification modes and communication distances
Card e

[ Hands free
Contact
0
i03 : Bluetooth®
Andraid . NFC
Slide [ Remote
\ery short
D
[ TapTap Remote options

Create
user cards

@ Remote 1 Remote 2

[[1 Reguires smartphone unlocking to authenticate

> Vaidate

Four configurations are available for Bluetooth authentication:

Configuration
Name | ConfMobilelD ConfMobilelD SameAsDESFire Custom
Characteristics
VirtualAccesCardName STid Mobile ID | STid Mobile ID+ STid Secure ID Custom
All availabl nl r .
Identification modes Only Card available Only Card up to All available
except Remote 0.5m
Requjres smartphqne Select by Select by No Custom
unlocking to authenticate customer customer
CRC16 CCITT
Sit d
ite code 51BC 51BC AID DESFire Custom
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Blue/NFC mode

Configure the reader to read STidMobile ID or OrangePAckID or Open Mobile Protocol.

This choice impacts the screen wizard Step 8 and Blue/NFC Mobile ID Settings:

STid Mobile ID

SCB wizard

Blue/NFC Mobile 1D options

Settings and Reading options DDE)DDDDE

Reader
configuration
Blue mode STid Mobile ID -
Designation
Configuration Name (max 14 characters) * myConfigName [T] STid Mobile ID (CSN)
Site code * sa20]  E “Wandatory fiskis

Identification modes and communication distances

[ee]
o Card @ [ Hands free
[} Contact
7] [<d
e i08 : Bluetooth®
E Android : NFC
N Slide [ Remote
§ Very short
) -
7 TapTap Remote options

@ Remote 1 Remote 2

[”] Requires smartphone unlocking to authenticate

Create

user cards

o aidate

SCB wizard
!A.L:b Blue/NFC Mobile ID
& STid Mobile ID , n the
o App Store
Reader parameters Virtual access card parameters
" ~Readmode ———————— Virtual access card name (max 14 characters)*
oy Pri ID
c © Private myVCardName
=
k) | © From DESFire
n | 3
| © Private ID else CSN Card prevew
o 1
é) “Key type myVCardMName
o myConfigName
o © One key (RW)
= XXYYYYZZ
] © Two keys (R and W,
e : ys )
Z
k)
= ~Data
m Size 4 3
¥ID ] Remote 1
© @
Offset 0 :
B s = [”] Site code ["]Remote 2
N [[] Reverse [¥] Configuration name [Z] Unlock required
; [Z] Prohibit Deletion
[ G/ Validate ‘ [ X Cancel
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Orange Pack ID

SCB wizard

Blue/NFC Mobile ID options
Settings and Reading opticns

Blue mode

Designation

myConfighlame

520 | @

Identification modes and communication distances

[C] Requires smartphone unlocking to authenticate

(o]

o Card 62 Hands free
]

+—

n

©

T

N Slide Remote

TapTap Remote options

@ Remote 1

+ Vaidae

IBBDBE : |

STid Mobile ID (CSN)

Remote 2

V N
SCB wizard
!‘Eﬁ Blue/NFC Mobile ID
Pack ID
Reader parameters Orange™ Pack ID parameters
g ieadmode Company Identifier 0543
c @ Private ID
E Service ID 00000001
[ From DESFire
n
Private ID else CSN Access ID OFQFOFOFOFOF
(@)
- TX power (dbm) -8 -
g ~Key type -
o
o ® One key (RW)
=
O Two keys (R and W)
LL
Z
~
(5]} rData —— )
>
m Size 4 3
° Offset 0 3
@
N | Reverse
l (™ Validate l [ X  Cancel

Blue Mode Orange Pack ID

The detection mode for this application is fixed to Contact.

Warning: To configure the reader for this application, you must create a physical SCB and not a

virtual SCB.
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Open Mobile Protocol
rSCB wizard )
Blue/NFC Mobile ID options
Settings and Reading options DDDDEBD“
Blue mode Open Mobile Protocol: =
Designation
myConfigName STid Mobile ID (CSN)
Reader_ 5420 | @
configuration
© Identification modes and communication distances
o Card €3 Hands free
Q
+—
n
©
S
ﬁ Slide Remote
TapTap Remote options
® Remote 1 Remote 2
[7] Requires smartphone unlocking to authenticate
o Vaidate
[ SCB wizard ]
Create
user cards !A:Q Blue/NFC Mobile ID ﬂl'[“"ﬂnllj
PROTOCOL
Reader parameters Open Mobile Protocol
g -Readmode ———————————— rC ication mode @
g ©Fnvate 1D ["] Secure communication v |
k) From DESFire
8 Private ID else CSN Complete local name ARCoa
- Site code 51BC
Q ~Key type ———
a General Purpose Bytes 000000
(@] @ One key (RW)
E TX power (dbm) 4 -
EL) Two keys (R and W) Company Identifier 51BC
P
~
(5]} ~Data
>
o Size 4 3
@
© Offset 0 3
< *
N [T Reverse
[ (v Validate ’ ‘ X  Cancel
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If “STid Mobile ID* or “Open Mobile Protocol” is activated, then it is not possible to activate “NFC-HCE®, the
parameters and keys are greyed. The NFC Mobile ID is automatically activated.

ARC SCB wizard

Blue Mobile |D options
Settings and Reading options

Blue mode STid Mobile ID A
Designation
Configuration Name (max 14 characters) *

Site code *

BB : |

myConfigName [C] STid Mobile ID (CSN)

@
CBCF 4 “Mandatory fields

or

ARC SCB wizard

Blue Mobile ID options
Settings and Reading options

Open Mobile Protocol ~

Blue mode

Designation

BB ¢ |

myConfigName STid Mobile ID (CSN)

cecF | @

ARC SCB wizard

(ooo) ) SCB Wizard configuration
' ( \ ' For models:
- Architect®, Architect® One, Architect® Blue and Architect®
/ Secure
Select your SCB type : | Full settings =
Reader o setings | |9 keys | M
MIFARE DESFire @ vanwaimode - | &F Settings | | D Keys R
MIFARE Pius SL3 @ monwsimode | {F  Sefiings  Keys [}
MIFARE Classic/SL1 @ wonaimode + | {F Settings | |9 Keys o
MIFARE UltraLight/C ¢f  Settings ?  Keys [}
l Blue/NFC Mobile ID ¢f Setings | Keys [ 1 |
I NFC-HCE o L |
CPs3 ¢ Settings o !
l
125 kHz o |
U
(@ Close

If “Orange Pack ID “ is activated it is possible to activate “NFC-HCE", the parameters and keys are not

greyed.

ARC SCB wizard

Blue Mobile 1D options
Settings and Reading options

Blue mode

QOrange PacklD v

Designation

BBDEBD : |

myGonfigName STid Mobile ID (CSN)

cacF | @

ARC SC8 wizard

(o) M SCB Wizard configuration
[ \ ’ For models:
Architect®, Architect® One, Architect® Blue and Architect®
/ Secure
Select your SCB type : | Fub settings =
Reader ¢  Seftings ‘  keys | @H
MIFARE DESFire @ vanaimode - | &F Settings | $ Keys | o |
MIFARE Plus SL3 @ Monual mode ¢f Seftings | B Keys 7; o
MIFARE Classic/SL1 @ Monuaimode  ~ f Setings | ‘ (& Keys | o)
MIFARE UltraLight/C ¢f  Settings \ $  Keys | [}
| Blue/NFC Mobile D < setings | | Keys | WH
INFC-HCE < setings | [ keys | N
CPS3 ¢f Seftings | ol |
[
125 kHz o
[
i
(@ Close

NFC Mobile ID and « 1S014443-3B PUPI / iClass » compatibility

“NFC Mobile ID” and “ISO14443-3B PUPI“ can be activated at the same time as “NFC Mobile ID* is
compliant with 1SO14443-A.

Reader communication protocol
Protocol type and parameters

Private ID security

[7] Data authenticated encryption

Protocol ID

Select the protocol of your choice

Clock&Data 40 bits - Iso 2B v
Variant » 2B
Decoding »  Decimal (BCD)

AR Lien Nmen 49 ahecantar
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Data size 5 % byte(s)
Forced

[7] site code 2 bytes AB
onUiD

18014443-3B PUPI/iClass
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Blue Mode STid Mobile ID

Designation

- Configuration Name: enter the name of the configuration Mobile ID Secure Plus: 14 characters max.
Note: configuration name “Conf Mobile ID” is reserved to STid Mobile ID.

‘Warning [éf

J-_\ Warning, you can't use "Conf MobileID" as a
“==  configuration name because it is reserved by the 5Tid
Mobile ID (C5M)

Reader
configuration

- Site Code: 2-bytes data used for the site code of the configuration.
Note: site code 51BC is reserved for STid Mobile ID®.

SCB | OCB
| | - STid Mobile ID (CSN): configure the Blue reader to read only a CSN on the smartphone.
o8 Identification modes and communication distances
-ﬁ\
For each identification mode the communication distance is adjustable.
BCC
S, < Card: By placing the smartphone in front of the reader.
| *3‘ « Contact: smartphone must be in contact with the reader.
=== N e Upto 0.2m: smartphone must be in an area of 0.2m around the reader
5 e Upto 0.3m: smartphone must be in an area of 0.3m around the reader.
; e Upto 0.5m: smartphone must be in an area of 0.5m around the reader
Create
d . . . .
eer cares < Slide: By placing your hand close to the reader without taking out your smartphone.
‘}{‘ The distance between the smartphone and the reader can be:
e Very short
Tools
e Short
e Medium
e Long
e Verylong

Not available for ARC1S neither ARCS keypad in Card or Key mode.

KD

< Tap Tap: By tapping your smartphone twice in your pocket for near or remote opening.
The communication distance can be:

ﬁ’ e Upto3m
.J,l Up to 5m

e UptolOm
e Upto1l5m.
< Hands free: By simply passing in front of the reader.
Communication distance around the reader:
e Upto3m
e Upto5m
e Uptol0Om
« Remote: By controlling your access points remotely.
Communication distance around the reader:
e Upto3m
e UptolOm
e Uptol5m
e Upto20m
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« Remote options

If the identification mode "Remote" has been activated, it allows to associate the current configuration
to the Remote button 1 or Remote button 2.

Requires smartphone unlocking to authenticate: security option

« If checked: the smartphone must be unlocked (with PIN code or other unlocking option
depending on the smartphone) to authenticate with the reader.

configuration « If unchecked: unlocking the smartphone is not required to authenticate with the reader.

Notes:

The notion of distance in Bluetooth corresponds to an area around the reader, not just in the
front.

Reading distances depend on the environment, on the position smartphone // reader ...

It is recommended to do on-site testing to evaluate the settings.

Warning

When Architect® Blue readers are installed close to each other, detection distances
must be defined to accommodate the distance between the readers to avoid cross
readings.

e The NFC-HCE option for “NFC Mobile ID” is not a SECard option. It has to be activated in
STid Mobile ID app (activated by default).
This feature is only available for Android phones.

o “NFC Mobile ID” is not compatible with STid Settings app.

Click the button ‘ (v Validate ‘to complete the reader configuration settings.
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lll. 2 - SCB Wizard: reader security keys

»
SCB wizard

Reader security keys

Reader Keep control of your security. Define/modify your keys.
configuration
SCB company key
Current "I New

FFFFFFFFFFFFFFFFFFFFFFFFFFFFFEEF 00000000000000000000000000000000

- Serial communication keys -

New FFFFFFFFFFFFFFFFFFEF New FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEF
- Easy Secure or Wiegand encryption AES key - - -ARC UHF configuration protection key
923F2B795870B27E549CE32B3135DE43 UHF write key  FFFFFFFF
SoEE New FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE [ New FFFFFFFF
user cards
|
~PUPI 1S014443-3B “1 - Authenticated encryption -

‘ Key
ESignature Key FFFFFFFFFFFFFFFFFFEE ‘ FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEE

Change automatically the communication key (serial with interface)

‘ (v Validate ’ ‘ X Cancel

SCB company key

Configurable readers with « SCB » card are initially supplied with default configuration (factory key
OXFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF).

These can be configured by a "SCB" with OxFF...FF in current key to a new company key.

It can be entered manually or automatically by pressing CTRL + R or by right click "Fill with a random
value."

After the initial configuration and in order to reconfigure the reader, it will be necessary to present to the
reader "SCB" with a company key similar to that recorded by the reader.

Warning

This key is important and should definitely be known by the administrator. It protects the data
from the "SCB" and allows changes to the configuration of readers.

If you lose this key, the reader cannot be reconfigured for another "SCB" and will must be reset
at the factory.
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Serial communication keys
Modify the signature and encipherment keys for serial secured reader (S32 / S35/ S33).
For more information about the protocol, refer to
T5.2 - Bidirectional communication mode

Easy Secure or Wiegand encryption AES key
Modify the enciphered AES key used to secure the connection between the reader R33 and INTR33E and
the output reader S31.
Note:
The default value (factory settings) is «FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF».
It is mandatory to change the value of this key so that the output is encrypted.

PUPI ISO 14443-3B
Enter the key used for the signature calculation, called “secret key” (10 bytes).

ARC UHF configuration protection key
Change the write UHF configuration key, if enabled. It recommends to change it, to protect the
configuration in the chip in against further write operations.

Authenticated encryption:
Enter the authenticated encryption key.

Change automatically the communication key: by default, select this option.

7

< Activate:
In SECard <v3.3.x this option is automatically activate. The authentication sequence at the power
on of the reader are:

- 1stcase: The current decoder or control panel key is the default key OxFF...FF.

Current FEFFFFFFFFFFFFFFFFFFFFFFFFFFFETE

Power on
MNew OE4FCDC2B157101EREQS2729F49BETO0

Authenticate
with Current

Authenticate Red LED and

buzzer

with New key
isOK?

Delay 1mm

Secure channel - Send the new key to the decoder or
communication open. control panel (Change key command).
END . . .
- Authenticate with this new key.

- Secure channel communication open.
FND
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- 2 case: The current decoder or control panel key is different to default key.

Power on

Authenticate
with New key
is OK ?

Current 60827531F39811D39859B8EE261ESRAER

New OE4FCDCZB157101EBEOE2T729F49BET00

Authenticate
with Current
key is OK ?

Authenticate
with default

Secure channel
communication open.
END

- Send the new key to the
decoder or control panel
(Change key command).

Create

user cards

-,

% Not Activate:

Power on

Authenticate
with New key
isOK?

- Authenticate with this new
key.

- Secure channel
communication open.
END

- Send the new key to the
decoder or control panel
(Change key command).

- Authenticate with this new
key.

- Secure channel
communication open.
END

the authenticate sequence is:

Current FFFFFFFFFFFFFFFFFFFFFFFFFEFFEEEE

MNew 0E4FCDCZB15T101EBEO&2729F49BET00

no

- Red LED and buzzer.

- Present the SCB
configuration card to the reader
to send the new key to the
decoder or control panel.

Secure channel
communication open.
END
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(SCB wizard ]
Reader security keys
Keep control of your security. Define/modify your keys.
~ SCB company key
configuration Current "] New
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF 00000000000000000000000000000000
-~ Serial communication keys
New FFFFFFFFFFFFFFFFFFEF New FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEE
PAC64 master key ~ARC UHF configuration protection key -
923F8B795B70B27E549CE32B3138DE43 | UHF write key  FFFFFFFF
New FFFFFFFFFFFFFFFFFFFFFFFFFFFEFEFR | [CINew FEFFFFEF
| i
~PUPI11S014443-3B - | Authenticated encryption -
Key ‘
\j Signatul’e Key FFFFFFFFFFFFFFFFFFFF FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE
L \
Change automatically the communication key (serial with interface)
‘ (v Validate ’ ‘ X Cancel ]

PAC64 master key: Enter the authenticated PAC64 encryption key.

Click the button‘ E"' Validate ‘ to complete the key settings.
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[ll. 3 - OCB Wizard: Reader configuration settings

Reader configuration: In the list select OSDP reader OCB

Secure reader SCB d

Secure reader SCB |

OSDP reader OCB

L2STid

Electronic Identification

Reader “settings”: The reader configuration is done in five steps. To move from one stage to another, you

must click on “Next”.

- Click here

Configuration wizard

n Click here

Reader type and options

Clich here

Protocol and options

}.]-] - Click here

Touchscreen options

BEED -]

Blue/NFC Mobile ID options
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-

OCE Wizard

Configuration wizard

Create your OCB reader configuration card

Wizard configuration steps for ODSP reader:

- Reader selection

- Reader parameters (protocol and options)
- Touchscreen options

- Bluetooth® / NFC options

The functions available with the configuration card
(OCB) depend on the generation of the reader's
firmware.

You must choose the version corresponding to your
reader generation.

i Click to view firmware compatibilities array

Choose Secard version to use

|SECard V3.3.x OCBv3 -

‘ |*| gﬁ Get configuration from SCB

Back

.&:.‘ct..

LISDP”

— — = =

SECard and Reader's firmware compatibility versions =]

ARC Firmwares

%  Fully compatible
¥t Limited functionnalities for backward compatibility

SECard

v3.3.x C

b

V7.0 - Part 1 - Page 56 on 233

The available functionalities and the compatibility of OCB depend on reader firmware generation.
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I* _,:f%\ Get configuration from SCB

R/
0.0

When you click on Get configuration from wizard SCB all parameters defined in OCB wizard are set in wizard
will be replace by the parameters presents on the SCB.

”
Avertissement ﬁ

Reader
configuration

I Are you sure to replace all the OCE parameters with
S%  current SCB parameters?

”
Infermations ﬁ

[ | SCB parameters have been copied into OCB parameters

Create
user cards
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-

OCE Wizard

Reader reference selection

Choose reader type and options to configure

Features activation

?

[l Keypad [l Touchscreen

Reader protection options
Save user keys in non volatile memory

[[] Erase keys on tamper switch activation

Tamper switch signal

AlC

A0
Blue/NFC

™ Mobile 1D

[C] On tamper activation keeps LED red as default

2
B

[] Biometric [ Prox 125 kHz

Accelerometer sensitivity

] MNormal

Buzzer sound level

’ [ [l Loud

Features activation:

e

» To activate keypad configuration.

*,

X3

% To activate touchscreen configuration.

7
°

0,
£ %4

To activate the biometric configuration.

KD
£X4

To activate Prox 125 kHz configuration
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/h\ Reader protection option

% Save user keys in non-volatile memory: enables the keys to be saved, in encrypted form, in EEPROM
non- volatile memory, in case of power failure.

f

« Erase keys on tamper switch activation: enables all the reader keys to be erased, if the status or
accelerometer is changed.

Reader « On tamper activation keeps red as default: requires activation of tearing.
configuration If the status of accelerometer is changed, LED is on the red indicating that the keys have been erased.

% Tamper switch signal: enables the tamper switch signal to be activated.
SCB | OCB

Ea
Accelerometer sensitivity

SKB

The ARC reader range includes an accelerometer to detect the reader tearing.
A Depending on the support / installation location of the reader, it may be necessary to adjust the sensitivity of
the sensor so that only an effective tear is detected.

BCC

53]

558 | Buzzer sound level

5“\
; Define the sound level for the buzzer only available for ARCS, ARC1 and ARC1S.

Create
user cards

pad

Tools
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i 5

OCB Wizard

Reader parameters

Protocol and options

Protocol communication

Private ID security 15014443-3B PUPI / iClass
E— [7] Data authenticated encryption Enable
configuration

Protocol options Card ID range filter (LSB)
I Forced site code on UID UID/ID range oooooooo | to oooooooo
[[] 2 bytes Value AB

Keypad and biometric options
Reader Biometric settings Keypad options

On keypressed

1 S 1 g Buzzer
Flicker
Create
user cards & % 1 % Scramble Pad

Minutiae capture consolidation Backlight

Protocol communication

« Private ID security

Private ID can be encrypted AND signed before being written in the card.

The reader will decrypt and authenticate the private ID before sending it on its output media.

Only an ID correctly decrypted and authenticated will produce an output data, otherwise the reader will
remain mute.

The Authenticated Encryption uses the MtE mode (Maced then Encrypt).

Note: The size of private identifier is limited to 12 bytes.

« Protocol option

“Forced site code on UID”: force a site code whatever the communication protocol.

The value of the code will be transmitted most significant on one or two bytes.
UID can be truncated according to the protocol used.
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% 1SO 14443-3B PUPI / iCLASS ™*

It is possible to manage differently the PUPI 1SO14443-3B and the 1SO 14443-2B by calculating an
authentication code using a cryptographic hash function (SHA1) and a secret key. Other norms (1ISO14443-
A) and frequencies (125 kHz & 3.25 MHz) are not concerned by this option.

If the protocol size is less than 20 bytes, the 20 bytes obtained signature will be LSB truncated.
If the protocol size is more than 20 bytes, a zero padding will be made.

Reader *Our readers only read the UID/Chip Serial Number. They do not read secure HID Global's iCLASS™ cryptographic
configuration protections.

« Card ID range filter (LSB)

It is possible to return an UID / ID only if it is within a specified 4 bytes bounded range.

If the size of the UID / ID is more than 4 bytes, the range will be made on the 4 bytes LSB (taking into
account the MSB First option first). The limits are included, lower limit < UID / ID < upper limit.

If the UID / ID is in the range, the reader will return the code for the current protocol and perform an action
card LED + Buzzer (SCB). Otherwise, the reader light up (not configurable and not disabled) red LED +
Buzzer for 400ms.

The UID / ID is compared to the hexadecimal value after taking into account the MSB First parameter and
before entry into protocol shape.

Create

Keypad and biometric options

user cards

< Reader biometric settings

- Security level: represents the reliability rate between the encoded and read fingerprints.
» Security level = 1: low false finger security level (Morpho Sagem recommendation).
» Security level = 2: medium false finger security level.
» Security level = 3: high false finger security level.

- Threshold: represents the quality level of the fingerprints to encode in the chip (0 up to 10).
Lower threshold = less false rejection. Morpho Sagem recommendation: 5.

- Number of finger to enroll: represents the number of fingerprints to encode.
- Number of finger to check: represents the number of finger to check.

- Minutiae capture consolidation: allows to capture the same finger three times. The biometric
sensor will choose the best one during the encoding.

+ Keypad options

- On Key Pressed allow to activate / deactivate LED and Buzzer when user press one touch of the
keyboard.

- Scramble Pad (only available for screen touch ARC): Activate the scramble on keypad.

The scramble is performed:
o After reading a valid card.

o Every 30s. Pressing a key or reading a card resets the timer.

- Backlight: Allow to activate / deactivate keypad backlight.

V7.0 - Part 1 - Page 61 on 233 Www.stid-security.com


https://en.wikipedia.org/wiki/Message_authentication_code
https://en.wikipedia.org/wiki/Message_authentication_code
https://en.wikipedia.org/wiki/Hash_function
https://en.wikipedia.org/wiki/Key_(cryptography)

L2STid

Electronic Identification

~ B

COCE Wizard

Touchscreen options

Display settings configuration

Select your image

Reader
. Load
configuration

Delete

Choose the index to place your images

inger

Load your images 4

Port Com

Baudrate 38400 -

41\
Create IE,T

TS Loading your images into the reader
(Only by serial link - No OCB) | |

Image

Load an image file in SECard:

Load

M| Load an image file for the selected state.
Delete

@ Delete the image file to the selected state.
Index Position in non-volatile memory.

Note: The classic image formats are supported (bmp, png, jpeg, ...). By against the screen reader does not
support transparency, the background color is white.
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/ﬁ\ Loading your image

Home

X Warning

o

Loading images into the reader is possible only through the reader serial communication, not
with the OCB.

Reader 1 - Connect the screen reader to your computer with the reader serial link and set the communication
configuration parameters:

Port COMA

Baudrate 38400 -

[
CPAY
2 - Power on the reader and click on I&J ‘ .

3 - The loading progress is indicated by the progress bar:

Note:
* Image has an index; a new load erases the image loaded before.
*  |If you get the message below, your communication settings are not correct, return to the step 1.

Loading your image library into [
the reader ﬂ;.ﬁ"l—' [DI

Exclusively by serial link (No SCB) —
Data received length error (too short) | 0% |

*  |f the image has been loaded into SECard was moved, the preview will not be available and the next
image will be displayed in the IHM SECard.

=
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-

CCE Wizard

Blue/NFC Mobile ID options
Settings and Reading options

Blue mode [STLd IMobile ID ']

STid Mobile ID

Designation Orange Pack D
Reader Configuration Nalppen Moblle Frotocal myConfigName

configuration

[C]1 STid Maobile ID {CSN)
Site code * 1288 @&

*Mandatory fields

Identification modes and communication distances

[ClCard @ [[] Hands free
Contact Up to =3m
0 0
[C] Slide [[] Remote
Very short Up to =3m
0 0
[[] TapTap Remote opticns
Up to =3m
[ @ Remote 1 ©) Remote 2
Create :
user cards

[[1 Reguires smartphone unlocking to authenticate

[7] Light at Bluetooth® connection

+/ Validate

Blue/NFC mode

Configure the reader to read STidMobile ID or OrangePAckID or Open Mobile Protocol.This choice impacts
the screen wizard Step 5 and Blue/NFC Mobile ID Settings.

Requires smartphone unlocking to authenticate: security option

If checked: the smartphone must be unlocked (with PIN code or other unlocking option
depending on the smartphone) to authenticate with the reader.

If unchecked: unlocking the smartphone is not required to authenticate with the reader.

Light at Bluetooth® connection

Flash LED when smartphone start connection on the reader. The color can be selected by clicking on the
right square.

This action, independent of the detection of the virtual badge, informs the user that the communication
between the smartphone and the reader is in progress.
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STid Mobile ID

QCB Wizard

Blue/NFC Mobile 1D options

Settings and Reading options

STid Mobile ID -

Blue mode
Designation
Configuration Name (max 14 characters) *

Site code *

0 e

Card ¢3]
% Contact
—
o ?
© i0S : Bluetooth®
E Android : NFC
N Slide
§ & Very short

:
[”] TapTap

[T]Light at Bluetooth® connection

Identification modes and communication distances

[C] Requires smartphone unlocking to authenticate

myConfigName [T] STid Mobile ID (CSN)

@
12AB z *Mandatory fields

[7)Hands free

"] Remote:

Remote options

@ Remote 1 Remote 2

" aae

OCB Wizard

! A:O Blue/NFC Mobile ID

Reader parameters

~ Read mode

© Private ID
From DESFire

Private ID else CSN

n

(@]

=

=

Q

n

a

Q Key type -

o

[e) ©@ One key (RW)
=

O ) Two keys (R and W)
LL

=z

~

5 Data

m Sze 5 &
© @
= Offset 0 ®
@

g [T Reverse

& STid Mobile ID

Virtual access card parameters

Virtual access card name (max 14 characters)*

myVCardName

Card preview

myVCardMame

1D

[C] Site code

[7] Configuration name
[Z] Prohibit Deletion

"] Remote 1
[”] Remote 2
[7] Unlock required

@

Validate I l X Cancel
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A

Orange Pack ID

G‘ﬂ ( OCB Wizard )
Blue/NFC Mobile ID options

Settings and Reading options

Blue mode Orange Pack ID =
Designation
Reader myConfighame STid Mobile ID (CSN)
configuration 1288 | @
Identification modes and communication distances
0 Card [£4) Hands free
o
()
—
n
-9 Slide Remote
@
N
TapTap Remote options
@ Remote 1 Remote 2
["] Requires smartphone unlocking to authenticate
[T] Light at Bluetooth® connection
Create The detection mode for this application is fixed to Contact.
user cards
(0B Wizard ]
!AEQ Blue/NFC Mobile ID
Pack ID
Reader parameters Orange™ Pack ID parameters
0 =
(@] Readunds Company Identifier 0543
= © Private ID
= Service ID 00000001
() From DESFire
(2]
a Private ID else CSN Access ID OFOFOFOFOFOF
; TX power (dbm) -8 v
= - Key type
Q
] @ One key (RW)
=
U Two keys (R and W)
LL
pd
=
() r-Data -
>
o Sze 5 @&
@
_9 Offset 0 &
@©
N [[] Reverse
[ (v Validate ] [ X  Cancel
\,
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Open Mobile Protocol
( OCB Wizard )
Blue/NFC Mobile ID options
Settings and Reading options
Blue mode Open Mobile Protocol ~
Designation
myConfighame STid Mobile ID (CSN)
Reader =
- 12AB 2
configuration
ITe) Identification modes and communication distances
o Card [€2) Hands free
Q
&
5B [ OB
/ ©
T
N Slide Remote
TapTap Remote options
@ Remote 1 Remote 2
[7] Requires smartphone unlocking to authenticate
[7] Light at Bluetooth® connection
o/ Validate
s ~
OCB Wizard
Create
user cards !‘EQ Blue/NFC Mobile ID OPENMOBIEE
PROTOCOL
Reader parameters Open Mobile Protocol
0 Readmode ——————————— rC ication mode
o } @)|
= ©Private D [] Secure communication
=]
k) From DESFire
8 Private ID else CSN Complete local name ARCoa
- Site code 51BC
9 - Key type
o General Purpose Bytes 000000
(@] @ One key (RW)
2 TX power (dbm) 4 -
EL) Two keys (R and W) Company Identifier 51BC
pd
=
] Data -
>
o Size 5 &
_9 Offset 0 &
@©
N [ Reverse
[ (@ Validate | [ X  Cancel
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Blue/NFC Mobile ID and NFC-HCE compatibility

CCEB Wizard

Blue/NFC Mobile ID options
Settings and Reading options

Blue mode

STid Mobile ID -

Reader Designation

configuration

Configuration Name (max 14 characters) *

Site code *

NEEVED) 5 |

myConfigName [C] STid Mobile ID (CSN)
1228 @ “Mandatory fields
or

L2STid

Electronic Identification

If “STid Mobile ID* or “Open Mobile Protocol” is activated, then it is not possible to activate “NFC-HCE®, the
parameters and keys are greyed. The NFC Mobile ID is automatically activated.

OCB Wizard

Blue/NFC Mobile ID options
Settings and Reading options

Open Mobile Protocol ~

Blue mode

Designation

& greyed.

Create
user cards

EVE)ENID 5 |

myConfigName STid Mobile ID (CSN)

1248 | @

ARC SCB wizard

Blue Mobile ID options
Settings and Reading options

Blue mode

Orange PackiD -

Designation

D) ENENENE)ED) ¢ |

myConfighame STid Mobile ID (CSN)

cecr | @

<8 Wasrd

R SCB Wizard configuration
r For models:

Architect®, Architect® One, Architect® Blue, Architect®

Secure and WAL

Select your SCB type :
Reader configuration osop resder 08~ ‘ ¢f Seftings | i Keys ——
MIFARE DESFire @ ronuaimode  + | ¢f Setings | |} Keys 0
MIFARE Plus SL3 @ vooimede -+ [ ¢f Settings @ Keys o
MIFARE Classic/SL1 @ wonusimode - | ¢f Setings | [®  Keys ()
MIFARE UttraLight/C [ ¢ setlings ?  Keys 0
Blue/NFC Mobile 1D [ setings | (% Keys o
NFC-HCE o L S |
cPS3 ‘ ¢F Settings o
125 kz | £f settings o

| (@ Ciose

If “Orange Pack ID “ is activated it is possible to activate “NFC-HCE", the parameters and keys are not

oce W

SCB Wizard configuration

For models:

Architect®, Architect® One, Architect® Blue, Architect®

Secure and WAL

Select your SCB type :
Reader configuration oso resderocs ~ ~ | £ Settings ® keys | @
MIFARE DESFire @ maoimoce -~ |¢§ Setings | |9  Keys | ()
MIFARE Plus SL3 @ moaimode + | ¢§ Settings D kKeys | o
MIFARE Classic/SL1 @ manuoimode  ~ | ¢f  Seftings D Keys | )
MIFARE UttraLight/C ¢ Settings D Keys | 0
Blue/NFC Mobile ID ¢ Settings T Keys | N
NFC-HCE |&f setings @ Keys | o |
cPs3 ¢ Settings o
125 kHz ¢ Setings o

(@ Close

NFC Mobile ID and « 1S014443-3B PUPI / iClass » compatibility

“NFC Mobile ID” and “ISO14443-3B PUPI“ can be activated at the same time as “NFC Mobile ID“ is
compliant with 1ISO14443-A.

OCB Wizard

Reader parameters
Protocol and options

Protocol communication
Private ID security

[T Data authenticated encryption
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Blue Mode STid Mobile ID

Designation

- Configuration Name: enter the name of the configuration Mobile ID Secure Plus: 14 characters max.
Note: configuration name “Conf Mobile ID” is reserved to STid Mobile ID.

rWarning &r

L Warning, you can't use "Conf Mobile ID" as a
%2 configuration name because it is reserved by the 5Tid
Reader Mabile ID (CSN)

configuration

- Site Code: 2-bytes data used for the site code of the configuration.
Note: site code 51BC is reserved for STid Mobile ID®.

- STid Mobile ID (CSN): configure the Blue reader to read only a CSN on the smartphone.
Identification modes and communication distances

For each identification mode the communication distance is adjustable.

7

< Card: By placing the smartphone in front of the reader.
e Contact: smartphone must be in contact with the reader.

e Upto 0.2m: smartphone must be in an area of 0.2m around the reader
e Upto 0.3m: smartphone must be in an area of 0.3m around the reader.
e Upto 0.5m: smartphone must be in an area of 0.5m around the reader

Create
user cards

« Slide: By placing your hand close to the reader without taking out your smartphone.
The distance between the smartphone and the reader can be:
e Very short

e Short

e Medium

e Long

e Verylong

Not available for ARC1S neither ARCS keypad in Card or Key mode.
By tapping your smartphone twice in your pocket for near or remote opening.
The communication distance can be:

e Upto3m
e Upto5m
e UptolOm
e Upto1l5m.
< Hands free: By simply passing in front of the reader.
Communication distance around the reader:
e Upto3m
e Upto5m
e UptolOm
« Remote: By controlling your access points remotely.
Communication distance around the reader:
e Upto3m
e UptolOm
e Uptol5m
e Upto20m
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7

« Remote options

If the identification mode "Remote" has been activated, it allows to associate the current configuration
to the Remote button 1 or Remote button 2.

Lo
G Notes:

The notion of distance in Bluetooth corresponds to an area around the reader, not just in the
front.

Reading distances depend on the environment, on the position smartphone // reader ...

Reader
configuration

It is recommended to do on-site testing to evaluate the settings.

SCB [ OCB

Warning

When Architect® Blue readers are installed close to each other, detection distances
must be defined to accommodate the distance between the readers to avoid cross
readings.

e The NFC-HCE option for “NFC Mobile ID” is not a SECard option. It has to be activated in
STid Mobile ID app (activated by default).
e This feature is only available for Android phones.

=Y
/{- e “NFC Mobile ID” is not compatible with STid Settings app.

Tools

Click the button ‘ (v Validate ‘to complete the reader configuration settings.
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lll. 4 - OCB Wizard: reader security keys

’
OCB Wizard

Reader security keys

Reader
configuration
Keep control of your security.
Define/modify your keys.
-~ OCB company key -

["| Use transport key

Current "I New

FFEFFFFFFFFFFFFFFFFFFFFFFFFFEFEEE voodoooouooaoooooooaoooooooLooou

~PUPI 1SO14443-3B - 1 Authenticated encryption

Create

user cards

Signature Key PEFFRYRRRFFRYERERERE ‘ Key XS FE RSB SSF BB IS SRS B S SRR

‘ (v Validate ] ‘ ¥  Cancel

Attention: the osdp readers, in factory configuration, are in the transport key (key value not
known).

Warning

The OCB company key is important and should definitely be known by the administrator. It
protects the data from the "OCB" and allows changes to the configuration of readers.

If you lose this key, the reader cannot be reconfigured for another "OCB" and will must be reset
at the factory.
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Recommended procedure
Stepl: create an OCB badge to pass the reader from transport key to the key OxFF...FF:

OCB company key

Use transport key

configuration Current MNew

44444444444444444444444444444444 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

- Label this badge to identify it.
- Present the OCB badge to the reader, wait for the BIPS to take into account.
- The reader is now at the key OxFF ... FF

Step2: create an OCB badge to pass the reader from OxFF...FF to a new key

OCB company key

["] Use transport key

Create Current MNew

e FFEFFFFFFFFFFFFFFFFFFFFFFFEFFFFE 6737A0RRCLCBB2BES2084EDGEDT1F2D4

- Label this badge to identify it.
- Present the OCB badge to the reader, wait for the BIPS to take into account.
- The reader is now at the new value key.

Note :
You can only create an OCB badge of "transport key" to "new key" but this badge can only be used for
the first configuration, if a change of parameters is to be done you will need to recreate a second badge.

PUPI ISO 14443-3B

Enter the key used for the signature calculation, called “secret key” (10 bytes).

Authenticated encryption:

Enter the authenticated encryption key.

Click the button‘ (v Validate ‘ to complete the key settings.
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A e st
lll. 5 - MIFARE® DESFire®: settings
5 VARC SCB wizard )
. SCB Wizard configuration
X ' 1 For models:
= ! Architect®, Architect® One, Architect® Blue, Architect®
Reader . Secure and WAL
congueation « Select your SCB type : | Full settings -
Reader configuration  secure reader SCB v 0? Settings $ Keys uj
MIFARE DESFire @ Manuaimode |v| | £f Settings ?  Keys 1
¢ — -
MIFARE Plus SL3 @ Sstandard ¢f Settings A  Keys 0
ﬁ High security
: % ; - —
MIFARE Classic/SL1 @ kigh security Bio {¥ Settings . Keys 0
i cms card
MIFARE Ultraligh/C 2. AGENT card ¥ Settings ®  Keys y O
¥ STITCH card
Blue/NFC Mobile 1D {f Settings ® Keys
Create
user cards e
NFC-HCE |f sefings | | D Keys "0
CcPS3 |« Settings | /O
125 kHz {¥ Settings
[ E;/ Close ‘
—

To help user with the settings of the DESFire® chip, a drop-down menu offers pre-configurations. Depending
on the selected configuration, the parameters are automatically selected and key values are generated
randomly, it is always possible to view and / or make changes using the Settings and Keys buttons.

Manual Mode: all parameters and keys are to be entered manually.

Standard Mode: corresponds to a standard secure level configuration.

High Secure: corresponds to a high security configuration with Key Diversification.
High secure Bio: corresponds to the high secure mode with biometric settings.

The three modes CIMS, AGENT and STITCH, corresponding to specific French cards.
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/ﬁ\ [ ARC SCB wizard 1
MIFARE DESFire parameters
Lo ~Read mode -~ Key mode - ~Crypto -
o
) UID ’
= | © One key per file (RW) 0 3DES
@ Private ID l
o © AES
) Private ID else UID S Tor LS
1 Two keys per file (R an i
©) From Blue Mobile ID y=periil ) ) ) AES else 3DES
Reader
CoufigStion ~ DESFire options
["] Format Card { Mode Application IDentifier (AID)
] Random Id z @ EV1ionly (O EV2orEV1 (0 EV2only ’ FIMAD3  rsisco @
[¥| Free App Dir Mode Lock EV2
["] Free Create/Delete Proximity check EV2 x100us Communication mode
Use FID key ID to change  Proximity Check Response Tme 20 ()| |Fully Enciphered |
~ key value
[V MSB First ["] Enable FilelD2
~FilelD1 (FID1) ——————————  FilelD2 (FID2) - Biometric options ———
Write Concatenate Biometric template
5) First FID nb
Db 0 & [asFID2 1 2 2 8
Create Size 5 @ 4 @)
user cards ® 2 Enable bio
@ @ :
Offset 0o 3 0o 2 derogation
’i) Goto Keys ‘ ] (v Validate ’ ‘ X Cancel

Read mode

UID:
Private ID:
Private ID else UID:

From Blue Mobile ID*:

Key mode

One key per file (RW):
Two key per file (R & W):
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Reader configured in “read-only serial number”.
Reader configured in “read-only private code”.
Reader configured in “read-only private code”. If it is not found or if the

security settings are incorrect, then the reader will read and return the
ulD.

Reader configured in “read-only Blue mobile ID code”.

Use one key per file used for reading and writing.

Use two keys per file. A key used for reading, the second for reading and
writing.
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Crypto
Choose the authentication method to use.
- 3DES
- AES
- AES but 3DES: Inthis case the reader will accept two authentication methods. First authentication
AES, second in 3DES. The key value must be the same.

It is also possible to modify the authentication method; you must change the value of the Card Master Key by

e checking New and writing the value and selecting the authentication method.
configuration

*From BlueMobilelD

7

« If this mode is select, a Blue configuration must be enabled; if you select this option without Blue
configuration you have the error:

[ Erreur @1

) You have a MIFARE DESFire configured to use Blue
W obile ID settings, however you don't have any Blue
Mebile ID configuration enabled.

You MUST first enable and configure Blue Mobile ID
settings

Create
user cards

®,

« In this mode, the DESFire parameters are automatically determined and inherited from the Blue
configuration.
These settings cannot be changed:

Crypto method: AES

AID: 0xF”site code Blue configuration”0
MSB First

RandomID: no

Enable FID2: no

Data type: Raw

FID1: 0

Size and offset same as Blue configuration

ANEANER NI NI N NN

These settings can be changed:

v' Format Card
v' FreeAppDir
v' Biometric template FID nb

®,

< If FromBlueMobilelD is select and BlueMobilelD is configured on FromDESFire:

-

Erreur P

\"| You already have selected Blue Maobile ID read mede
@ "From DESFire".

Therefore, you first have to unselect this read mode to
enable DESFire read mode "from Blue Mohbile ID"
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/ﬁ\ DESFire® options

Home % Format card:

o

& If this option is enabled, DESFire® EV1 / EV2 chips will be formatted before encoding.

o

For this it is necessary to enter the current value of the Card Master Key of the chip.

Warning

This option will completely erase the data (applications and files) of the chip but not the
current key.

Reader
configuration

D3

» Random Id:

If this option is enabled, the DESFire® EV1 / EV2 chips will be configured in Random Id mode. It means
the chip serial number sent for each “Scan” will be different and coded on 32 bits.

Warning
This option is irreversible. The Random ID cannot be disabled afterwards.

7
°

Free App dir:

If this option is enabled, reading the list of applications included in the chip will be possible without
authentication.
This option is enabled by default on the chip DESFire® EV1/EV2.

L X4

Use FID key ID to change key value:

Create

user cards By default in SECard a change of key value file requires a preliminary authentication with the Master

Key Application.

If this option is enabled, SECard will authenticate with the key to change.

To use this option with a chip that has been encoded but not with SECard, requires that the application
has been created with the access rights to the "Configuration Changeable OK" otherwise it will format
the chip or delete the application.

In the case of encoding maps agents this option must be enabled.

s Free C/D:
On the DESFire it's possible to choose the settings of application.
By default SECard create Application with Free Create/Delete. To create / delete file, authentication
with Application Master key is not required.

If this box is check application will be created without Free Create/Delete. To create / delete file,
authentication with Application Master key is required.

«» Communication mode:

On the DESFire® EV1/EV2, it's possible to choose the communication mode with the file.
There are three different modes: Plain, MACed or Fully Enciphered.

» Plain: communication in plain.
» MACed: communication in plain with signature DES/3DES or AES.
» Fully Enciphered: communication fully enciphered in DES/3DES or AES.

This setting is applied to the encoding and to the reading.

Warning

The default communication mode in SECard is Fully Enciphered up to SECard
versions < 3.0.0
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< Application IDentifier:

If "MAD3" is checked, then the value of the identifier of the application will be four characters long, but
it real value will consist of six, SECard forcing the first character to the value "F" and the last to "0" .
Example: For Application IDentifier “561BC”, application really created will be “F51BCQ”.

If this box is unchecked, the field of AID is no longer restrained and completely customizable by the
user, and then it is possible to set it to 6 characters long

Reader % Mode for reading
configuration

The DESFire® EV2 offers security features (Secure messaging EV2) that we will call here Mode Ev2:
including the prohibition of dialogue in EV1 and 3DES.

EV1 only: Reader configured to read Evl and EV2 in EV1 mode.
A not locked EV2 will be read as an EV1.
A locked EV2 will not be read.

EV2 or EV1: Reader configured to read EV2 (locked or not) and EV1.
Reader will try to communicate in EV2 mode, if he fails it tries in EV1.

EV2 only: Reader configured to read EV2 only.
An EV1 will not be read.

« Mode for encoding

Create .
user cards EV1 only: Encode only in EV1 mode.

A not locked EV2 will be encoded as an EV1.
A locked EV2 will not be encoded.

EV2 or EV1: Encode an EV1 in EV1 AES mode and an EV2 (locked or not) in EV2 mode.

EV2 only: Encode only in EV2 mode.
An EV1 will not be encoded.

+ Lock EV2 Mode (Secure messaging)

Only available for EV2 chip. During the encoding, the chip will be configured to communicate only in
Secure Messaging EV2. It will no longer be able to talk in EV1 or 3 DES.

Warning
This operation is definitive, no possible ‘CANCEL’.

« EV2 Proximity check / Proximity check Response Time

Enables protection against relay attacks.
Puts tighter timing constraints on the permitted round-trip delay during authentication, in order to
make it harder to forward messages to far-away cards or readers via computer networks.

The maximum acceptable time for exchange of the Proximity Check is user-defined (multiple of 100
micro seconds).
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()

MSB First

If the box is checked, the reader reads the identifier Most Significant Byte First.
dﬂ If the box is unchecked, the reader reads the identifier Least Significant Byte First.

For STid reader, the MSB First is default mode.

Reader .
configuration Enable FilelD2
Activate the settings of the second file.

SECard allows the user to encode two files with two possibilities:
« Reserve the space for the second file without encoding it.
« Write the second file at the same time than the first.

FileID1(FID1)
Set the first data file:

- Data type: Choose the data type to read:

- Raw: if data in the card have been written in hexadecimal.
- ASCII: if data in the card have been written in ASCII Decimal — max 17 digits
(8 bytes).(for ex: 0x313131 written in the card will be read 111 or Ox6F
Create depending protocol chosen).
user cards Only available for ARC & ARC1 readers

- ID nb: Choose the number (0 to 31) of the file to be created into application.
- Size: Choose the size of ID to be encoded.

- Offset: Define an offset in the encoding from the first byte.

- As FID2: Encode the second file in a future encoding.

Must report data (key, size, file number ...) of the second file in the field box FileID1.
After this manipulation, the FID2 will be ready to be encoded and read by the
reader without reconfiguring by SCB card.
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/ﬁ\ FilelD2(FID2)

Set the second data file, if the box “Enable FilelD2” is checked:

Home

f

- Write: Encode the second file in the same time than the first. If the box is not checked,
the second file is not encoded, but the settings are known by the reader.

- ID nb: Choose the number (0 to 31) of the file to be created into application.
- Size: Choose the size of ID to be encoded.
Reader
configuration . . . .
- Offset: Define an offset in the encoding from the first byte.
- Concatenate: This feature informs to tell the reader that it must read the files FID1 and FID2.

The information brought up by the reader will be then concatenated (the first file
and second file). In this case of configuration, it is necessary that the global
encoded data size (FID1 & FID2) match the size of outgoing protocol defined in
the configuration of the reader. (Example: for a Wiegand 3CB 5 bytes, the total
size of both files should be 5 bytes or less). In the opposite case, the reader will
truncate the FID2 data. In this mode, the file FID2 is also automatically written at
first encoding if the box “Write” is checked.

- First: In this mode, the reader automatically reads the first file found using security
parameters. If authentication with the file FID1 is not possible (bad key values for
example), the reader will then attempt to read the second file.

Create
user cards

Note:
File 1 and 2 are Standard data files (StandardDataFile) of 48 bytes each.
RF communication is according the choice of user.

Both numbers of the two files must be different from the number of biometric file otherwise numbers will be
highlighted in red.

Warning

In the case of using two files and when the "Write" is activated (Concatenate or First), it is
important that the sizes defined in the field “size” of the files 1 and 2 correspond to those to be
encoded.

For this, the addition of insignificant 0 may be necessary
Example: for an ID 0x11 0x22, if the defined size is 3 bytes, i twill then fill 0x00 0x11 0x22.

Biometric options
< Biometric template FID nb: Choose the number (0 to 31) of the file that will be encoded fingerprints.
< Enable bio derogation: refer to T7.2 - Biometric derogation.

Goto Keys: shortcut to the DESFire keys settings.

Click the button‘ Ef Validate ‘ to complete the DESFire® settings.
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Y Yl . 6 - MIFARE® DESFire®: keys

‘ﬂ ARC SCE wizard
G‘ MIFARE DESFire keys
Card Master key Diversification
Current 00000000000000000000000000000000 [ Enable CMK NXP AID reversed
Mew 00000000000000000000000000000000 : : : :
O MNXP diversification data Padding
Reader
configuration Application Master key 0000000000000000000000000000000000000000
Current 00000000000000000000000000000000 3DES diversification key IDPrime
DNEW 00000000000000000000000000000000 Sttt
FilelD1 Keys FilelD2 Keys
Keyld 13 1S
Current 00000000000000000000000000000000 00000000000000000000000000000000
|:| MNew 00000000000000000000000000000000 MNew 00000000000000000000000000000000
Write key Write key
P [F]
= 13
00000000000000000000000000000000 00000000000000000000000000000000
Mew 00000000000000000000000000000000 MNew 00000000000000000000000000000000
DESFire biometric template file security keys -
Write key
5 A
Create - = g =
3]
user Cards Q0000000000000 0000000000000000
00000000000000000000000000000000
MNew 00000000000000000000000000000000
I‘JE‘.'"." 00000000000000000000000000000000
Diversified RandomlID Card key to GetUID
Keyld 7 & Current 00000000000000000000000000000000
[CINew 00000000000000000000000000000000 ‘ [v Validate | ‘ X  Cancel

Define all the MIFARE® DESFire® EV1 keys.
For more information about the memory organization refer to T3.2 - MIFARE® DESFire® and MIFARE®
DESFire® EV1/2 chips memory mapping.

Card Master key

Card Master key is the value of the master key of the chip MIFARE® DESFire® and MIFARE® DESFire®
EV1/EV2.

Default value is « 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 » (16 bytes to 00h).
It is recommended to change its value to optimize security.
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Application Master key

Application Master key is the value of the key of the application that has been defined within the settings
MIFARE® DESFire® and MIFARE® DESFire® EV1/EV2.

Default value is « 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 » (16 bytes to 00h).
It is recommended to change its value to optimize security.

Diversification

Enable

This function allows you to use another key than the one known by the user. To do this, the encoder uses
the algorithm defined in the box “Crypto”in the DESFire® settings, to generate another key.

» If the current algorithm is the 3DES, the generated key is a function of 3DES encryption key set in
the 16-byte "3DES key diversification" field. It is necessary that the first 8 bytes of this key are
different to the last 8 bytes.

> Ifthe current algorithm is AES, the key will be generated based on the user key and other parameters.
In this case, the "key 3DES diversification" field is grayed.

- CMK diversify the Card Master Key.

- To deactivate diversification applied to the Card Master Key, it is necessary to uncheck the "CMK"
option and format the chip via the option "Format the card". Furthermore, you have to change the keys.

* CINXP diversified key according to NXP-AN-165310.
- NAP giversified key according to NXP-AN10922 method.

Diversification input
(1= 31 bytes)
4]
AES DIV Diversification input .
Constant] i 1— 31 bytesh Padding
Padded
32 bytes
n]
AES 128Key |
{ 18bytes) V—{ AES128CMADK, D Padded
I
Piversifiedkey

)

Diversified AES128Key
{ 18 bytesh

AES DIV Constant 1= 0x01

“Diversification input” is: UID | AID | KeyNum.
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A

ﬁ - - /I AID reversed diversified key according to NXP-AN10922 method with reversed AID
(LSB / MSB) before the computation of the diversified key.

Ex. AID = 10 C5 FB or AID = FB C5 10.

L

o

MXP diversification data [ | Padding
0000000000000000000000000000000000000000

Specifies the 20-byte input used in NXP AN-10922 diversification (use CMAC K1*).
Reader

configuration MXP diversification data Padding
E000000000000000000000000000000000000000

Specifies the 20-byte padding used in NXP AN-10922 diversification (use CMAC K2*).

* RFC 4493:

Subkey Generation Algorithm

The subkey generation algorithm, Generate Subkey(), takez a secret
key, E, which is just the key for AES-125.

The outputs of the subkey generation algorithm are two subkeys, El
and E2. We write (E1,E2) := Generate Subkey(E].

Subkeyzs K1 and EZ are used in both MAC generation and MAC

Create verification algorithms. Kl is used for the case where the length of
user cards the last block is sgqual to the block length. E2Z2 is used for the case
where the length of the last block i= less than the block length.

Note: in order to authenticate with the French Card CIMS you MUST use one of these methods.

Note:

*  For diversification to be effective it is necessary to also check the "New" key boxes to diversify and
enter the value of the key.

* It is possible to use the diversification and Random Id options at the same time in a configuration.
However, the Card Master Key won'’t be diversified.

- IDPrime. gpecific Gemalto MD3811 diversification (1 | UID | Padding & Card UID Len=4)
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FileID1 Keys / FileID2 Keys

Set the number key and key value for data files.
Warning, the key number 0 is the Application Master Key.

If using “One key per file” the section “Write key” is grayed.

To change a key value, in the "Current" field fill the current key and then checked "New" and fill in the field
with the value of the desired key.

Default key are 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00.

Note:

From SECard 3.0.0, it is not required to write the value of New in Current to re-encode the card.

e Particular case: itis possible to use the same key for file 1 and file 2.

In this case, the key fields must be filled in as below:

FilelD1 Keys FilelD2 Keys
7] 7]
Keyld 13 Keyld 13
Current 00000000000000000000000000000000 Current 6RSC2471894255ACB1E13E4794611235
7] New 6RAC2471894255ACB1E13E4794611235 M New 00000000000000000000000000000000

To change the value of the key, the key fields must be filled in as below:

FilelD1 Keys FilelD2 Keys
) L)
Keyld 1= Keyld 13
Current GA8C2471894255ACB1E1 304794611235 Current 547842030F0AC2E46307570B0918CCT4
V] New 54784203DF0ACZE463075T0B0918CCT4 1Mew 00000000000000000000000000000000

e Free Read
To read a file encoded with Free Read use the key number 14.

When this key is used for reading key, the reading does not require authentication.
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« Using asingle key to manage application and file security

With SECard = 3.0.0, you can use the Application Master Key (0) to manage the security of the
application and file 1. File 2 must not be activated.

Case of One key per file (RW):

First encoding Second encoding with the same key value
Clé Maitre Application Application Master key
Actuelle 00000000000000000000000000000000 Current 54784203DF0AC2E46307570B0918CCT4
[C[Mouvelle 00000000000000000000000000000000 [ Mew 00000000000000000000000000000000
Clés Fichier1 FilelD1 Keys
N® clé 05 Keyld 0 B
Actuelle 00000000000000000000000000000000 Current 54784203DF0AC2ZE46307570B0918CCT4

[¥] Mouvelle D0467BFCO00FCS29433F43DE36922B17 00000000000000000000000000000000

Clé d'écriture Write key
1= 158

a0000000000000000000000000000000

Nouvelle nononnnnInNnnoooaaaanaooooonn0ng Mew 00000000000000000000000000000000

Second encoding with different key value

Application Master key

Current 54784203DF0RC2E4630T7570B0918CCT4

D Mew 00000000000000000000000000000000

FilelD1 Keys

[r]
Keyld 03
Current 547842030F0AC2ZE463075T0B0918CCT4
New 1R293B24134EF941R4972B12CR136ECL
Write key
1 7]
=

00000000000000000000000000000000

Mew 000000000000000000000000000000010
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Case of two keys per file:

First encoding Second encoding with the same key value
Application Master key Application Master key
Current 00000000000000000000000000000000 Current 54784203DF0ACZE463075T0BOI1ECCTY
[ New 00000000000000000000000000000000 [ MNew 00000000000000000000000000000000
Reader FilelD1 Keys FilelD1 Keys
configuration
Keyld U= Keyld 03
Current 00000000000000000000000000000000 Current 54784203DF0OACZE463075T0BOI1ECCT
V] New 54784203DF0LC2E46307570B0OS1ECCTS [CIMNew 54784203DF0RC2E46307570B0918CCT4
Write key Write key
Keyld 0 & Keyld 0=
Current 54784203DF0ACZE46307570B0918CCTS Current 54784203DF0AC2E463075T0B091ECCT4
[ MNew 00000000000000000000000000000000 [C]Mew 00000000000000000000000000000000

Second encoding with different key value

Application Master key

Current 54784203DF0ACZE463075T0B091E8CCT4
Create [ New 00000000000000000000000000000000
user cards

FilelD1 Keys

Keyld 03

Current 54784203DF0ACZE46307570B091ECCT4
Mew 1A293B24184EF94104972B12CA136ECL
Write key

Keyld 0 &

Current 1R293B24184EF941R4972B12CA136ECL
[ New 00000000000000000000000000000000
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DESFire® biometric template file security keys
Set the key number and key value for biometric file.
If using “One key per file” the section “Write key” is grayed.

To change a key value, in the "Current" field fill the current key and then checked "New" and fill in the field
with the value of the desired key.

Reader
configuration

Default key are 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00.

#8888 Diversified RandomID Card Key to GetUID

In the case of RandomID card and diversification, it's necessary to authenticate with the card to get the
UID with GetUID command.

By default, the key used to make the authentication is the Card Master Key (CMK), if you don’t know this
key defined another key to authenticate.

This key is created during encoding only if RandomID is select in settings and box “New” is checked.

Note: if you don’t enter a new value with box new check, the GetUID used CMK key.

Create
user cards

Note:

If in DESFire® settings the Read mode is “From Blue Mobile ID”, file ID1 keys are automatically determined
according to Blue configuration keys.

Click the button ‘ (v Validate ‘ to complete the DESFire® EV1 keys.
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lll. 7 - MIFARE Plus® SL3: settings

Read mode

- UID:
- Private ID:
- Private ID else UID:

User Key mode

- One key (RW):
- Two keys (R et W):

Data

- Size:

- Offset:
- MSB First:
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rARC SCB wizard )
MIFARE Plus Level 3 parameters
- Read mode ~User keymode -Data -
@ : @
it © One key (RW) Size 5 3
@ Private ID Offset 0 3
© Private ID else UID Cilwokeys (R andi) MSB First (7]
-~ Sector location -
© Automatic Sector number AID
©) Forced with MAD 1 8 JEID)
) Forced without MAD
~ Biometric options
@ Automatic template location Sector number
32 %
) Forced with MAD
AID
) Forced without MAD 5100 [T] Enable bio derogation
[ (v Validate I i X  Cancel
—

Reader configured in “read-only serial number”.

Reader configured in “read-only private code”.

Reader configured in “read-only private code”. If it is not found or if the security
settings are incorrect, then the reader will read and return the UID.

Use one key per sector used for reading and writing.
Use two keys per sector. A key used for reading, the second for reading and
writing.

Determines the length of the ID read in the sector. The value corresponds to
the protocol selected in the configuration of the reader. However, it is possible
to choose a different size by entering another value, in this case the reader
will read the ID to the size specified in this field and will return to the format
defined by the protocol.

Define an offset in the encoding from the first byte.

If the box is checked the reader reads the identifier Most Significant Byte First.
If the box is unchecked the reader reads the identifier Least Significant Byte
First.
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Sector location
Define the sector to encode datas and/ or read by the reader.

MAD (Mifare® Application Directory) is a "table of contents" which reference applications (information) written
in the areas of users’ card through an AID (Application Identifier. Cf. AN103787).

It is completely customizable and is divided into two parts: the cluster code and application code.

The MIFARE Plus® 2k chip has 32 sectors (0 a 31). It can be used with MAD1 (sector 0 to manage sectors 1
Reader to 15) and MAD2 (sector 16 to manage 17 to 31).

configuration

The MIFARE Plus® 4k chip has 40 sectors (0 to 39).1t can be used with MAD1 (sector 0 to manage sectors 1
to 15) and MAD2 (sector 16 to manage sectors 17 a 39). Only the first 31 sectors are managed by SECard.

The MAD is protected by a read key (Key A) and a write key (Key B). Defaults are:
v “A0 A1 A2 A3 A4 A5 A6 A7 A0 A1 A2 A3 A4 A5 A6 A7’ for key A
v “FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF“ for key B

These key values are those recommended by NXP application note which allows at all users to access the
MAD.

With this method (MAD and AID) a reader can retrieve a user code in cards that have been encoded at different
memory areas with personal data at different location (in memory card).

- Automatic + AID:

Create In this mode, the user does not have to worry about the location of data. The "SCB" and the user card

user cards are created with the following parameters:
X First free sector available in card is chosen by SECard by MAD scanning.
X AID defined in “AlID” field is transmitted to the reader by the “SCB”.
X The user MAD card is programmed with AID in the corresponding position in the first sector

available using the default keys:
= Read key (key A) “A0 A1 A2 A3 A4 A5 A6 A7 A0 A1 A2 A3 A4 A5 A6 A7” cannot modified
=  Write key (key B) “FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF” can be modified
<> The reader identifies the user card sector to read by searching the AID in the MAD.

- Forced with MAD + sector number + AID:
In this mode, sector number will be forced by SECard and use to encode user ID, but AID select in “AID
field will be written in MAD at right location (depending the sector number forced).
Reader configured with these parameters will only use forced sector number and NOT MAD to find the
sector to read.

- Forced without MAD + sector number:
In this mode, no MAD management is performed. Only the parameter “sector number” is considered to
find the location of data in the chip.
The reader reads the information in this sector. For the sector 0, only blocks 1 and 2 will be read.

Note: AID 51BC displayed by default in the "AID" field is the value of the Application Identifier STid.
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Biometric option

Fingerprints to encode will be registered in sectors 32 to 39 of chips MIFARE Plus® Level 3.
Options “Auto”, “Forced with MAD” and “Forced without MAD” same principle as above.

In the case of the use of the MAD with AID, the AID value must be different from that used for the private
ID.

Note: biometrics encoding is only possible on chips MIFARE Plus® Level 3 4KB of memory.

Reader
configuration

< Enable bio derogation: refer to T7.2 - Biometric derogation.

Click the button‘ (v Validate ‘ to complete the MIFARE Plus® Level 3 settings.

Create
user cards
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Y M Il. 8 - MIFARE Plus® SL3: keys
Home
o ARC SCB wizard )
Q MIFARE Plus Level 3 keys
~User keys diversification ——————————
["| Diversify key [C] Div NXP
Reader ~User keys
confiaaSiion Current read key Current write key
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE
"] New [ New
~MAD settings
MAD Read Key A MAD Write Key B
AOAIAZAZA4ASAGATAOAIAZASA4ASAGAT FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
[C] New
BOB1B2B3B4B5B6B7B8BO9BABBBCBDBEBF
~Plus Level 3 biometric template user keys
Create
user cards 00000000000000000000000000000000 00000000000000000000000000000000
New New
[ (v Validate ] [ ¥  Cancel

User keys diversification

- Activate / desactivate key diversification.
This function allows you to use another than the one key than known by the user. To do this, the
encoder uses the AES algorithm to generate another key. To that diversification is effective it is
necessary to check the "New" key boxes to diversify and enter the value of the key.

- "NXP”diversify the key according to NXP-AN10922 method. If this option is not selected the keys will
be diversified according to the NXP-AN165310 method.
AES_CMAC(K,1|UID|blocNb).

User keys

Keys to protect the sector containing the private ID.
Enter the value of the current key and change it.

Note: From SECard 3.0.0, to re encode a Mifare Plus, it is not required to put the value from field New
to field Current.
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/ﬁ\ MAD settings

Home This box is available only if the location of the sector was set to "Automatic" or "Forced with MAD" mode.

Key A, reading MAD is automatically forced to the value "AO A1 A2 A3 A4 A5 A6 A7 A0 A1 A2 A3 A4 A5

Gﬁ A6 AT."

Key B, writing MAD is by default FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF, it is possible to
change by completing the field New of MAD Write key B.

Reader During a management MAD, key sectors "0" and "16" change. The access conditions are:
configuration

- One read key, key A: “A0 A1 A2 A3 A4 A5 A6 A7 A0 A1 A2 A3 A4 A5 A6 AT".

- One write key, key B: “FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF”,
SCB [ OCB

Plus Level 3 biometric template user keys

Key to protect the sector containing biometric information.
Enter the current value of the key and change it.

Create

el Click the button‘ (v Validate ‘ to complete the MIFARE Plus® Level 3 keys.

pad

Tools
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rARC SCB wizard )
MIFARE Classic/SL1 parameters
-Read mode -User keymode -Data
i @
o uiD © One key (RW) Size 5 &
Reader & Pri Offset @
configuration o Private ID 5 ) ©
©) Private ID else UID Db ley= (] sd VY MSB First [7]
~ Sector location
© Automatic Sector number AID
©) Forced with MAD 1 2 sisc |9
) Forced without MAD
~ Biometric options
© Automatic template location Sector number
2 g
Create ") Forced with MAD
user cards AD
© Forced without MAD 5100 ["] Enable bio derogation
‘ (v Validate ’ ‘ ¥  Cancel
—
Read mode
- UID: Reader configured in “read-only serial number”.
- Private ID: Reader configured in “read-only private code”.
- Private ID else UID: Reader configured in “read-only private code”. If it is not found or if the

Data

L2STid

Electronic Identification

security settings are incorrect, then the reader will read and return the UID.

User Key mode

One key (RW): One key per sector used for read and write operations.
Two keys (R et W): Two keys per sector. A key used for read operation, the second one for read/
write operations.

Size: Determines the length of the ID read in the sector. The value corresponds to
the protocol selected in the configuration of the reader. However, it is possible
to choose a different size by entering another value, in this case the reader
will read the ID to the size specified in this field and will return to the format
defined by the protocol.

Offset: Define an offset from the first byte, before encoding.

MSB First: If the box is checked the reader reads the identifier Most Significant Byte First.
If the box is unchecked the reader reads the identifier Least Significant Byte
First.
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Sector location

Define the sector to encode data and/or to read data by the reader.

MAD (Mifare® Application Directory) is a "table of contents" which reference applications (information) written
in the areas of users’ card through an AID (Application Identifier. Cf. AN103787).

It is completely customizable and is divided into two parts: the cluster code and application code.

Reader The MIFARE® Classic 1k has 16 sectors (0 to 15). It can be used with MAD1 Sectors (1 tol15) are available

configuration

for data, sector 0 is occupied by the MAD.

The MIFARE Plus® 2k chip has 32 sectors (0 to 31). It can be used with MAD1 (sector O manage sectors 1 to
15) and MAD2 (sector 16 to manage sectors 17 to 31).

The MIFARE® Classic / MIFARE Plus® 4k chip has 40 sectors (0 to 39). It can be used with MAD1 (sector O
manage sectors 1 to 15) and MAD2 (sector 16 manage sectors 17 to 39). Only the first 31 sectors are managed
by SECard.

The MAD is protected by a read key (Key A) and a write key (Key B). Default values are:

v “A0 A1 A2 A3 A4 A5” for key A
v “FF FF FF FF FF FF” for key B

These key values are those recommended by NXP application note which allows at all users to access the
MAD.

Create With this method (MAD and AID) a reader can retrieve an user code in cards that have been encoded at
Al different memory areas with personal data at different location (in memory card).

Automatic + AID:
In this mode, the user does not have to worry about the location of data. The "SCB" and the user card
are created with the following parameters:

<> First free sector available in card is chosen by SECard by MAD scanning.
X AID defined in “AID” field is transmitted to the reader by the “SCB”.
<> The user MAD card is programmed with AID in the corresponding position in the first sector

available using the default keys:
= Read key (key A) “A0 A1 A2 A3 A4 A5 can be modified
= Write key (key B) “FF FF FF FF FF FF” can be modified
<> The reader identifies the user card sector to read by searching the AID in the MAD.

- Forced with MAD + sector number + AID:
In this mode, sector number will be forced by SECard and use to encode user ID, but AID select in “AlD
field will be written in MAD at right location (depending the sector number forced).
Reader configured with these parameters will only use forced sector number and NOT MAD to find the
sector to read.

- Forced without MAD + sector number:
In this mode, no MAD management is performed. Only the parameter “sector number” is considered to
find the location of data in the chip.
The reader reads the information in this sector. For the sector 0, only blocks 1 and 2 will be read.

Note: AID 51BC displayed by default in the "AID" field is the value of the Application Identifier STid.

V7.0 - Part 1 - Page 93 on 233 Www.stid-security.com



L2STid

Electronic Identification

Biometric options
Only available for MIFARE® Classic 4ko.
Define the sector (>=32) to encode template and/or to read template by the reader.

If the MAD used, it must be different than MAD used for data.

’
Avertissement ﬁ

Reader
configuration

I Bad MIFARE Classic/5L1 Bio AID, must be different from
&= MIFARE Classic/SL1 settings(S1BC)
Replaced with default value

< Enable bio derogation: refer to T7.2 - Biometric derogation.

Create
user cards

Click the button | (v Validate ‘ to complete MIFARE® Classic/SL1 settings.
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[ll. 10 - MIFARE® Classic /SL1: keys

P
ARC SCB wizard

MIFARE Classic/SL1 keys

~User read key 1 ~User write key
Current ("] New Current ("] New
FFFFFFFFFFFF 000000000000 FFFFFFFFFFFF 000000000000

- Diversification
["] Diversify key
Current 3DES diversification key [ New

FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF = |00000000000000000000000000000000

Security Level 1 AES key

[ SL1 authentication FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE
- MAD keys
MAD Read Key A RORIA2R3R4AS ] New MAD Key B
MAD Write Key B FFFFFFFFFFFF 000000000000

- Classic/SL1 biometric template user keys

‘ (v Validate ’ ‘ X Cancel

User read key / User write key

Keys to protect the sector containing the private ID.
Enter the value of the current key and change it.

Note: the default keys for a blank card are either "FF FF FF FF FF FF" or "AO A1 A2 A3 A4 A5" according
to the original supplier of the card.

Diversification

- Activate / deactivate the key diversification.
This function allows you to use a different key than known by the user. For this, the encoder uses the
diversification algorithm to generate a new key. It will be function of block number, the serial number,
user key and a 3DES encryption key of 16 bytes. To be effective it is necessary to check the "New" key
boxes to diversify and enter the new value of the key.

Note: it is possible to deactivate the key diversification. For this, you must recreate the "SCB" by unchecking

the "Diversification" box and indicating in the first field the value of the key 3DES. It will be necessary later to
encode the user card again without this option.
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()

The diversification algorithm used is the one recommended by NXP (AES-CMAC — NXP AN165310).

o Its AES_CMAC(K,1|UID|blocNb) with K the key to diversify.

Sl S| 1 authentication

Activate the AES authentication for MIFARE Plus® Level 1 chip. It is used to secure authentication chip /

reader by an encryption algorithm.

Reader

ConfaRStion Only available for “Private ID” and “Private ID else UID”. (UID will be sent in this mode if the reader is unable

to authenticate).

Warning

This key is important and should definitely be known to the administrator
A MIFARE Plus® Level 1 with another AES key value cannot authenticate with the reader.

If this option is used, the reader can no longer read private code of MIFARE® Classic
To disable this option, it is necessary to recreate / reconfigure the card "SCB" by unchecking “SL1 authenticate”.

For an encoding of Mifare® Classic 7 bytes CSN, it is necessary to desactivate the “Autocard Type” and to choose
“Classic/Plus L1”.

Create

user cards MAD keyS

This box is available only if the location of the sector was set to "Automatic” or "Forced with MAD" mode.

Key A, reading MAD is by default "AO A1 A2 A3 A4 A5, it is possible to use a different key by modifying
the value in the field.

Key B, writing MAD is by default “FF FF FF FF FF FF”, it is possible to change by completing the field New
of MAD Write key B.

During a management MAD, key sectors "0" and "16" change. The access conditions are:

- One read key, key A: “A0 A1 A2 A3 A4 A5,
- One write key, key B: “FF FF FF FF FF FF”.

Note: from NXP AN-10787 Rev07 7 July 2010 document, key A is fixed to AOALA2A3A4A5A6AT.

Classic/SL1 biometric template user keys

Keys to protect the sector containing the template.
Enter the value of the current key and change it.

Click the button‘ (v Vvalidate ‘ to complete MIFARE® Classic/SL1 keys.
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Y M Il. 11 - MIFARE Ultralight® C: settings
rARC SCB wizard )
MIFARE UltraLight /C parameters
-Read mode ~Data
; @
“ UID Size 5 &
First page 4 B
© Private ID
MSB First V]
© Private ID else UID
[ (v Validate ] [ X Cancel
Read mode
UID: Reader configured in “read-only serial number”.

Private ID:
Private ID else UID:

Reader configured in “read-only private code”.
Reader configured in “read-only private code”. If it is not found or if the

security settings are incorrect, then the reader will read and return the UID.

Data

Size: Determine the length of the ID read. The value corresponds to the protocol
selected in the configuration of the reader. However it is possible to choose a
different size by entering another value, in this case the reader will read the
ID to the size specified in this field and will return to the format defined by the

protocol.
First page:

Define the first page where the private ID will be encode / read. In addition,

3DES authentication changes will be effective from this value to the last page.

MSB First:

If the box is checked the reader reads the identifier Most Significant Byte First.

If the box is unchecked the reader reads the identifier Least Significant Byte

First.
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From SECard V3.0.0, the first accessible page becomes the page 3. Warning: it’s an OTP page. Re-
encoding is not possible in this case.

Click the button ‘ (v Validate |to complete MIFARE Ultralight®/C settings.
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7
ARC SCB wizard

MIFARE Ultra Light /C keys

Keep control of your security. Define/modify your keys.

["] Activate 3DES authentication (ULC only)

Lock 3DES authentication mode

Free Read

Diversify key

Diversification key FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

-3DES keys
User key 49454D4B41455242214E4143554F5946 @
New 49454D4B41455242214E4143554F5946

[7] Lock write operations (irreversible)

[ (v Validate ] [ ¥ Cancel

Activate 3DES authentication (ULC only)

Activate/ deactivate 3DES authentication between MIFARE Ultralight® C chip and the reader.

User key

Fields reserved for common values of 3DES keys and change.
Default user key is: 49454D4B41455242214E4143554F5946.

Lock 3DES authentication mode

If this option is selected, it will be necessary to use 3DES authentication with MIFARE Ultralight® C chip
(this action is irreversible).

Free read

If this option is selected and if “Lock 3DES authentication mode” is not selected, it will NOT be necessary
to use 3DES authentication with MIFARE Ultralight® C chip to read encoded data.
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Diversify keys
Activate key diversification.

With the diversification function, it is possible to use a different key from that known by the user. For this,

the encoder uses a diversification algorithm in order to generate a key based on the serial number, the user
key and a 3DES encryption key.

Reader ] ) ) .
LGN TEGLU I | ock write operations (irreversible)

Prohibit all write operations on the chip. It will be read only mode (this action is irreversible).

SCB [ OCB

4] i
d Click the button ‘ (v Validate ‘to complete MIFARE Ultralight®C keys.

KB

BCC

3
o

Create
user cards

pad

Tools
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Y Ml . 13 - Blue/NFC Mobile ID: settings

Home

111.13.1 - STid Mobile ID

L

o

- Read mode: Private ID

ARC SCB wizard

Reader f}f Blue/NFC Mobile ID
configuration

Reader parameters

-Read mode
© Private ID

) From DESFire

) Private ID else CSN

-Key type
© One key (RW)
) Two keys (R and W)
Create
user cards
-Data
: @
Size 5 ®
Offset 0 &
[[I Reverse

GET ITON

B GE
P Google Play
Bi STid Mobile D guryree——

.2 App Store

Virtual access card parameters
Virtual access card name (max 14 characters)*

myVCardName

Card preview

7
myVCardMame
45A2
XXYYYYYYZZ

\ V.
¥ 1D [l Remote 1
[v] Site code [] Remote 2
[Z] Configuration name [”] Unlock required
[”] Prohibit Deletion

‘ (v Validate ‘ ‘ X Cancel

Key type

- One key (RW):
- Two keys (R & W):

Data

- Size:
- Offset:
- Reverse:
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Reader configured in “read-only private 1D”.

Use one key for reading and writing.
Use two keys. A key used for reading, the second for reading and writing.

Determines the length of the ID.

Define an offset from the first byte before reading.

If the box is checked the reader reads the identifier Least Significant Byte First.
If the box is unchecked the reader reads the identifier Most Significant Byte
First.
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Virtual access card parameters

Customize virtual access card by selecting the parameters to be displayed.
Virtual access card name: Enter the name of the virtual access card. 14 characters max.

L2STid

Electronic Identification

Note: In case where the user has several virtual access cards on his smartphone, choose a significant

name to the access card.

Configuration name

Site code -

eeee0 Bouygues 4G 17:51

=
°}

Number of virtual access card: 3

STid - All rights reserv

7 3

Your virtual access cards

STid Mobile iD

iD: #42BF3478

iD:#42BF3478

Card name

Configuration name
Site code 1234
iD:#1231458963

Present your smartphone to the reader or use
an other identification mode

red 2016

Non-contractual picture

=
u
\\

Card name
e 7 /—
STid Hall )
STid Hall 1
C2FB
77 P

Unlock required

Prohibit Deletion: prohibit the deletion of the virtual access card by the user. Only the administrator,
via SECard (Settings / Credits / Delete your virtual access card) can delete it.
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-  Read mode:; from DESFire

7

ARC SCB wizard

'-,»,_7 cadige ]
AQ Blue/NFC Mobile ID P Google Play
,.A STid MObiIe lD‘ £ Download on the
@& AppStore

PP

Reader parameters Virtual access card parameters
Reader - *
. Raad moide ) Virtual access card name (max 14 characters)
) Private ID STid Secure ID

© From DESFire

Card preview
) Private ID else CSN

4 N
STid Secure ID

~ Key type
@ One key (RW)

Two keys (R and W)

~Data . V,
5 (&)
X =

Create = 1D [ Remote 1

user cards et 0 ® [7] Site code [l Remote 2

Reverse [T] Configuration name [Z1 Unlock required
[7] Prohibit Deletion
[ (v Validate ’ ‘ X Cancel

®,

+ If this mode is selected, a DESFire® configuration must be enabled; if you select this option without
DESFire® configuration enabled you have the error:

[ Erreur @

| You have a Blue Mobile Id configured to use DESFire
M cettings, however you don't have any MIFARE DESFire
configuration enabled,

You MUST first enable and configure MIFARE DESFire
settings
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53

b [ ARC SCB wizard ]
Blue Mobile Id options
Create
user cards Display settings configuration DDDDDDE

‘y Designation

A J
Tools SameAsDESFire STid Mobile ID (CSN)

cor | @

L2STid

Electronic Identification

R/

% In this mode, the Blue Mobile ID parameters are automatically determined and inherited from the
DESFire® configuration.

These settings cannot be changed:

v" Reverse no: MSB First
v' Key type, Size and offset same as DESFire® configuration.

Warning

[ Confirmer Iﬂ

| Warning, you are about to erase the current Blue Mobile

%*" 1D Configuration Name from the Reader' settings, are
you sure to continue 7

Note: Reader parameters are modified and the configuration used is SameAsDESFire.

Identification modes and communication distances

Card Hands free
Slide [T Remote
TapTap Remote options
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@ Remote 1 Remote 2

Requires smartphone unlocking to authenticate

- Read mode: Private ID else CSN

Reader configured in “read-only private virtual card”. If it is not found or if the security settings are
incorrect, then the reader will read and return the STid Mobile ID CSN.
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[11.13.2 - Orange Pack ID

»
ARC SCB wizard

/}g Blue/NFC Mobile ID
J_SSA}

Pack ID

configuration Reader parameters Orange™ Pack ID parameters

[ Company Identifier 0543

© Private ID

Service ID 00000001
From DESFire

: Access ID 0F0FOFOFOFOF
Private ID else CSN

TX power (dbm) -8 -
~Key type

@ One key (RW)

Two keys (R and W)

~Data

Create

user cards e 5

W @y

Offset 0

[ Reverse

‘ (v Validate ’ ‘ X Cancel

—

- Company ldentifier: manufacturer data on 2 bytes.

- Service ID: manufacturer data on 4 bytes to differentiate the customers of Pack ID.

- Access ID: manufacturer data on 6 bytes to identify the access zone controlled by the reader.

- Tx power: change the power level of the reader (default 4 dbm). Possible values: -16, -12, -8, -4, 0
and 4 dbm.

V7.0 - Part 1 - Page 104 on 233 www.stid-security.com



L2STid

Electronic Identification

111.13.3 — Open Mobile Protocol

rARC SCB wizard )
£ Blue/NFC Mobi

A ue Mobile ID

A OPENMOBILE

PROTOCOL
configuration Reader parameters Open Mobile Protocol

-Readmode - Communication mode @

© Private ID ("] Secure communication :
From DESFire
Private ID else CSN Complete local name ARCoa

Site code 51BC

-Ke e
IoR General Purpose Bytes 000000

@ One key (RW)

TX power (dbm) 4 -
Two keys (R and W) Company Identifier 51BC
Create ~Data
user cards Size 5 %
Offset 0 &
[F] Reverse
‘ (v Validate l ‘ X Cancel
—

For information about Open Mobile Protocol, contact your STid sales representative.

Click the button ‘ @ Validate ‘ to complete Blue Mobile ID settings.
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[ll. 14 - Blue/NFC Mobile ID: Keys

{ o
ARC SCB wizard
Blue/NFC Mobile ID keys
[ B stiamobicrc  OPENMOBILE \
PROTOCOL
Pack ID
Keep control of your security. Define/modify your keys.
~Read/Write key Blue/NFC
Current 00000000000000000000000000000000
1 New 00000000000000000000000000000000
~Write key Blue/NFC
New
[ (v Validate I ‘ ¥  Cancel
—

Set the key value for Blue/NFC Mobile ID data.
If using “One key RW” the section “Write key” is grayed.

To change a key value: fill the current key in the "Current” field and then check "New" and fill the value of
the desired key in the field.

Default keys are 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00.
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[ll. 15 - NFC-HCE: settings

Please check the compatibility between Blue/NFC Mobile ID and NFC-HCE.

’
ARC SCB wizard

NFC-HCE parameters g

configuration

-Data
Algorithm type Select File, FID and Read Binary v]
AD F053546964

: @
FID ID 51BC Size 1 &

Offset 0o 3 ] Reverse

Access ID 000000000000
‘ (v Validate ’ ‘ X Cancel

—

APK (mobile application) and Android Smartphone with HCE supported are required (OS version 24.4.x).

Smartphones tested compatible: Samsung S4, S5 & S6, LG G3, Nexus 6, Sony Xperia Z1 and Huawei P8
Lite.

You must develop your APK according to one of two available algorithms or use Orange Pack ID APK.

Warning
Disable reading PUPI in the Wizard.

15014443-3B PUPI
[C1 Enable
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- Algorithme type: Select File, FID and Read Binary v

The exchanges between the RFID reader and smartphone are made according to 1ISO7816. The
operating mode is “Select File AID + Select File FID ID + Read binary (size + offset)”.

Commands must be implemented in the APK are:

- SELECT FILE OxAID (DESFIRE ISO FILE): An AID has at least 5 bytes and may consist of up to 16 bytes.

configuration

command APDU: 00A4040005AID

response APDU: 9000

- SELECT FILE OXFID ID (DESFIRE ISO FILE ID): File ID to be read on 2 bytes.
command APDU: 00A4000002FIDID

response APDU: 9000

- READ BINARY xx bytes
command APDU: 00BO00000Size

response APDU: xxxxxxxxxx9000 with xx = ID on size bytes

SECard parameters:

» AID An AID has at least 5 bytes and may consist of up to 16 bytes
Default = 0xF053546964

> FIDID File ID to be read on 2 bytes. Default = 0x51BC.

> Size Number of bytes of the ID (up to 48):

RY

« TTL Wiegand and Serial Hexadecimal: 1 to 48 bytes
< TTL Iso and Serial Decimal: 1 to 10 bytes

» Offset First byte position of ID (0 to 48-Size). Default = 0.

> Reverse 'Reverse b sends not reversed (Default)

Reverse | sends reversed
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- Algorithme type: [Select File only -

Command must be implemented in the APK is:
- SELECT FILE OXAID (DESFIRE ISO FILE):

command APDU: 00A40400SizeapAlD

Sizean: 1 byte (0x05 up to 0x10)
configuration An AID has at least 5 bytes and may consist of up to 16 bytes
response APDU: ID9000

SECard parameters:

» AID An AID has at least 5 bytes and may consist of up to 16 bytes
Default = 0xF053546964
» Size Number of bytes of the ID (up to 48):

7

< TTL Wiegand and Serial Hexadecimal: 1 to 48 bytes
< TTL Iso and Serial Decimal: 1 to 10 bytes

> Reverse ‘Reverse |p sends not reversed (Default)

Reverse |h sends reversed
H Note: the settings “Size” is used to check the Size ID read with the Size ID set in SECard.

Create

user cards . Orange PacklD -
- Algorithme type:

SECard parameters:

» AID An AID has at least 5 bytes and may consist of up to 16 bytes
Default = 0xF053546964
» Size Number of bytes of the ID (up to 48):

% TTL Wiegand and Serial Hexadecimal: 1 to 48 bytes
% TTL Iso and Serial Decimal: 1 to 10 bytes

> Reverse ‘Reverse |p sends not reversed (Default)
Reverse |h sends reversed
» Access ID Value on 6 bytes to identify the access zone controlled by the reader.

Click the button‘ (v Validate ‘ to complete NFC-HCE: Settings
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[ll. 16 - NFC-HCE: Keys

Please check the compatibility between Blue/NFC Mobile ID and NFC-HCE.

»
ARC SCB wizard

NFC-HCE keys ™

NFC

configuration

Keep control of your security.
Define/modify your key.

~Privacy

DSignature Key FFFFFFFFFFEFFFFFFFEEE

HCEReadKey @ [00000000000000000000000000000000

‘ (v Validate ’ ‘ X Cancel

—

- Signature :
[ Signature HCE ID it's send in plain mode (default).
Signature An HMAC-SHAL key on 10 bytes is used for signing the HCE
ID.
- Key 10 bytes key for signing.
- HCE Read Key Only available for Orange PackiD.

Secret key for Access ID zone defined in settings.

Click the button‘ E’" Validate ‘ to complete NFC-HCE: Keys
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[ll. 17 - CPS3: settings

rARC SCB wizard .
CPS3 parameters -
(25
'\—<1.-3
=
carte de professionnel de santé
configuration
-Read mode ————— _Data
Elementary File
JUID Serial Number g
Size 5 =
)
© Private ID Offset 7 =
MSB First []
Create
user cards
‘ (¥ Validate ’ ‘ % Cancel
—

Read mode
- UIb: Reader configured in’read-only serial number”.
- Private ID: Reader configured in “read-only private code”.

In the case of the CPS3, UID is the protocolary identifier, which is the serial number of the chip.

Private Id corresponds to the technical identifier (serial IAS number), it is a 19 digit number consists of the

following:
[Identifier ASIP (10)][Unique card number (8)][key(1)]

Its value is present in the Elementary File DO03.

To recover the unique code of the card should read 5 bytes of the IAS with an offset of 7 bytes for not
reading the id ASIP.
To read this ID, there is no authentication between the reader and the chip.

Click the button _ to complete CPS3 settings.
‘ IEF Validate |
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[ll. 18 - 125 kHz: settings

rARC SCB wizard ]
125 kHz
Reader
configuration
-Read mode -Data

_ : (@)
@ UID Size 5 &
@
Offset 0 3
© Private ID -
MSB First [VI

Create

user cards
[ (v Validate ] [ ¥  Cancel

Configure reader settings related to EM4102 chip, EM4x50, HID 125 KHz Nedap.

Read mode
- UID: Reader configured in “read-only serial number”.
- Private ID: Reader configured in “read-only private I1d” with determine size and offset.
Allows to manage the particular functioning of the 2H.
Data
- Size: Determine the length of the ID read. The value corresponds to the protocol
selected in the configuration of the reader. However it is possible to choose a
different size by entering another value, in this case the reader will read the
ID to the size specified in this field and will return to the format defined by the
protocol.
- First page: Define the first page where the private ID will be encode / read. In addition,
3DES authentication changes will be effective from this value to the last page.
- MSB First: If the box is checked the reader reads the identifier Most Significant Byte First.
If the box is unchecked the reader reads the identifier Least Significant Byte
First.
. Validate ‘
Click the button ‘ E

to complete 125 kHz/ 3.25 MHz settings.
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@} SECard - The software tool to keep control of your security
O ["] Key ceremony Hash type
Settings
Secure Key Bundle Master key
Current key
00000000000000000000000000000000
Reader
configuration
Keys
I3}
Cypto
SCB
Index # Write keys array et
i
0 4
1
SKB 2
3
2) ‘
= 5
BCC
B [
EN 7 o
s Current operation: Maone
user cards
y Status:
*
Tools

Reader configuration

Create your own key bundle card

SHA1

[T New key

00000000000000000000000000000000

"

JDES/AES

Index # Write keys array

]

T - B R

‘ | \? Create SKB ‘ ‘ | |¢% Read SKB ‘

SECard software has a module to create cards named

“SKB (Secured Key Bundle)”.

These cards contain 32 Cryptol keys and 32 3DES/AES keys. They are protected by a card master key

« SKB Master Key ».

These cards are used by the following readers via command Load_SKB (see communication protocol 5AA-

TAA):

ARC-W32-X-PH5-5AA-x
ARC-W33-X-PH5-7AA-x
WAL-W32-X-PH5-5AA-X
WAL-W33-X-PH5-5AA-X
ARCS-W33-X-PH5-7AA-x

ARC1S-W33-X-PH5-7AA-x
STR-W35-E-PH5-5AA-1
STR-W32-E-PH5-5AA-1

LXS/ ATX/ MXS / LXC / LXE-W32-E-PH5-5AA-X
LXS/ ATX/ MXS / LXC / LXE-W33-E-PH5-5AA-x
MS-W31-E-PH5-5AA-X

VVVVVY VVVVY

Upgradable reader — RS232 — Read / Write
Upgradable reader — RS485 — Read / Write
Reader — RS232 — Read / Write

Reader — RS485 — Read / Write

Secure Upgradable reader — RS485 — Read /
Write

Secure reader — RS485 — Read / Write
Desktop reader — USB — Read / Write
Desktop reader — RS232 — Read / Write
Prox Reader — RS232 — Read / Write

Prox Reader — RS485 — Read / Write

OEM reader — RS232/TTL — Read / Write

The feature of « SKB » is to provide a portfolio (bundle) of indexed keys (index from 0 to 31 for Cryptol and
3DES/AES). Once stored in reader's EEPROM, it will be possible to access these keys by calling them in
SSCP command with their index value. Then no need to communicate the key values through the serial link.

Note: timing to load SKB is 6 seconds.

Warning
It is necessary to create these cards with MIFARE Plus® Level 0, MIFARE® DESFire® EV1/EV2
or with a current SKB.
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IV. 1- Classic creation mode

()

@) SECard - The software tool to keep control of your security l = it
ﬁ Reader configuration
Home Create your own key bundle card
—
G || Key ceremony Hash type SHA1 -
Settings
Secure Key Bundle Master ke
Reader v v
configuration Current Key [CINew Key
Reader
@ configuration
- Keys
2"
seajocs = = EE B
Crypto 1 - [ 3DES/IAES By
BCC
Index # ol Index # ul
| [
0 0
1 66 C2 1E 05 05 3D 1 C14D67FSFOE0SCD32E4E1F5BA646TEBD
2 9B D5 T7F 7B 3E D1 2 616E07393CE72D4ACET0SBB27C29B53B
3 D3 12 B6 05 F9 7C 3 71343B71FBATDA61A995161A421EB411
4 71 6A 06 89 38 48 4  36D2A2CC4AC5TFB61AT8BDBB157B1007C
5 BB D5 E5 E7 29 98 5  1B4CES9BFEB4AT71128A69ABEAS320FBE
6 02 B7 4A 7B 42 14 & S5CEDE24548F9DAATBC2FDET2621FBE02
N 7 D3 3F 46 2E 96 5B - 7  CFTFDF3274CAASBEDAD4332B9A9DBA4AT ~
Create Current operation: None
user cards
y Status: . S
ﬁ
Create * ‘ “\ | Create SKB ‘ ‘ | ReadSKB ‘
user cards Tools :

A
Tools Secure Key Bundle Master key

On a MIFARE® DESFire® EV1/EV2 blank card the default key is "00000000000000000000000000000000"
On a MIFARE Plus® Level 0 blank card the default key is FFFF...FFFF or AOA1A2....A15.

It is recommended to change this value for more security.

Keys

Copy the values of table read keys to the array of keys to write.

Fill “value to write” array with random keys values.
These values are those written in the SKB card.

Switch from array of keys write to array of keys to read.

Delete all values of the array of keys to write.

Indexed keys table for Encoding.

& 2] E)

Crypto 1
Array reserved for key 32 key values Crypto 1.

3DES/AES
Array reserved for key 32 key values 3DES/AES.
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IV. 2 - Key ceremony creation mode
With this Key ceremony, three holders are required to generate the SKB.

You can’t write in the keys field; all field are automatically filled by the Key ceremony. The resulting value of a
key is the XOR on the three keys. The value that appears in the field is the HASH of the resulting key.

Made the Key Ceremony for all Key you needed, if a field it's not used it's forced to 00...00.

@} SECard - The software tool to keep control of your security l = 2
Reader configuration
Create your own key bundle card
{*  Kegesrsion Hashiype  SHAT .
Settings
Secure Key Bundle Master key
Current Key [“INew Key
Reader
configuration
- Keys
D
= Crypto 1 B = 3DES/AES EY B3
BCC
# = # =
] L
0 0
1 1
2 2
3 3
4 4
3 3
3 3
2 7 - 7 -
Create Current operation: MNone
user cards
.}' Status:
* ‘ \T Create SKB ‘ ‘ ..)% Read SKB ‘
Tools 1 |

Example for SKB Master Key

1- Select the Hash type wanted

Key ceremony Hash type =
Secure Key Bundle Master key SHAZ56
SHA3E4
Current Key SHAE12
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2- Double click in Current Key field to open the Keys ceremony windows

Keys ceremony

(5]

First key holder, key value

Second key holder, key value

Third key holder, key value

Cancel

oK

Validate

Validate

3- First key

Enter the first key

Keys ceremany

(5]

First key holder, key value
RZ1FF415675C4F56D5F14C564F4EFSES

Second key holder, key value

4- Second key

Validate
Third key holder, key value
Validate
Enter the second key
Keys ceremony @
First key holder, key value
Validate

Validated

Second key holder, key value
C54D56C156DF465F1C564F4T6FE14B56

Third key holder, key value

Validate
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Click on Validate

Keys ceremony @

First key holder, key value
Validate

Validated

Second key holder, key value

Third key holder, key value
Validate

The value of the first key is then masked

Click on Validate

Keys ceremony @

First key holder, key value
Validated Validate
Second key holder, key value

Validated Validate

Third key holder, key value

The value of the second key is then masked.

www.stid-security.com
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/ﬁ\ 5- Third key

Enter the third key Click on Validate
# Keys ceremony @ Keys ceremony @
: First key holder, key value First key holder, key value
Validated Validate Validated Validate
Second key holder, key value Second key holder, key value
Validated Validate Validated Validate
Reader
configuration Third key holder, key value Third key holder, key value
FDFFCDF4564561651C56DF45561C6504 Validate Validated Validate
B e
SCB [ OCB OK [ Cancel l ’ OK ]

The value of the third key is then masked

SKB

,.\fs\
‘;’ 6- Click on OK to finish the key ceremony FOR Master key.

BCC
@ 7- The key ceremony for Master Key is achieved and we can see the HASH of current SKB Master key
ssCF ﬂ
@} SECard - The software tool to keep control of your security = =
=
Reader configuration
Create Create your own key bundle card
user cards
A,
/{\ G Key ceremony Hash type SHA1
Settings
Tools Secure Key Bundle Master key
Current Key [T New Key
73MABEE7318B32F28F5D7C498DESFECOCZE8D23748E
Reader
configuration
- K
2 O -
= Crypto 1 BN By 3DESIAES EY (%)
BCC
# 5 # i
[l |
0 0
1 1
2 2
3 3
4 4
5 5
[ [
Create Current operation: MNone
user cards
Q?, Status: 3 3
* ‘ \“l Create SKB ‘ ‘ [(#) Readskd ‘
Tools I | -

Repeat this operating mode for each key needed.
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44 SECard - The software tool to keep control of your security

0 B33B5SE3E04DAETCOADI1E4ADCTS9CASCBOE26EST6A

1 CE60CCCADFSEB3A3BC2616D86365E0COF43DF13C
SKB

usi:-e?;.:ds Current operation: None
A, Status:
pad
Tools

Key ceremony Hash type SHA1
Settings
Secure Key Bundle Master key
Current Kay [“INew Kay
2€7B0SBE208223EFE306FS0FASSEF150178605EF
Reader
configuration
Keys
IE]]
Crypto 1 @ By 3DES/AES @ B
SCB
# Hash al # Hash Eal

=

Reader configuration

Create your own key bundle card

10001E275D889ABCTAADIFTT74909237936D2FCAD

CT78CO4DEF48588C0BB3008C1DCDF260DB20DE163

‘ \%I Create SKB ‘

‘ | |*ﬁ| Read SKB ‘

8- Create SKB

Read SKB

Change SKB Master Key

Secure Key Bundle Master key
Current Key

11E0FTCZ967ES325C1T80R1I0B25BARSFFEEROELS
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New Keay

IE-4204F:)'?F4EEEACB3FBEEEF2493333&543523523

Once the key values needed are create, click on “Create SKB” to write the keys into the card.

Read again a SKB card: need to inform the master key of the card to read.

To change the current SKB Master key, double click in the New Key field, and go to step 2.
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IV. 3 - Using indexed keys in the SECard configuration

L2STid

Electronic Identification

From version 3.1, you can fill the key fields of the configuration wizard from a SKB badge.

The keys that can be assigned are:

X3

8

Reader keys

DESFire keys

Mifare Plus Level 3 keys
UltraLight keys

Mobile 1D keys

X3

8

X3

8

5

%

5

%

To do this, click on button, a window containing a table appears in order to assign an index to the

different desired keys.

Assign indexed keys

(5]

Key name

Current SCB Master key

New SCB Master key

Current Serial sign key

New Serial sign key

Current Serial encipherment key
New Serial encipherment key
Current EasySecure/\Wiegand key

New EasySecuraWiegand key

LI IDAA A8470 90 mime lemse

[ Disabled all keys pages

[ Hide keys values

SKB key index

Note: to make a key change, in the SCB wizard, check the New box next the field.

All fields are not to be filled in, only those useful for the current configuration.

For example, the current SCB key is the default value and must be changed to the value of the key at index

2, check the box New to make the change effective:

SCB company key

Current

8 0 0 8 N N O 0 N O
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Example: keys to change: Card Master key, Application Master Key, Read and Write File ID1 Key for a virgin
DESFire®.

1- Inthe SCB wizard, after DESFire® settings is ok, open the DESFire® Keys window and check the
"New" box of all the fields concerned:

(" ARC SCB wizard 1
MIFARE DESFire keys
~Card Master key FDiversiﬁcation
Current 00000000000000000000000000000000 [V|Enable  [V|CMK [VINXP [ AID reversed
Reader [V] New 00000000000000000000000000000000 NXP diversification data [F]Padding
configuration ~ Application Master key 0000000000000000000000000000000000000000
Current 00000000000000000000000000000000 3DES diversification key ["1IDPrime
| cr:h\"\‘ V] New 00000000000000000000000000000000 bl
~FilelD1 Keys - FilelD2 Keys
5CB [ OCB Keyld 18 2
Current 00000000000000000000000000000000
[V New 00000000000000000000000000000000 New
Write key ~ Write key
Keyld 2 5
Current 00000000000000000000000000000000
[V New 00000000000000000000000000000000 New
- DESFire biometric template file security keys -
. = ~Write key
= °® Keyld S
Current 00000000000000000000000000000000
Current 00000000000000000000000000000000
00
[T]New [ New 7
r~ Diversified RandomID Card key to GetUID
Keyld 7 & Cument  00000000000000000000000000000000
Create EINew [o000 | & vaidate | | X Cancel |
user cards | .
Validate
ool 2- Inthe SKB window, load the SKB then open the assignment table and assign the index numbers of
00Is
the keys
Assign indexed keys IE‘
Key name SKB key index o=
DESFire Current AMK
DESFire New AMK 3

DESFire 3DES diversification key 3
DESFire current FID1 RV key

DESFire new FID1 RW key 4

DESFire current FID1 W key

DESFire new FID1 W key =]

DESFire current FID2 RW key

MECCirn nae: CIEY DALY Leas

[ Disabled all keys pages
[T Hide keys values ﬁ

3- Click on Assign

-

Information Iﬁ

‘

S ——————————————————————
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If “Disabled all keys pages” and “Hide keys values” were not checked during the assignment, the
DESFire® key window will be:

7 3
ARC SCB wizard
MIFARE DESFire keys
- Card Master key - Diversification
Current 00000000000000000000000000000000 [v|Enable  [V|CMK NXP ["] AID reversed
7| D1DE0778FCB1E182C3DA0DOF2FS418E7 S = ;
R < NXP diversification data ["Padding
- Application Master key 0000000000000000000000000000000000000000
Current 00000000000000000000000000000000 3DES diversification key [~ IDPrime
Reader
= FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEE
configuration [V New 145B98BE1DBE6583523B24F 7TF2E1E1BY
__\‘ - FilelD1 Keys - FilelD2 Keys
| Al Keyld 13
Current 019E76DAE1SEE121DF7100D777241943
SCB / OCB [¥] New 00000000000000000000000000000000 New
~Write key 11 | ~ Write key
Keyld 2 8 I 4 3
Current 00000000000000000000000000000000
[V] New C7AD4CF97DEED2B5177683616BSB3BIC New
~ DESFire bi ic late file ity keys -
= ~ Write key
Keyld 5 8 —
Keyld 6 B
Current 00000000000000000000000000000000
Current 00000000000000000000000000000000
[T New
- [ New
~ Diversified RandomID Card key to GetUID
Keyld 7 (& Current 00000000000000000000000000000000
[INew l (v Validate } [ X Cancel ’

Create
user cards

The value of the keys appears in the fields according to the values of the indexed keys.

A K

Tools 1

00000000000000000000000000000000
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
D1DE0778FCB1E182C3DA0DOF2F5418E7
145B98B31DBE65683523B24F7F2E1E1BS
019ET76DAELSEE121DF7100D777241943

CTAD4CF9TDEGD2B5177683616B5B3BTC

@ ;e M

ADOOF30ET724AB6C3T449BBFED6T548DF

T TDAB639D06440AABARZ1BCTCTE46B0O18

5- If “Disabled all keys pages” was checked during the assignment, the buttons giving access to the
keys will be grayed out

ARC SCB wizard

SCB Wizard configuration

For models:
hi hi One, Archi Blue and
Secure
SCB level
(9‘ Full settings ) Reader settings only © Chips settings only
Reader ¢f Settings o Keys . -
MIFARE DESFire ¢f Settings & Keys [
MIFARE Plus SL3 ¢§ Settings & Keys am
MIFARE Classic/SL1 f  Settings & Keys (1

¢§ Settings

°J

MIFARE UltraLight/C (jf Settings Keys * T

Blue Mobile ID Keys -

NFC-HCE P Keys &
—

ANELL-0 NERIL-
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SCB [ OCB

BCC

53]

EET=]

ARC SCB wizard

MIFARE DESFire keys

~Card Master key

Current oo

New

[V|Enable

[VICMK NXP ["JAID reversed

NXP diversification data [|Padding

Current

[INew

3DES diversification key [Z]IDPrime

--------------------------------

~FilelD1 Keys
Keyld 13
Current
[VINew
Write key

Keyld 2 8
Cument  eesesssscssecessecssecessecssces

[VINew ~ eeessesscccccssssssscccccssccsce

New

~Write key

New

- DESFire biometric template file security keys
Keyld 5 3
Current

[CINew

~Write key
Keyld

Current

[[1New

--------------------------------

- Diversified RandomID Card key to GetUID
Keyld 7 & Current

[E]New

[ E/ Validate

| X Cancel ]

L2STid

Electronic Identification

If “Hide keys value” was checked during the assignment, the DESFire® key window will be:

Note: it is possible to modify an Index or options “Disabled all keys pages”, “Hide keys value” by
making the change and clicking Assign again.

=
Create
user cards

Warning

All key values set by this method in the configuration wizard will not be saved in the .PSE file.

pad

Tools

V7.0 - Part 1 - Page 122 on 233

www.stid-security.com



L2STid

Electronic Identification

/ﬁ\ V. Reader configuration - BCC

r y
@ SECard - The software tool to keep control of your security | = -

Biometric Reader configuration
Create your configuration cards to store the fingerprints in the reader

Reader Th ds allow the Architect® bi i d
configuration ese cards allow the Archite iometric reader
configurations when you want to store the fingerprints in
the reader.
Reader
configuration
N
6 | It is the responsibility of the end-user to ensure that the installation is in keeping with

- the local rules for the management and the storage of biometric data.

3]

SKB
[ [
Initialize user database Add user Remove user

Current operation: None
Create

user cards

ped

Status:

Create

user cards
Tools

pad

Tools

If in ARC SCB Wizard the mode is check, Biometric data into the reader , the Biometric Configuration
Cards creation is available.

Three cards are required to manage the reader in this mode. For this card, use MIFARE® DESFire® EV1
(2ko, 4ko or 8ko) or EV2.

The Biometric configuration card master key is the SCB diversified key.

Initialize user database

This card is used to initialize the biometric user databate into the module.

Add user
This card is used to add user to database.

Remove user
This card is used to delete user from database.

For more information about the procedure to configure the reader, add and Remove user refer to T9 -
Biometric data into the reader.

Warning

Initialize user database erases the current database
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Error messages

e . Y
@} SECard - The software tool to keep control of your security M

Biometric Reader configuration
Create your configuration cards to store the fingerprints in the reader

These cards allow the Architect® biometric reader
configurations when you want to store the fingerprints in
the reader.

Reader
configuration

Reader
configuration

It is the responsibility of the end-user to ensure that the installation is in keeping with
the local rules for the management and the storage of biometric data.

) )
ot O~
[ [
Initialize user database Add user Remove user

Current operation: Initialization data base card created

Status:

Create
user cards

pad

Tools

-

Biometric Reader configuration
Create your configuration cards to store the fingerprints in the reader

These cards allow the Architect® biometric reader
configurations when you want to store the fingerprints in
the reader.

Reader
configuration

It is the responsibility of the end-user to ensure that the installation is in keeping with
the local rules for the management and the storage of biometric data.

Initialize user database Add user Remove user

Current operation: Add user card created

Status:
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g B
@3 SECard - The software tool to keep control of your security l = |

Biometric Reader configuration

Create your configuration cards to store the fingerprints in the reader

These cards allow the Architect® biometric reader

configurations when you want to store the fingerprints in
e the reader.
CELT
Reader_ configuration
configuration
N
| 6 l It is the responsibility of the end-user to ensure that the installation is in keeping with

the local rules for the management and the storage of biometric data.

O+ﬁ\ O‘N\
o N

Initialize user database Add user Remove user

Current operation: Remove user card created

Status:

Create
user cards

%‘ @) SECard - The software tool to keep control of your security

Tools Biometric Reader configuration

Create your configuration cards to store the fingerprints in the reader

These cards allow the Architect® biometric reader
configurations when you want to store the fingerprints in
the reader.

Reader
configuration

It is the responsibility of the end-user to ensure that the installation is in keeping with
the local rules for the management and the storage of biometric data.

O"ﬂ\ O'T
A N

Initialize user database Add user Remove user

Current operation: Authenticating...
Create

user cards

Status: Authentication error
Wrong BCC master key

L I

The Master Key for Biometric Configuration Card is the same key than SCB master.

Check the Card Master Key or use a virgin card.
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@} SECard - The software tool to keep control of your security

Biometric Reader configuration

Create your configuration cards to store the fingerprints in the reader

These cards allow the Architect® biometric reader

configurations when you want to store the fingerprints in
- the reader.
Reader
Reader configuration
configuration
[: N
d It is the responsibility of the end-user to ensure that the installation is in keeping with

the local rules for the management and the storage of biometric data.
5CB

@ Create your Biometric Configuration Cards:

> 7 N

Initialize user database Add user Remove user

=

Current operation: Scanning...

us(;:e(?;(:ds
a Status: Bad tag type MIFARE DESFire EV1 needed
A
| 0%

Tools L

Create >
user cards

X Biometric Configuration Card must be created on MIFARE® DESFire® EV1 (2ko, 4 ko or 8ko).

Tools
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/ﬁ\ VI. Reader configuration — SCB R/W

Home

The SCB R/W is a configuration badge for ARC R/W Bluetooth, that allows to configure the Blue/NFC of the
reader.

& SECard - The software tool to keep control of your security - Administrator l = éj

Reader configuration

Create your own R/W reader configuration
Reader
configuration

Reader
configuration

R
| ﬁ | Current configurations:

SCB / OCB

Read/Write Architect® Blue and Architect® One Blue

=Y
SKB E
L)

Detailed
. Save
configuration
N
Print Delete
content

Load configuration with cable

=

Create -
user cards @
&)
" Create Current operation: MNone .*I Read SCB RAW
t‘ user cards

Status: 3

Tools ““ Place your SCB on the encoder and press Create ‘ \ | Create SCB RW ‘
button

Tools

Open the configuration wizard for readers

Print the configuration list displayed.

Save in .rtf file the configuration list displayed.

Clear the configuration list displayed.

Display details information of current configuration.

Load the configuration to the reader by serial link.

B

ET Read SCB RAWV Read a SCB R/W configuration _card. _Use $CB Company Key defined in
the configuration wizard.

| \5& Create SCB RAW Create a SCB R/W configurz_ition c_ard With parameters defined in the
= configuration wizard.
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/h\ VI.1 - Configuration Wizard

Home
The reader configuration is done in 3 steps. To move from one stage to another, you must click on “Next”.

&

L

Click here Reader security

Click here Common parameters

IS

STid Mobile ID settings

Clich here

Reader
configuration

E

SKB

B
}2)

ARC SCB R/W wizard

Clich here Orange Pack ID settings

PO

clich here Open Mobile Protocol settings

Configuration wizard

Create your own R/W SCB configuration card

Wizard configuration steps:
- Reader security

- Common parameters
- Bluetooth® solution parameters

Keep control of your security

Define/modify reader security key

R/W SCB company key

=
Current FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFER
Create BN
00000000000000000000000000000000
user Card5 ew ________________________________________________________________
/“ Version for reader firmware 12 %

Tools

SCB R/W company key

Configurable readers with SCB R/W card are initially supplied with default configuration (factory key
OXFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF).
These can be configured by a " SCB R/W " with OxFF...FF in current key to a new company key.

After the initial configuration and in order to reconfigure the reader, it will be necessary to
present to the reader " SCB R/W " with a company key similar to that recorded by the reader.

Warning

This key is important and should definitely be known by the administrator. It protects the data
from the " SCB R/W " and allows changes to the configuration of readers.
If you lose this key, the reader cannot be reconfigured for another " SCB R/W " and will must

be reset at the factory.

Version for reader firmware
The available functionalities and the compatibility of SCB R/W depend on reader firmware generation.
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ARC SCB R/W wizard

Configuration wizard

Select common parameters

Common parameters

Data
Reader Enable Bluetooth@
configuration Size 5 %
Light at Bluetooth®
_
connection =
Offset 0 &
User Read Ke
Y [ Reverse
00000000000000000000000000000000
Blue/NFC solution STid Mobile 1D -

Orange Pack ID

STid Mobile ID
Open Mabile Protocol ‘

=

Create

user cards

pad

Tools

Enable Bluetooth®:

Activate / disactivate STid Mobile ID or Orange Pack ID or Open Mobile Protocol (Blue and NFC). If is
disactivate, there is no Bluetooth transmission.

Light at Bluetooth® connection:

Flash LED when smartphone start connection on the reader. The color can be selected by clicking on
the right square.

SECard - Color selectian [=]

SECard color selection

H N B orF

"

This action, independent of the detection of the virtual badge, informs the user that the communication
between the smartphone and the reader is in progress.

User Read Key:
Set the read key value for Blue/NFC Mobile ID data.
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- Size: Determines the length of the ID.
- Offset: Define an offset from the first byte before reading.
- Reverse: If the box is checked the reader reads the identifier Least

Significant Byte First.
If the box is unchecked the reader reads the identifier Most
Significant Byte First.

Reader
configuration

@E

Blue/NFC solution:
Configure the reader to read STidMobile ID or OrangePAckID or Open Mobile Protocol.

This choice impacts the screen wizard Step 3:

ARC SCB R/W wizard ARC SCB R/W wizard
Configuration wiza Configuration
43 0 STid Mobile ID
[b Designation
Configuration Name (max 14 characters)*  myConfighame STid Mobile ID (CSN)
Site code * I Mandatory fiekds Packio
ion modes and ication distances Orange™ Pack ID parameters
Cad Hands free N
Company Identifier [os3)
Service ID 08000001
H Slide [ Remote Access ID oFozoFOTORT
; TX power (dbm) 3 -
Create TapTe Remote options
user cards Remote 1 Remote 2
P
Read made
‘ ® Private ID Private ID else CSN :ﬂ:‘:lf:';"a“pm"e unlocking to
Tools
+ Beck [ Lalidate X Cancel

ARC SCB R/W wizard

Confi ard

igul
STid Mobile ID e Pack ID - OMP

PROTOCOL

OPENMOBITE |
)

Open Mobile Protocol parameters

Communication mode

[[] Secure communication

Complete local name ARCoa
Site code 51BC
General Purpose Bytes 000000
TX power (dbm) 4~
Company Identifier 518C
4 Back (7 Validate X Cancel
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Step3 - Blue Mode STid Mobile ID

ARC SCB R/W wizard

Configuration wizard

5Tid Mobile 1D - Orange Pack ID - OMP

G} Designation
Reader

i . N
P ——— Configuration Name (max 14 characters)

myConfighlame [7] STid Mobile ID {(CSN)

. 7
@ Site code * 12AB 2 *Mandatory fields

SKB

Identification modes and communication distances

Card (G

[ Hands free
Contact

[ Remote

Very short
D

3 [l TapTap Remote options

]

; ) @ Remote 1 Remote 2
Create

user cards
% Read mode

. o Requires smartphone unlocking to

Tools @ Private ID ) Private ID else CSN [ aftﬂenticate P 9

+/ Validate

Designation

Configuration Name: enter the name of the configuration Mobile ID Secure Plus: 14 characters max.
Note: configuration name “Conf Mobile ID” is reserved to STid Mobile ID.

rWarn'lng @1

L Warning, you can't use "Conf Mobile ID" as a

= configuration name because it is reserved by the 5Tid
Mabile 1D (C5N)

\

Site Code: 2-bytes data used for the site code of the configuration.
Note: site code 51BC is reserved for STid Mobile ID®.

STid Mobile ID (CSN): configure the Blue reader to read only a CSN on the smartphone.
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/h\ Identification modes and communication distances

Home

KD
£

Reader
configuration o2

£

7
N

=

Create
user cards

% KX

Tools

KD
0‘0

KD
0‘0

Notes:

For each identification mode the communication distance is adjustable.

Card: By placing the smartphone in front of the reader.
o Contact: smartphone must be in contact with the reader.

e Upto 0.2m: smartphone must be in an area of 0.2m around the reader
e Up to 0.3m: smartphone must be in an area of 0.3m around the reader.
e Upto 0.5m: smartphone must be in an area of 0.5m around the reader

Slide: By placing your hand close to the reader without taking out your smartphone.
The distance between the smartphone and the reader can be:
e Very short

e Short

e Medium
e lLong

e Verylong

Not available for ARC1S neither ARCS keypad in Card or Key mode.

Tap Tap: By tapping your smartphone twice in your pocket for near or remote opening.
The communication distance can be:

rﬁ’ e Upto3m
.J,l e Upto5m

e Uptol1lOm
e Upto1l5m.
Hands free: By simply passing in front of the reader.
Communication distance around the reader:
e Upto3m
e Upto5m
e UptolOm
Remote: By controlling your access points remotely.
Communication distance around the reader:
e Upto3m
e UptolOm
e Uptol5m
e Upto20m

Remote options

If the identification mode "Remote" has been activated, it allows to associate the current configuration
to the Remote button 1 or Remote button 2.

The notion of distance in Bluetooth corresponds to an area around the reader, not just in the
front.

Reading distances depend on the environment, on the position smartphone // reader ...

It is recommended to do on-site testing to evaluate the settings.

Warning
When Architect® Blue readers are installed close to each other, detection distances must be
defined to accommodate the distance between the readers to avoid cross readings.
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Read mode

- Read mode: Private ID
Reader configured in read private virtual card.

- Read mode: Private ID else CSN
Reader configured in read private virtual card. If it is not found or if the security settings are incorrect,
then the reader will read and return the STid Mobile ID CSN.

Reader
configuration

L B Requires smartphone unlocking to authenticate: security option
3
g’ - If checked: the smartphone must be unlocked (with PIN code or other unlocking option depending on

SKB the smartphone) to authenticate with the reader.

- If unchecked: unlocking the smartphone is not required to authenticate with the reader.

Step3 - Blue Mode Orange Pack ID

ARC 5CB R/W wizard

Configuration wizard

;a.\ STid Mobile ID - Orange Pack ID - OMP

Create
user cards

% Pack ID

Tools Orange™ Pack ID parameters
Company Identifier [0543]
Service ID 00000001
Access ID OFOFOFOFOFOF
TX power (dbm) -8 -

7 Vaioae

- Company Identifier: manufacturer data on 2 bytes.

- Service ID: manufacturer data on 4 bytes to differentiate the customers of Pack ID.

- Access ID: manufacturer data on 6 bytes to identify the access zone controlled by the reader.

- Tx power: change the power level of the reader (default 4 dbm). Possible values: -16, -12, -8, -4, 0
and 4 dbm.
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Step3 - Blue Mode Open Mobile Protocol

ARC SCB R/W wizard

Configuration wizard

STid Mobile ID - Orange Pack ID - OMP

—
OPENMOBILE |
Reader
configuration
@ ! Open Mobile Protocol parameters

Communication mode

-
SKE i
[C] Secure communication

Complete local name ARCoa
Site code 51BC
General Purpose Bytes 000000
TX power (dbm) 4 -
Company Identifier 51BC

—

Create

 Validate
user cards

.

X For information about Open Mobile Protocol, contact your STid sales representative.

Click the button ‘ (v Validate ‘to complete the reader configuration settings.
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/h\ V1.2 — Creating RIW SCB

ome Two possibilities to load the configuration into the reader:

&

¥

‘ | \s&l Create R/W SCB

R/W SCB configuration card must be created with MIFAREe DESFiree Evl/ EV2 not locked 4ko and
MIFAREe DESFiree Ev1l/ EV2 not locked 8ko.

T
configuration
3 -] 1- Put a DESFire badge on the SECard encoder and press Create R/W SCB button.
E N
N
Current operation:  SCS card created ‘ wp | Read RW SCB
SKB Status: 3
* Place your SCB on the encoder and press Create ‘ | \ Create RV SCB
button

2- To load the -configuration into the reader use SSCP commands LoadConf X (cf
Spec_Protocole_5AA-7AA_MIFARE_GLOBAL_V1.17_EN.pdf)

@ Load configuration with cable

&)
; 1- Connect the reader to configure to a port of the PC.
Create 2- In “Serial communication settings” select the port number, the reader is a R/W reader so you can
user cards used CTRL+?

2 Serial communication settings
A 9

Tools Serial/USB port Baudrate Security mode

COM3 38400 Apply Plain -

3- Press Load configuration with cable button.
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/ﬁ\ VIl. Create User cards

Home
-~ VIl. 1 - Data
B
Settings @} SECard - The software tool to keep control of your security - Administrator
User cards
h
l I User card data management
Reader 3
configuration Q‘ [ f Read SKB and assign indexed keys
Settings
~User code tati
\\ L
Create l I ["]Pad right with zeros ["|Reversed encoding ["|Reversed decimal encoding
user cards Reader .
configuration
-~ Card type
[v] Auto type @) Classic/Plus L1 Plus Level 3 DESFire EVx UltraLight C Blue Mobile ID
Create
user cards > 2 S
~ Private ID list generation/import method
["]Generate list [ Text file import ["1Excel file import
Text filename Excel filename
Data
First 1 2 2
N
l \ J Last 1 ;
- Sheet # First cell  Incrementation
Encode Increment 1 CRILF o Al @© by Row
E = by Colun
NJQ [FlRandom y Column
STid Mobile ID+ LI
~Data format control
“ First ?
“ [S/ Check Last i
aQ Number ?
/( Validity 2
Tools

The encoding is done according to the settings defined in the “SCB Wizard”.
The keys can be those defined in the configuration or read in a SKB card.

User code presentation

- Pad right with zeros:
If the size of the number to be encoded is less than the size specified in the configuration, software will
complete the number to encode with zeros in the most significant bits by default.

If the "Pad right with zero" is checked the number to encode will be completed by zeros in the least
significant bits.

- Reversed encoding:
Reverse the hexadecimal writing.
Example: number to encode ABCDEF10, with reversed encoding is: 10EFCDAB.

- Reversed decimal encoding (not alone, option to add with “Reversed encoding”)
Reverse the decimal writing. The decimal ID to encode is then convert in hexadecimal and then
reversed.
Otherwise the decimal value is inverted and then converted to hexadecimal.
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Auto type: If this box is checked, the encoder automatically detects the type of chip and encodes it according
to its own parameters defined in “Wizard SCB”.

Warning

If chips are Mifare Plus® Level 0 AND Mifare Plus® Level 1 to be encoded as Mifare Plus Level® 1 AND
Mifare Plus® Level 3, then you need to uncheck « Auto type » box and choose chip type to encode.
For an encoding of Mifare ® Classic 7 bytes CSN, it is necessary to deactivate the “Auto Type” and to
choose “Classic/Plus L1”".

Reader
configuration

To encode the DESFire part on IDPrime card force to DESFire type.

Create
user cards

Generate list
This mode is only available for standard sizes and custom sizes of private ID with length less or equal than 10
bytes in decimal and 48 in hexadecimal.

In each of the corresponding fields: enter the start, the end and increment of the list of numbers to encode.

Random

This option can be activate / deactivate only by Administrator. The increment field becomes the number of
elements in the random value list.
Generate a random list of n values between the first and last value.
Note:
.}’ v" The random list is not compatible with 26-bits Wiegand format.
* v" The maximum value is Ox7F FF FF FF (2147483647).

STid Maobile ID+

With this option the data encoded not appear in “Progressing session log” and it’s not possible for User to read
it with “Read private ID”. Administrator can read the private ID by unchecking this option.
Warning: No duplicate check is performed.

Text file import

To import a list in text format, that will be used for encoding users card.

Delimiter CR/LF Delimiter « - »
| Testimport Lxt - Bloc-notes | = | =1 | &2 | " Test import Zm_ﬁbc_ml =ENRES
Fichier Edition Format Affichage 7 Fichier Edition Format Affichage ?
;ﬂg%gﬁg + AD0132FF-BAGCBFFO-11065AD4 -650B8EF7 -EEQG5AD4— .
11065404
650B8EFT -
EE0&5AD4 l - .
Warning
The last number to be encoded must be followed by a
delimiter.

Warning

The text import is not importing the values if:
- there are intermediate empty lines with the separator CR/LF
- there are multiple delimiters with another delimiter for example “ ;*
(ex:12313;12385485;;;5646;;12;041)
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Excel file import

Import a list in Excel format, that will be used for encoding users card.
Indicate the page (sheet) in which the numbers are to be encoded and the first cell.

Increment per line: Use when the numbers are written in a column.
Increment per column: Use when numbers are written on one line.

Reader

configuration

Warning

Import from Excel is supporting only continuous list. If the user has inserted empty cells, then SECard

Create will stop the encoding.
user cards

It is necessary to install Excel® before using this mode.

-
| "Ch Data format control

Encode

Check the validity of number to encode. It is based only on the first and last values to be encoded.

E‘ Note:

snd Mﬂhi'elﬂ’rn *  The software will check that the first and last values of text files and Excel. In any case, this function
will check the maximum and / or minimum.

pad

* If the number of identifiers is greater than 300,000, a message appears asking you to wait while
checking and that it will require RAM resources of your computer.

r-‘m"lul'.alrnir'lg ﬁ

L You asked to generate more than 300,000 ids
=== Ttwill take some time and some memory to proceed!
Please wait...

Read SKB and assign indexed keys

In the case where the keys required for encoding are contained in a SKB badge, the SKB badge must be
read to temporarily load the keys in SECard
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VIl. 2 - Encode

&} SECard - The software tool to keep contral of your security l = LX)
/ﬁ\ User cards
i EGEDEE
Settings
g
h G Private ID Read operations
I | Settings
5 .
Reader . g l D] Read UID/Mobile ID l
configuration [ I
Y .
Read private ID
Reader l @ g l
configuration
Copy Read value as data
Create to encode
user cards
Create
user cards Programming session log
—
—~] s M
-
Data
[7]Auto save programming log
Enceding type
@ Private 1D
Encode

) Private 1D+Bio

Encode

) Bio Bio derogation

= D

=) Current config file

NJ Current operation: None Jsecard.pse
sTid Mobile ID+

Status:
sTid MDhiIeIEH—. .}' R

. 4 ‘ \ Encode ‘

.1 Tools L I

A R

Tools

Once the setup application finished and the numbers to be encoded determined, IDs can be encoded.

To encode an ID on a Smartphone it is necessary to install STid Mobile ID from the AppStore
or PlayStore.

=1aND01D " i0S

y\ Google play

Electron fication

Slde . Top Tor e Remots mode

Ae. STid Mobile ID
/A{ STid SAS
S\ H PEGI3

22 Business Similar
STid Mobile ID® is a mobile access

control solution

'%  WHAT'S NEW

Tap Tap Improvements
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STid Mobile ID+

pus

Tools
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Encode VCard

[ Confirmer ﬁ

| If you encode a new VCard, the enceding process will
= cost 5 credits, otherwise it will be free, do you want to

proceed 7

- Ifit's a new VCard the encoding process will cost 5 credits.

- If the VCard is already encoded in the smartphone and you just want to change the value of Private ID
the encoding process will be free.

Private ID

- If “Generat list” or “Text file import” or “Excel file import” has not been selected in data, allows to enter a
private ID, it is simply necessary to write the number in the suggested field.

If “Generat list” or “Text file import” or “Excel file import” has been selected in data, the field is not

accessible.

Read operations

- Read UID/Mobile ID: Read UID and chip type of the card detected by the encoder.
Ex:

Current operation: STid Mobile 1D =308783A0
Status:

- Read private ID: Read a private ID or templates of the card detected by the reader according to the
current configuration, and if the "Copy Read value as data to encode" is checked, the read value is
copied into the field to encode.

Example read template:

@R ooecoz
W' 6k 7220005157FF20807D94800A7799...
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Example Read private Mobile ID:

p
Informations ﬁ

| Site code 10 (dec)
W Card code 10 (dec)
Site Code: ACBA
Display Blue Maobile ID: False
Display 5ite Code: False
Reader Display Configuration Mame: False
configuration Remote address: 0

Create
user cards

~—
-

8 Print users operations.

Encode

(3

5Tid Mobile ID+

ped

Tools

B Save users operations.

W
Delete users operations.

Auto save programming log

If this option is activated, all the operations done are saved in a RTF file. It will be located in the same
directory than the .pse settings.

Encoding type
+ Private ID: Encode only private ID.
+ Private ID + Bio: Encode private ID and biometric.

< Bio: Encode only biometric.

Bio derogation: only avaialble if bio derogation has been enable in the Biometric options of the chip. In this
case, a derogation will be encoded in the badge and the encoding process will not require presentation of the
finger of the user.

Current config file

Specifies the configuration file currently loaded in SECard and in which the identifiers will be encoded.
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Encode

(4

5Tid Mobile ID+

pad

Tools

Biometric fingerprints encoding

L2STid

Electronic Identification

When biometric configuration is
enabled and the encoding
selected "Bio" or "Private ID +
Bio", the software SECard open a
window to capture fingerprints.

Then place your finger on the
biometric sensor encoder. It must be
in red light to indicate that it is ready

to read the fingerprint.

When the fingerprint is read, it is
displayed on the window and the
bar on the right shows the
progress of the analysis.

Place your finger 0%

|
Annuler
.

38%

Annuler

Once the fingerprint is read, the software will ask you to place another finger if the configuration requests it.

Confirm

-

3

Ready to continue with next finger ¥

Yes

If the finger is not placed well, the software will inform you about the problem by indicating you a good

placement:

FFLTOLCLIR,

-4
Warning
I The biometric sensor has to be connected to an
USB port.
Move. dowi % The finger has to be clean.
The surface of the sensor has to be clean.
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VIl. 3 - STid Mobile ID+

When “STid Moible ID” application is installed on the smartphone, the first Mobile ID card available is “STid Mobile ID”.
This card it is working like a Card Serial Number.
Only the “card mode”detection is authorized.

Reader To take the advantage to Slide mode, Tap Tap mode and Hands free mode you can upgrade the STid Mobile ID to STid
Sl DELLl \Mobile ID+. This upgrading will cost 1 credit.

’ " B
4 SECard - The software tool to keep control of your security lii_]ﬁ
Create
user cards

User cards Credit balance

- Upgrade your STid Mobile ID card to STid Mobile ID+ Refresh ¢

-

STid Mobile ID card is the first virtual access card you can use. It is working like a Card Serial Number (CSN).

ET ET You can only use the card mode identification with this card.

i Reader Upgrade this card to STid Mobile ID+ and take advantage of all the other identification modes (except Remote mode).
configuration

Create
d - user cards 5
STid Mobil + % %
= STid Mobile 1D
- '
.}’ Data Card mode Slide mode
b

Tools @

Encode

Top Tep mode Hands free mode
STid Mobile ID+
3 A STid Mobile D+
A
Tools

Click the button ”f STid Mobile 1D+ to upgrade Vcard.
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[ Confirmer @

Upgrading to 5Tid Mobile ID + will cost 1 credit, do you
want to proceed ¥

Reader
configuration

Create
user cards

.
@4 SECard - The software tool to keep control of your security

User cards Credit balance
Upgrade your STid Mobile ID card to STid Mobile 1D+ (&

=
-

STid Mobile ID card is the first virtual access card you can use. It is working like a Card Serial Number (CSN).
You can only use the card mode identification with this card.

Encode [ ]

Reader
configuration

Upgrade this card to STid Mobile ID+ and take advantage of all the other identification modes (except Remote mode).

STid Mobile ID+

- Create
. user cards \ E
'}’ =) id [Mobile 10 4 E@
* -
Tools s Card mode Slide mode
S T
= @ ©
)
Encode
\ y, Tep Tep mode Hands free mode
STid Mobile ID+

STid Mobile ID successfully upgraded to STid Mobile ID+

’ N STid Mobile ID+

A

Tools
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OBV Tools

Home
Settmgs % SECard - The software tool to keep control of your security |E|_Iél1
% /ﬁ\ Tools
[ I Home MIFARE Application Directory for MIFARE Classic and MIFARE Plus
e
Reader L]
configuration G MAD1
N SETS 0 1 2 3 4 5 6 7
; ) Sectors 1to 7
Create I | Sectors 8 to 15
user cards Reader
configuration
A =3 "
0 1 2 3 4 5 6 7
Tools Create
user cards Sectors 17 to 23

‘X\ Sectors 24 to 31

E_kl Tools Sectors 32 to 39

MAD
E_b] MADs read key
D MAD © AES key for MIFARE PlusL3 Key value
>4 © Crypto? key for MIFARE Classic or PlusL1 ADATAZAIAAASABATADATAZAIAASABAT
Sector ||
X
Sector c : ; N
urrent operation: one
=Y P
II * B Status:
| £ (¢  ReadMADs

Contents

Contents
\

Scan a MIFARE® Classic or MIFARE Plus® chip, to read the contents of the MAD and display current AID
codes location.

A MAD location containing an AID code means that an application use this sector.
Sectors 0 and 16 are not usable because they store the MAD1 and MAD2 information.

It is necessary to enter the MAD read key value in the "MADs read key" and to select the type of key used:
For MIFARE® Classic or MIFARE Plus® Levell, Crypto 1 key default is AOA1IA2A3A4A5.

For MIFARE Plus® Level 3 AES key default is AOAIA2A3A4A5A6A7A0ALIA2A3A4AS5A6AT.
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Successful MAD scan

Home & SECard - The software tool to keep control of your security l = &11
% Tools
0 MIFARE Application Directory for MIFARE Classic and MIFARE Plus
Settings o
G MAD1
™~ :
[ g“" Settings 0 1 2 3 4 5 6 7
= ADOO 0000 0000 0000 0000 0000 0000 0000 Sectors 1to 7
Reader I |
configuration 0000 0000 0000 0000 0000 0000 0000 BCB2 Sectors 8 to 15
g Reader
configuration
-ﬁ\
; Q MAD2
0 1 2 3 4 5 6 T
Create Create
user cards user cards F100 BC67 0000 0000 0000 0000 0000 BC73  Sectors 17 to 23
/ X BC74 0000 0000 BCT77 0000 0000 0000 0000 Sectors 24 to 31
Tools 0000 0000 0000 0000 0000 0000 0000 0000 Sectors 32 to 39
Tools
t] MADs read key
t\I MAD I AES key for MIFARE PlusL3 Kgy value
@ Crypto1 key for MIFARE Classic or PlusL1 RORIRZRIRIAS
O
X
Sector
|| Current operation: MAD2 read
x S Status:
S I» (¥  ReadMADs
Contents . Wx 0w
-
> .
Contents H
= Successful scan MAD but MAD settings NOT OK
% SECard - The software tool to keep control of your security l = &1
Tools
MIFARE Application Directory for MIFARE Classic and MIFARE Plus
&
(} MAD1
SaiE 0 1 2 3 4 5 6 7
N 6800 4chk8 BC51 0000 0000 0000 0000 0000 Sectors 1t0 7
E] 0000 0000 0000 0000 0000 0000 0000 0000 Sectors 8 to 15
Reader
configuration
Q MAD2
0 1 2 3 4 5 6 7
Create
user cards Bad MAD2 - 0000 0000 0000 0000 0000 0000 0O0O0O Sectors 17 to 23
Y MAD CRC = 00
A inctead of 16 0000 0000 0000 0000 0000 0000 0000 0000 Sectors 24 to 31
Tools 0000 0000 0000 0000 0000 0000 0000 0000 Sectors 32 to 39
: MADs read key
MAD ~ AES key for MIFARE PlusL3 Key value
@ Crypto? key for MIFARE Classic or PlusL1 RORIRZAZRARS
O
X
Sector
Current operation: MAD2 read
& Status:
£
(@  ReadMADs
Contents L .
-]

Encoded CRC+Info hasn'’t the right value. Performs encoding with SECard to correct the problem.
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A Failed to scan MAD: MAD not used or bad read key.
Home @} SECard - The software tool to keep control of your security = e 1
ﬁ /ﬁ\ Tools
0 MIFARE Application Directory for MIFARE Classic and MIFARE Plus
Settings o
G MAD1
™~ i
[ ‘“‘" Settings 0 1 2 3 4 5 6 7
) Sectors 1t0 7
Reader I 2
confiquration Sectors 8 to 15
9 Reader
N configuration
= = NAD?
0 1 2 3 4 5 6 7
Create Create
user cards user cards
p 3¢
*
*
Tools
Tools
b
5_1 MADs read key
— =
1 ] MAD (7 AES key for MIFARE PlusL3 Key value
@ Crypto1 key for MIFARE Classic or PlusL1 AOR1RIRSRARS
MAD El
X
Sector
|| Current operation:  Reading MAD1..
x “ *’\\ Status: PN532 Mifare authentication error
secter 0% (¥  Read MADs
Contents -
-]
>
Contents
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/ﬁ\ VIII. 2 - Sector

r B
e @4 SECard - The software tool to keep control of your security M
'ﬂ Tools
G MIFARE Classic and MIFARE Plus sector deletion
Settings
&
0 Key mode Crypto method
=
il Settings i One key: unique key for both read and )
- - © One key RW write operations. ) Crypto1 key for MIFARE Classic or PlusL1
R [] Twokeys (Rand W) oo KoY Sistinets keys forread and © AES key for MIFARE PlusL3
configuration
Reader
configuration

-ﬁ?‘l

; Q Sector MAD
usi:'ef:';‘:d - Created Number 0 = | Clear corresponding AID
user cards

A 2

t‘ * Sector write key FFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFR MAD write key value

Tools
Tools
| Diversified key FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

. | Apply NXP diversification method

MAD ‘_
—X
P — Sector
t‘ Current operation: None
> 4 N Status:
Sector “’ 1 E] Delete sector ‘
Contents x
S -]
H \
([EX
Contents Erase one sector of MIFARE® Classic or MIFARE Plus®.
-]
Key mode

Choose the mode in which the sector to be erased has been encoded: one key or two key.

Crypto method

Choose the crypto method for the current chip.

Sector

Choose the sector number to erase and the write key.
It is also necessary to check the "Diversified key" box and fill in the field the value of key if the encoding was
performed with a value of diversified key (Apply the method of diversification NXP if diversification has been

made by this method check).

MAD

It is possible to clear the corresponding AID in MAD. For this it is necessary to select « Clear corresponding
AID » and to enter MAD write key value.
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/ﬁ\ VIII. 3 - Contents

@} SECard - The software tool to keep control of your security - Administrator E‘_‘éj

Qlu ﬁ Tools

Read MIFARE Classic/Plus content

od
ET G MIFARE data mapping

Settings
b0 bl b2 b3 b4 b5 b6 b7l b8 b3 bl0 bll bl2 bl3 bl4 bl5 S B# Card size
Reader = 00 00 0O OD OO0 OO OO OO0 OO OO OO OO OO OO OO0 OO0 13 52 @ 1kB
configuration D 0oD 00 00 00 00 00 00D 00 0O OO 00 00 OO0 00 00 00 13 53 2 kB
Reader 00 00 00 OO 0O OO OO 0O OO OO OO OO OO 0O OO OO 13 54 §
Q configuration 00 00 00 0O 00 00 FF 07 80 €9 FF FF FF FF FF FF 13 55 @l
2 00 00 00 OO €O OO OO 00 OC 0O OO 0O OO 00 00 OO 14 56
Create ; 00 00 00 OO 0O OO OO OO OO 0O OO OO OO 0O OO OO 14 57
user cards Create 00 00 00 OO €O OO OO 00 OC 0O OO 0O OO 0O 00 OO 14 58
user cards 00 00 00 00O 00 00 FF 07 80 69 FF FF FF FF FF FF 14 59
b Ky 00 00 00 OO 0O OO OO OO0 OO OO OO OO OO 0O OO0 OO 15 &0
"‘ *© 00 00 00 OO €O OO OO 00 OC 0O 0O 00 0O 00 00 OO 15 61
Tools Tools 00 00 00 00 0O OO 0O 00 OO 00 OO0 OO 00 00 00 15 62 A= Authentication Error

00
[ oo 00 00 00 00 FF 07 B0 €9 FF FF FF FF FF FF 15 63

Card type detected: ~ MIFARE Classic / Plus Level 1

7= Unknown error

MAD
MAD E\ Read time: 3978(ms)
X
Sector
—
| | Current operation: Content read
X IE3
Sectar Status:

Contents ‘ |“;ﬁ Read Content ‘
(5)
' =

Contents
Read the contents of MIFARE® Classic or MIFARE Plus® chip.

Clear the contents of windows.

Card Size
Choose the size of the memory chip read.

Note:
It is possible to stop reading using the "Esc" button on the keyboard.
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Enter read keys sector(s) and type of key (A read/write key in mode one key or key B read/write key
d in mode two keys), diversification option is also available:

a Mifare Classic/Plus Keys ﬁ

Settings
a MIFARE Classic Keys | MIFARE Plus Keys|
Rger Sector # Blocks Keys A Keys B Used i
configuration 0 0.3 FFFFFFFFFFFF
;ﬁ‘- 1 4.7 FFFFFFFFFFFF FFFFFFFFFFFF A
et 2 8.1 FFFFFFFFFFFF FFFFFFFFFFFF A
user cards 3 12..15 FFFFFFFFFFFF FFFFFFFFFFFF A
‘1/ 1 16..19 FFFFFFFFFFFF FFFFFFFFFFFF A
To:s 5 20..23 FFFFFFFFFFFF FFFFFFFFFFFF A
6 24.77 FFFFFFFFFFFF FFFFFFFFFFFF A
5 7 28..31 FFFFFFFFFFFF FFFFFFFFFFFF A
8 32..35 FFFFFFFFFFFF FFFFFFFFFFFF A
BAD 9 36..39 FFFFFFFFFFFF FFFFFFFFFFFF A
10 40..43 FFFFFFFFFFFF FFFFFFFFFFFF A
—
|:>L 1 44,47 FFFFFFFFFFFF FFFFFFFFFFFF A I
Sector
[ Diversified key [T diw NP 3DES diversification key FFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFEF
154 .
Contents
[ & Mifare Classic/Plus Keys @1
| MIFARE Classic Keys | MIFARE Flus Keys |
Sector # Blocks Keys A Keys B Use *
0 0.3 w FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE A
1 4.7 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE A
2 8.1 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE A
3 12..15 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE A
1 16..19 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE A
5 20..23 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE A
6 24.27 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE A
7 28..31 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE A
8 32..35 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE A
9 36..39 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE A
10 40.43 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE A
1 44.47 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF D |
[ Diversified key L] div NP 3DES diversification key FFFFFFFFFFEFFFFFFFFFFFFFFFFEFFFR
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/ﬁ\ VIII. 4 - Levels

Home
@4 SECard - The software tool to keep control of your security gﬁ‘: I
O Tools
. MIFARE Plus Security Levels configuration
Settings R J
i Q- MIFARE Plus security keys
T Settings
Reader ) Assigns new Card Master Key [FFEFFFFFFFFFFFFFFFFFFFFFFFFFFEEE
configuration [ ,
EY Rodlor Assigns new Card Config Key FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
; configuration
Assigns new Switch Level Key FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
Create E
user cards Assigns new SL1 authentication Key FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEF @
Create
f:;‘l' user cards
A J y
A S
Tools
Tools
-~ -~
n, B 5 B
(3 I
-~ Contents
Levels
2y i
a ~  LevelOtolevel 1 ‘
@ B ;
Levels >
Current operation: None l ! Level 1 to level 3 ‘
DESFire
@ Status:
3
oﬁ" Level 0 to level 3
£ DESFire
(&) 3

Lock

Switch manually the security level of MIFARE Plus® chip:

«» From Level O to Levell

7

% From Level 1 to Level 3

‘0

% From Level O to Level 3

7

To perform a change of level, it is necessary to fill the four key fields.

MIFARE Plus® chip keys defaults are:”FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF”, it is recommended to
change to optimize security.

Warning

Card can only be switched upwards to higher security level.
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Y Ml VIl 5 - DESFire

Home
7 3
©3 SECard - The software tool to keep control of your security [_‘:' I_I_J%
G Tools
Settings MIFARE DESFire EV1 utilities
[ ] h O’ DESFire security settings
Settings Crypto method . o
Reader e [| Diversified key 3DES diversification key
configuration ET ~ 3DES © AES Apply NXP diversification method
N e FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE
| ' Reader S
configuration EV2 authentication NXP diversification data Padding
Create 3 0000000000000000000000000000000000000000
user cards ;
q et DESFire operations
/ user cards N
* a Card Master Key X Format card
Tools /(. 00000000000000000000000000000000
A e
Tool Delete Applicat
n COU Application IDentifier gleaapplcaton
[ﬁll — FD10DO [TJAMK authentication rather than CMK —
2 R l Delete File
NJ ¢;@ File IDentifier X
Levels DESFire 0 3 ] IDPrime —>
=\ ﬂEVZ Lock EV2
(&)
c_-,@ Lock
DESFire l ] Current operation: None
6 Status:
BCA
)
Lock ! [

Format the chip, delete an application created on the MIFARE® DESFire® EV1/EV2 chip or delate file into
an application.

DESFire® security settings

Choose the authentication method used for the master key and select the possible options for diversification.

DESFire® operations

- Select security settings of DESFire (cryptographic method,
= Format card diversification, if .

- Set the Card Master key value.

Warning
When you format the chip, all data will be lost.
Formatting does not change the master key.

= - Select security settings of DESFire (cryptographic method and
E Delete Application diversification.

- Set the Card Master key value or application master key value
according the settings of your chip.
- Set the application identifier (AID)

Warning
When you delete an application, all included files will be deleted
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ﬁ — - Select security settings of the application containing the file
Home ‘ | CE T ‘ (cryptographic method and diversification.
& - Set the Card Master key value or application master key value
0 - Set the application identifier (AID)
r - Set the file ID number to delete.
Settings
S Locks a DESFire® EV2 in Secure messaging EV2 mode.
ET ‘ E‘v'z%l Lock EV? The communication with the chip can then be done only in EV2.
a—
mn‘;’;leaudr‘:jon - Set the Card Master key value.
9 - Select the crypto of the card master key
=
Warning
Create This operation is definitive, no possible ‘CANCEL’
user cards
o
A
Tools

o To delete an application or a file on IDPrime card, tick the IDPrime box to work with
[?] IDPrime  DESFire® emulation.
N

Levels

DESFire

)

Lock
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/ﬁ\ VIII. 6 - Lock

Home
s 1 N
@} SECard - The software tool to keep control of your security M&I
O Tools
Settings Lock SCB and SKB
ET
Reader
configuration [ ] WARNINGS !
| l Reader. - After locking SCB/SKB you will never be able to change their Master key
configuration - Readers must be configured BEFORE you lock SCB/SKB
Create N
user cards ;

Create

\1 user cards
A % F
Tools A

o)

¢f|  LockSCB ‘

Tools
"
= = —
| @ 8 AP  LockskB
Lock DESFire

N
a Current operation: None
ﬂ Status:

Lock SCB and SKB cards, this will permanently lock the possibility to change further the master key of cards.

Once the SCB card locked, it will be only possible to configure the readers that have been configured with
this configuration card, it will not be possible anymore to configure readers with factory key or another key.

Warning

Before the lock operation, it is necessary to configure the readers by these cards.
If not, these cards will be unusable.

Warning

This operation is definitive, no possible ‘CANCEL’.

Www.stid-security.com
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/ﬁ\ VIIl. 7 - BCA

Home
#} SECard - The software tool to keep control of your security &Iﬁ‘
Q Tools
Settings Import configuration from previous Reader generation
g
™ 0
Lhd g This utility allows you to import configuration data card parameters from the previous generation of settings files and configuration cards
Settings (PRG-Ph1 programming software, BCA configuration cards).
Reader S
configuration [ y ] imporcmethad
Hh Reader @ Import settings into current MIFARE Classic/SL1 configuration
; configuration
Create Q | Save imported settings into SECard setting file A\ImportBCA.eSe @
user cards
Create 'Both
-\ user cards
* %
*
Tools
Tools BCA company key ~Note
BCA import only recovers read parameters from the configuration and
H Key value FFFFFFFFFFEF NOT card encoding settings.
| ﬁ I @ Only SPA file import recovers the full configuration.
DESFire
Lock I
(&}
dr‘_‘ - ’ ¥ T BCA import ’
Current operation: None
BCA —
g Status:
il v |
34 | &,| SPAfile import
B BCA
-]
ESE/PSE

The new generation of standard readers (E) must be configured to read a private ID in the MIFARE classic®
chip as the previous generation (A).

Two import tools are proposed, according to a BCA configuration card or a .spa configuration file create with
PRG-PHL1.
In both cases, only MIFARE® Classic configuration is imported.

Import method

1 - Import settings into current MIFARE® Classic/SL1 configuration:
The MIFARE® Classic parameters are filled into this dedicated window of “SCB” wizard.

2 - Save imported settings into SECard settings file:
The MIFARE® Classic parameters are saved into a new .eSe file (ImportBCA.eSe by default), different

from the one used for the general configuration.

Both=1+2
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/ﬁ\ BCA company key

It is absolutely necessary to know the company key of BCA card to enter it in this field.
BCA company key on 6 bytes will be imported into the SCB key field with a zero padding left to reach 16 bytes.

Settings The key values of BCE card will be copied in the array of values read "Cryptolkeys" of SKB card. The SKB
master key will be defined with SECard.

Reader
configuration .
BCA import
=
Imports only the parameters necessary for the readers to read user cards.
Create
user cards
% -
Warnin
‘4 g
Tools Some parameters are not taken into account (these are not referenced in the BCA) such
as key changes and MAD parameters.
(&)
This import does not allow tocreate new user cards.
Lock
|i—‘ SPA file import
BCA

Imports all the parameters necessary for the reader to read user cards AND all write parameters needed to
create new users cards.

ESE/PSE Note:

-] * Secure Plus parameters will not be imported because this functionality is differently implemented in
SECard

* If .spa file is protected by password it is required to enter it.
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Reader
configuration

=
Create
user cards

A

Tools

UHF config
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VIII. 8 - ESE/PSE

@} SECard - The software tool to keep control of your security = RS
Tools l i
Configuration file converter
v ,
0 Configuration files
Settings
Original ESE file Save as new PSE file
ET ESE filename B PSE filename ®
Reader
configuration
New PSE file passwords
=
Password for PSE file protection (optional) To protect the software access and your file PSE, we recommend to create
Create strong passwords including a minimum of 8 characters, mix of capital and
user cards small letters, at least a digit and a special character.
x Administrator password Power User password User password
Tools
[ ]
@_’_] "] Show passwords
BCA s X
|| Delete ESE after conversion
N
al
ESE/PSE A
Current operation: None
Status:
3
i Coxﬂ Convert
Update

Configuration files created with previous version of SECard were “.eSe” files. From V2.0.x version, the
configuration files format are “.PSE Protected Settings”.
Login and read passwords are into this file.

This tool allows you to import “.eSe” configuration files and convert them into “.pse” by adding logins and read
passwords.

Configuration files

Select the “.ese” configuration file to import, and assign a new “.pse” name.

New PSE file passwords

It is necessary to enter Administrator, Power User and User passwords.

Note: to show passwords, check the “Show passwords” before assigning the first password.
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Settings

[] 3

Reader
configuration

=

Create
user cards

A

Tools

UHF config
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VIII. 9 - Update

[E=NE)

[4)

-
@) SECard - The software tool to keep control of your security

Tools

Update encoder’s firmware

Use current SSCP communication port and baudrate defined in Encoder setup tab

@

Reader
configuration

=
Create
user cards

A

Tools

-Update parameters
Baudrate

Reader reference ARC Series v 115200 ~ | Half duplex (for RS485 readers)

Firmware filename ["]Recover mode

g

|1xBB

Current operation: None

Status:

| (;] Update firmware

Upgrade the firmware of readers with a series connection.

Warning: DLL FlashMagicARM, FlashMagicARMCortex and nrfutil.exe (present in the root folder
SECard) are required.

The communication port is to be set in the Setting tab /. 1 - Encoder.

Update parameters

DS

» Reader reference: choose the reader reference to upgrade.

-,

% Baudrate: choose de baudrate of reprogramming.

o<

» Firmware filename: download the firmware file.

DS

» Half Duplex (RS485 readers).

% Recover mode: if programming failed, retry with “recover mode” checked (only for R/S 31 readers).

-,

®,
°

XBB: check this case if the reader is a 5BB or 7BB protocol (firmware min Z05).
When all parameters are filled, power on the reader and click the Update button:
« while the LED blinks orange for serial readers

< atanytime for TTL readers

Note: for RS485 readers, use a fast interface (by default, baudrate set to 38400).
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Update a read/write reader: example ARCW33APH57AA

Home
Communication port setting for RS485/USB converter:
# -
’:1‘ 473" Ports (COM et LPT)
Settings Pl ? PCle to High Speed Serial Port (COML)
. it ? PCle te High Speed Serial Port (COM2)
E] .3 PCle to Multi Mode Parallel Port (LPT3)
Reader .5 USB Serial Port (COML6)
G CEe Ul | 7 USB Serial Port (COMA) Double click on the good COM port number.
=
Create r ~
user cards USB Serial Port (COML) Properties [
-\
A Port Settings | Driver | Details
Tools
Bits per second: | 9600 -
: | |
83 Data bits: [S v]
ESE/PSE
Parity: [None v]
r"] Stop bits: [1 v]
Update Flow control: [None v]
[ Advagced. .. ] [ Restore Defaults ]
UHF config
[ ok || Cancel |
L Open Advanced
" Advanced Settings for COM1 _ r‘ [EeRr=se=)

COM Port Mumber: [COMl v]

=]
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USB Transfer Sizes
Select lower settings to correct performance problems at low baud rates.

Select higher settings for faster performance.

Receive (Bytes): 40496 -
Transmit {Bytes): 4096 -
BM Options Mizcellaneous Options

Serial Enumerator

Serial Printer

Cancel If Power Off

Event On Surprise Removal
Set RTS On Close

Disable Modem Ctrl At Startup

Select lower settings to correct response problems.

Latency Timer (msec):

Timeouts

Minimum Read Timeout (msec): Enable Selective Suspend

Minimum Write Timeout (msec):

Selective Suspend Idle Timeout {secs): E

Cancel

Defaults

OooooosE

. Put Latency on “1”
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/ﬁ\ Update a read/write reader: example ARC-W33-A-PH5/7AA

1- Select ARC series + Half Duplex + Load the firmware

Update parameters

2
Q Baudrate

Settings Reader reference ARC Series v 115200 - [|Half duplex (for RS485 readers)

"] Recover mode

Ul Firmware filename
s
[ xBB

Reader
configuration
=
u;rre?;fds 2- Configure the COM port
Note: with W reader you can use CTRL + ?
a Y!
A Serial communication settings
. STid Secure Common Protocol
Tools Port Baudrate Security mode security level defines the
COM2 Jg400 - Plain - communication security between the
encoder and SECard.
=)
=1 3- Click on Update Firmware, the LED reader light white (for ARC1/ARCL1S the color LED is not define)
r+] Current operation: Programming...
Update
Status:
3
UHF config

Current operation: Verfying...

Status:

Current operation: Firmware update completed

Status:
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/ﬁ\ Update a read only serial reader: example ARC-R33-A-PH5/7AB

Home
1- Select ARC Series + Half Duplex + Load the firmware
& Update parameters
Q Baudrate
Settings Reader reference ARC Series - 115200 - [V:Half duplex (for RS485 readers)

"] Recover mode

P Firmware filename
[1=xBB

Reader
configuration
=
e 2- Configure the COM port at 38400 baud
* Note: with R reader search the com port number on your list:
Tools 473" Ports (COM et LPT)
. ..JF PCleto High Speed Serial Port (COML)
L . .3 PCle to High Speed Serial Port (COM2)
& . .7¥ PCle to Multi Mode Parallel Port (LPT3)
ESE/PSE . .YT" USB Serial Port (COMLE)

Serial communication settings
Update
STid Secure Common Protocol

Port Sl Security mode security level defines the

COomM2 38400 ~ Plain - communication security between the
el encoder and SECard.

UHF config
3- Power on the reader and click on Update Firmware while the LED blinks orange.

Current operation: FProgramming...

Status:

Current operation: Verfying...

Status:

Current operation: Firmware update completed

Status:
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/ﬁ\ Update aread only TTL reader: example ARC-R31-A-PH5/2b

1- Select ARC Series + Half Duplex (the TTL reader are update by the RS485 serial link) + Load the

L
Q firmware

Settings
nd Update parameters
Baudrate

H
| | Reader reference ARC Series - 115200 - [¥|Half duplex (for RS485 readers);

conl}i‘;au‘:-‘;gon Firmware filename ["]Recover mode
= e
Create
user cards
'y
k3 2- Configure the COM port at 38400 baud
Tools
Note: with R reader search the com port number on your list:
Iy 473" Ports (COM et LPT)
& - .3 PCleto High Speed Serial Port (COML)
EEEE - Y3 PCleto High Speed Serial Port (COM2)
- ! ----- L ? PCle to Multi Mode Parallel Port (LPT3)
r*] "3 USB Serial Port (COM1S)
- ? LSE Serial Port (COM4)
Update
Serial communication settings
UHF canfig Ccom2 38400 Plain - communication security between the
encoder and SECard.
3- Click on Update Firmware.
Current operation: Programming...
Status:
Current operation: Verifying...
Status:
Current operation: Firmware update completed
Status:
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Update the BTSmart chip: example with ARCS-R31-A-BT1/xx

Home
& 1- Select ARCS-nRF51 + Half Duplex (the TTL reader are update by the RS485 serial link) + Load the
Q firmware
Setti
= Update parameters
8 Baudrate
| | Reader reference ARCS-nRF51 - 115200 ~ | Half duplex (for RS485 readers)
Reader_ Firmware filename —— Recover mode
configuration b
5B227A01.hex | ‘
S — xBB
Create
user cards .
a 2- Configure the COM port at 38400 baud
A
Serial communication settings
Tools STid S & Protocol
. id Secure Common Protoco
Port — Sl — Security mode security level defines the
8 COomM2 ? 38400 - |[set Plain - communication security between the
8 encoder and SECard.
()
ESE/PSE
3- Click on Update Firmware.
l I A DOS Windows will open:
v, . = .
Update Bl C\Windows\system32omd.exe = | =)
Ipgrading target on COMZ2 with DFU package G Desktop-nrf _tmp_pky . N
zip. Flow control is disabled.
[HRBHNEIEERREARREEERRBARR AR RRNE -] 98
UHF config

Current operation: Connecting...
Status:

| Cancel |

Current operation: Firmware update completed

Status:
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ﬁﬁ Current operation: Connecting...

Settings Status: Error while connecting

ET _ 0% | Cancel

it % Check the COM port number
configuration
% Check the Baudrate
Q % Click on Update while the LED blinks orange for serial reader
Create . . . . .
user cards +« During update if connection is break or power is off you have the message:
> ¥ Current operation:
A
Tools Status: Error = -20
\ | 0%
.
ESE/PSE In this case you must power off the reader, select Recover mode, power on the reader and
click on update firmware
8
Update X

Current operation:

Status: Error = Command (-18)

UHF config

0%

« Check if the DLL FlashMagicARM and/or FlashMagicARMCortex are present in the root
folder SECard.
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/ﬁ\ VIII. 10 - UHF config

& SECard - The software tool to keep control of your security |£I_Id_hj

d /ﬁ\ Tools rm

UHF configuration of Architect® reader parameters

Settings
e g
=) ﬁ ] Connected to a STid UHF reader, this tool allows you to upload the Architect® 13.56 MHz
W r d : reader par: using a wirel icati
Lt Settings =
= %\ Be careful, all the reader parameters (interfaces, protocols, LEDs, buzzer, ...} are uploaded into the reader,
Reader = [ A" ) excluding the security parameters._
IroI D UHF Reader serial ication settings
Reader
g configuration Port . Baudrate
115200 ~
5 cou]
; Version 7
Create
user cards usil;-eg‘:ds Read session log
R P EE
Tools
Tools
:
. S
8 ESE/PSE
) )
ESE/PSE p Read
.
Update
Current operation: MNone
— - Status: n B
gl =  Upload
Update - =
UHF config | | £ Y

&

UHF config Read / write reader parameters of the current configuration in the UHF chip of ARC reader.

No key or any security is managed by this feature.

The tool uses the UHF write key filled in reader parameters to securely write the memory chip.

g Print user’s operations.

L 2 Save user’s operations.
=

D Clear user’s operations.

Enter the communication port and baudrate of UHF reader.

Warning

The read / write operations of the ARC UHF chip can only be done at power off,
and with a UHF STid reader.

When the reader is power on, the UHF chip is automatically desactivate.
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T1 - SECard configurable readers

T1.1 - SCB configurable
SECard has a mode for creating SCB card (Secured Configuration Badge).

With "SCB" cards we can configure according to reader security settings, all Architect® and WAL read only
STid readers.

Reference type: ARCS-R3x-X/BT1-xx or ARCS-S3x-X/BT1-xx

T1.2 - OCB configurable

SECard has a mode for creating OCB card (osdp Configuration Badge).
With "OCB" cards we can configure according to reader security settings, all Architect® and WAL osdp STid
readers.

Reference type: ARCS-W33-x/BT1-70S firmware Z05 min

T1.3 - SCB R/W configurable

SECard has a mode for creating SCB R/W card.
With " SCB R/W " cards we can configure according to reader security settings, read and write Bluetooth
Architect® STid readers.

Reference type: ARCS-W33-x/BT1-70S firmware Z05 min
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T2 - About readers

T2.1 - Powering up read only reader
At power up the reader enters an initialization phase:

1) Activating LED white and activates buzzer for 100 ms.
2) Activating LED and buzzer according the code to indicate reader type and firmware version.
3) LED is blinking 20 times (waiting for an update). Only available for RS232, RS485 and USB readers.

4) For ARCS Blue only: Activating white fixed LED during Bluetooth initialization.

Firmware version is denoted by the following color codes:

Red =+10

Orange =+5

Green =+1

Firmware version must match with the one written on the label on the back of the reader.

Reader type is indicated by the buzzer following the code:
Long Beep =+5
Short Beep = +1

By adding beep heard (ex.1 long + 1 short = 6) the type of reader is obtained according to the
table below:

Beep sum | Reader Type
1 R31/103 & Reader+INT-R33F/103
2 R31/PH1 only ARC1
3 R31/PH5 & R31/PH1 & Reader+INT-R33F/PH5
4 S31/PH5 & Reader+INT-S33F/PH5
5 Reader +INT-R33-E/PH5
6 R32/PH5 & R35/PH5 & R33/PH5
7 S32/PH5 & S35/PH5 & S33/PH5
8 Reader +INT-E-7AA/7AB
9 R33/PH1 only ARC1
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T2.2 - Readers configuration

R31 and 103 readers can only retrieve configuration from SCB after the initialization phase. So, you have to
turn off reader, present a SCB, and turn the power on.
Other readers retrieve configuration without the need to restart.

To point out that reader successfully gets settings from SCB, reader beeps 5 times and LED is blinking quickly.
Reader give some information about retrieving settings from SCB:

- If the SCB version is greater than the SCB version defined by the firmware:
=>» LED is flashing red and buzzer is activated for 1 second.

- If the SCB version is compatible with the SCB version defined by the firmware:
=> LED is flashing green and buzzer is quickly emitting 5 beeps.

T2.3 - ARC1 reader

R/

% Specific reference ARC1-R31-A/PH1-xx and ARC1-R31-B/PH1-xx are able to read:

e MIFARE® Classic - Chip serial number or private Id

e MIFARE Plus® - Only chip serial number

e MIFARE® DESFire® EV1 - Only chip serial number

e MIFARE Ultralight® C - Only chip serial number

e CPS3 - Chip serial number or private Id contained in an
Elementary File

e 1S014443-3B - Chip serial number PUPI

7

« Other ARCL1 references read the same chip than other readers.

Note:
ARC One reader is configured as an ARC reader except in these three cases:
- If the Pulse mode is selected, the ARC1’s LED will be fixed on the selected color.

- If the ECO mode is selected, only the Scan time will be impacted (no impact on the LED
brightness).

- If Biometric, Keypad and/or Touch Screen options are activated, they will not be taken into
account.
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T3 - About RFID chips

T3.1 - MIFARE® Classic and MIFARE Plus® memories mapping

Global memory map

Eytes
Sector  Bloc nf 1] el a4 s el 7l el g nl@]a]®#]1E] Description
0 0 N de Série (LID) - - F | E = E B | W E u] - - Bloc Constucteur|
1 chRo] info] A0S | AaDsz [ aDs: | aADs4 [ ADss | ADSE [ ADST MADT data [typ.]
2 aDss | aiosa [ apsn | aosn | apsz| apsiz]| aDs4 | ADSIE MADCH data [typ.] =
o 3 key & Access Bits [Daty Key B Trailer Bloc =
5 1 0 U=er Data n
o 1 Uzer Data 4
" 2 User Data >_ -
ﬁ 3 Key & Aiccess Bits | Daty Key B Trailer Bloc ﬁ
i - - - - - 8
) = = = = S
15 0 U=zer Data g
1 U=zer Data -
2 U=er Data
3 Ky & Aiocess Bits | Dlat Eey B Trailer Bloz vy
& 0 CcRORFU[ aDsi7 [ aDsie [ ansa [ apsz | ansa [ aDnsze] ans2z| [mMAaD2 data(typ) ™
1 ADS24 | AIDS2E | AIDS.26 | AIDS2Y | AIDS2E | AIDS.23 | AIDS30) AIDS3 MADE data [typ.]
2 ADS32 | AIDS33 | AIDS34 | AIDS36 | AIDS36 [ AIDSET | AIDS38 | AIDS39 | [MADE data[typ.) T
3 Eey & Access Bits [ Datd Eey B Trailer Bloc (=
- - - - - 2
30 i User Data >_ -
1 Us=er Data 3
2 User Data E
3 Key & Aiocess Bits | Daty Key B Trailer Bloc E
3 0 U=er Data 2
1 Us=er Data -
2 U=zer Data
3 Key & Aiocess Bits | Daty Key B Trailer Bloc -
32 0 Us=er Data
1 U=er Data
2 U=zer Data
3 U=zer Data
4 Us=er Data
5 U=er Data
E U=zer Data
T U=zer Data
g Us=er Data
] Us=er Data
0 U=zer Data
il U=zer Data
12 U=er Data =)
13 Us=er Data i
14 U=zer Data a
15 Key & Aiccess Bits | Daty Key B Trailer Bloc %
(=]
_ _ _ _ _ 3
39 i User Data E
1 U=zer Data s
2 U=er Data &
3 Uzer Data =
4 U=zer Data
5 U=zer Data
E U=er Data
T U=zer Data
g U=zer Data
] U=zer Data
0 U=er Data
1 U=zer Data
12 U=zer Data
13 Us=er Data
14 Uzer Data )
15 Eey & Bocess Bits | Daty Eey B Trailer Bloc
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Example of partitioned memory: MIFARE Plus® Level 1

Bytes

Sector Bloc o1l z2]alals]s]7]aelelw]11]12]42]14]15] Description
0 0 nwaeseieUD) | - | - [ RrRleE[s]elr][v]E Bloc Constructeur |
cRc| info| 51BC MADA data (typ)
MAD1 data (typ )
ADA A2 A3 A4 AS Access Bits | Data FF FF FF FFFFFF Trailer Bloc
SA|1A| 23| TE User Data
User Data

[s5)

o
'
'

-
C | P | = | | 0 | P | =

User Data >
B142AFB0CD 90 Access Bits  [Dats 4FEE360FAC C2 Trailer Bloc

Uszer Data

Uzer Data

User Data

Key A coess Bite | Data Key B Trailer Bloc

CRC| RFU MAD2 data (typ.)
BDO1 MAD2 data (typ.)
MAD2 data (typ.)
ADAT A2 A3 AL AS Access Bits |Data ERERRRREEEER Trailer Bloc

15

16 Sectors de d blocs (ko)

AN

16

G [P | = | S [ |Pa = |

4E [8A [ 7B 55| 9F User Data >
User Data
User Data
BC 23 COBED4 D3 Access Bits  |Data D916 7C A 36 B4 Trailer Bloc
User Data
User Data
User Data
Key A coess Bits | Data Key B Trailer Bloc v

16 Sectors de4 blocs (1ka)

(SR IEN T Ll ES R S N ]

In this case, MIFARE Plus® Level 1 chip contains two different encoded informations in sector 1 and 30,
protected by two different keys.

Each information is indexed in MAD at their respective location.

v Key A MAD: « AO A1 A2 A3 A4 A5 »
v Key B MAD: « FF FF FF FF FF FF »

v Sector 1 Key A: « B1 42 A6 80 CD 90 »
v Sector 2 Key B: « 4F 66 36 OF 9C C2 »

v Sector 30 Key A: « BC 23 C9 BE D4 D9 »
v Sector 30 Key B: « D9 16 7C A8 38 B4 »
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Sector

Bloc o1 ]2]a3]als

Bytes
7 8 g |10 11 [12]1 14 [ 18 Description

on

[&5]

0

=]

]
i
"

IN° de Serie (UID) = = R|IE| S E RV E Bloc Constructeur %\\

cRc| info| 51BC MADA data (typ)

MAD1 data (typ)

Access Bits  |Data Trailer Bloc

89 [S5A |1A | 23 | TE User Data

Uszer Data

[= IR E = [ FC T PR

User Data >
Access Bits  |Data Trailer Bloc

15

16 Sectors de 4 blocs (1ka)

Uszer Data

Uszer Data

Uszer Data

ccess Bits  |Data Trailer Bloc

16

AN

CRC | RFU MAD2 data (typ.)

BD 01 MADZ data (typ.)

MAD2 data (typ )

W=D |r =D

Access Bits  |Data Trailer Bloc

4E [8A | 7B | 55 | OF User Data >
User Data

Uszer Data

Mccess Bite  |Data Trailer Bloc

Uszer Data

16 Sectors de 4 blocs (1ka)

Uszer Data

Uszer Data

W= |D|w|mR =D

Access Bite | Data Trailer Bloc v

In this case, MIFARE Plus® Level 3 chip contains two different encoded informations in sector 1 and 30,
protected by two different keys.

Level 3 AES keys are not stored in the 4th bloc of each sector, but in a specific memory area.

<

Key A AES MAD: « AD A1 A2 A3 A4 A5 A6 A7 AO Al A2 A3 A4 A5 A6 A7 »
Key B AES MAD: « FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF »

Sector 1 AES Key A: « 11 10 8F 86 3E EA 98 5E CB 0C 4D 91 5E 0A 95 24 »
Sector 1 AES Key B: « 9B E4 90 91 D7 45 B7 4A 7C 25 80 D3 52 5C 2D 6E»

Sector 30 AES Key A: « 9A 55 AC 3F F7 AB 1C F5 BF 20 E6 73 60 29 FO 16 »
Sector 30 AES Key B: « AA 20 40 AB FC 16 E2 49 BE FE 3F B3 42 5E 59 BE »
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T3.2 - MIFARE® DESFire® and MIFARE® DESFire® EV1/2 chips memory mapping

Global memory mapping

— One root application.

\ Yy

- — Up to 28 applications.

X —3 1 — Up to 32 files per application.
‘ A TEA
AN AN AN AN AN AN
— Up to 14 keys per application.
Independent use for each file.
(SECard use the maximum, 14 keys
per application).

Example of partitioned memory

FBDO10

Application
Master Key

Key
Key Read
FID1 B Key Read
FID2
Key Read & Write >
Key Write Key Write
FID1 FID2
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T3.3 - MIFARE Ultralight® and Ultralight® C memories mapping

Global memory mapping

Bytes
0 1 2 3 Pages
Chip serial Number CSNO CSN1 CSN2 BCCO 0
% 7 bytes CSN3 CSN4 CSN5 CSN6 1
e
ey Internal BCC1 INTERNAL LOCKO LOCK1 2
?Id Lock bytes
E OTP OTPO OTP1 OTP2 OTP3 3
-]
2 DataO Datal Data2 Data3 4
©
=
=
Data47 15
Data48 Data49 16
®
O 17
-
e
15}
—
©
E Data
) Read / Write
()
S
©
5=
=
Datal42 Datal43 39
Lock bytes
Auth. Configuration LOCK/ AUTH / COUNTER 40-43
Counter
Security Key 3DES AUTHENTICATION KEY 44-47

v MIFARE Ultralight® and Ultralight® C memory is divided into Pages of 4 bytes each.

v Read/Write part starts at Page 4. Page 3 is an OTP zone (One Time Programming). It can
be encoded only once.

v Locking write operations or blocking of authentication (Lock bytes) are always made from a
age to the last.

Example: Locking write operations or blocking of authentication (Lock bytes) are always made
from a page to the last.
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Example of partitioned memory

Bytes
0 1 2 3 Pages
Chip serial Number CSNO CSN1 CSN2 BCCO 0
7 bytes CSN3 CSN4 CSN5 CSN6 1
Internal BCC1 INTERNAL LOCKO LOCK1 2
Lock bytes
oTP OTPO oTP1 oTP2 oTP3 3
OXFA 0x01 0x5B OX9E 4 T
@
(@]
c Unprotected
2
|
©
E Data
) Read / Write
o
-
K 0x8F 0x61 0x40 OX1E 20
=
Protected
39
v
Lock bytes
Auth. Configuration LOCK/ AUTH / COUNTER 40-43
Counter
Security Key 3DES AUTHENTICATION KEY 44-47

In the case above, the area from page 4 to page 41 included, is not read protected and do not require
authentication with the 3DES key. The private code located in Page 4 will be readable without any constraint.

However, the area from Page 42 to Page 47 is protected. The private code located in Page 42 can only be
read after authentication with the 3DES key.
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T4 - About TTL communication protocols

T4.1 - ISO2 Clock&Data protocol

Chronograms
150ms typical
Code T_ -
A
Data 00000]10|1|xx 11 1411

Clock details

1ms

300ps

Data

Clock \

400ps  [150us A50us @ 300us

Message structure (2B & 2H)

Leading zeroes | Start Sentinel Datas End Sentinel LRC Trailing zeroes

Message description

The frame is made of a first series of 16 zero followed by synchronization characters of 5 bits (4 bits, LSB
first, plus 1 parity bit). It ends the frame with trailing zero without a clock. The message consists of the

following:
Start Sentinel: 1 character 1011b (0x0B) — parity bit 0. Transmission 1101 0
Data: According to ID type: 13 or 10 decimal characters
End Sentinel: 1 character 1111b (OxOF) - parity bit 1. Transmission 1111 1
LRC: 1 control character, which is the « XOR » of all characters.
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2B protocol (13 characters)

Reading an ID of 5 bytes (40 bits) and convert to decimal.

Variant Decoding Full frame of 112 bhits Values
2B Decimal (BCD) 13 characters 0to 9

Example:

For a hexadecimal user code of « 0x187E775A7F », the output code will be: « 0105200966271 ».
Frame sent by reader will be:

000... 11010 00001 | 10000 00001 |10101 C 01101 01000 |11100 (10000 |21111 | 11111 |O0O0...
B 0 1 0 5 2 009 6 6 2 7 1 F F
Zero S.S Char.1 Char.2 Char.3 Char.4 Char .... Char.10 Char.11  Char.12 Char.13 E.S LRC Zero

2H protocol (10 characters)

Reading an ID of 4 bytes (32 bits) and convert to decimal.

Variant Decoding Full frame of 97 bits Values
2H Decimal (BCD) 10 characters Oto9

Example:

For a hexadecimal user code of « 0x06432F1F», the output code will be: « 0105066271 ».

Frame sent by reader will be:

000... 1101000001 |10000 |00001 |10101 |.. 01101 (01000 (1110010000 11111 |00101 |000...

B 0 1 0 5 0O 6 6 2 7 1 F 4
Zero S.S Char .1 Char.2 | Char.3 Char.4 Char Char.7 Char.8 Char.9 Char.10 E.S LRC Zero

In the case of 5 bytes (40 bits) ID, reader will truncate the MSB byte (8 bits) before decimal conversion.

Specific reading for 125kHz identifier

Detection mode UID: 5-byte reading then converted to decimal and truncated to 10-characters

Detection mode Private ID: 5-byte reading then truncates to 4 and converted to decimal
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2S Crosspoint protocol (10 characters)

Only available for low frequency part (125 kHz) of hybrid reader (BF5)

Variant Decoding Full frame of 112 bits Values
2S Decimal (BCD) 9-10 characters 0a9

BCD characters in frame are computed using:
- consider 3 Less Significant Byte.
- converting these hexadecimal byte into binary.
- inverting each bits of each byte

b7 | b6 | b5 | b4 |b3|b2|bl|b0 M b7|b6|b5|bd|b3|b2|bl| b0 M b7|b6|b5|b4d|b3|b2|bl|b0

b6 | b4 | b7 |b5|bl|b3|b0|b2 M b6|bd|b7|b5|b5|b3|b0| b6 M bl|b3|bl|b2|b4d|b2|b0|b7

Byte [2] Byte [1] Byte [0]

- Converting binary value into hexadecimal then in BCD.

Example

For an id « OxOA0041A5DBx»:

SOURCE 41| A5 (DB 0100 0001 1010 0101 1101 1011
Coding 82|37 | 2F 1000 0010 0011 0111 0010 1111
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T4.2 - Wiegand Protocol

Chronograms
"0" logique "1" logique
s
DATA1
100ps, . 900ps g
‘40115'* 2000ps"
DATAOQ
100ps,_ 900ps
40us; b 2000ps*
CLOCK
* variant 3i timings
Wiegand 3i protocol
Variant Decoding 24 bits data Values
3i Hexadecimal 6 characters OtoF
Message structure
Bit 1 Bit 2 ... Bit 25 Bit 26
Even parity from bit 2 to bit 13 Data (24 bits) Odd parity from bit 4 to bit 25

Message description

The frame consists of 26 bits as follows:
First parity: 1 bit even parity of next 12 bit
Data: 6 hexadecimal characters “MSB first “
Last parity: 1 bit odd parity of previous 12 bits

Example: for the hexadecimal code « 0XOFC350 », frame sent will be:

0 0000 | 1111 | 1100 | o011 | 0101 | o000 1
0 F C 3 5 0
Parity | char.1  Char.2  Char.3  Char.4  Char.5 Char.6 | Parity

Note:
A site code is generally associated with the third octet (byte [2]). In the example above, it is OXOF or 15 in
decimal (up to 255 decimal - OxFF in hexadecimal).

The card code is generally associated with the first and second byte (byte [1] and byte [0]). In the example
above, it is 0xC350, 50000 in decimal (decimal max is 65535 - OXFFFF in hexadecimal).
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Wiegand 3CB protocol

Bit 1 ... Bit 40 Bit 41... Bit 44
Data « MSB first » LRC

Message description

The frame consists of 44 bits as follows:

Data: 10 hexadecimal characters « MSB first »
LRC : 1 control char, all characters « XORed»

Example: for the hexadecimal code « 0x01001950C3 », frame sent will be:

0000 | 0001 | o000 | o0ooo | ooo1 | 1001 | o101 | oooo | 1100 0011 0011
0 1 0 0 1 9 5 0 c 3 3
Char.1 Char.2 Char.3 Char.4 Char.5 Char.6 Char.7 Char.8 Char.9 Char.10 LRC

Wiegand 3CA protocol

Bit 1 ... Bit 36 Bit 37... Bit 36
Data « MSB first » LRC

Message description

The frame consists of 36 bits as follows:

Data: 8 hexadecimal characters « MSB first » (32 bits)
LRC: 1 control char, all characters « XORed »

Example: for the hexadecimal code « 0x001950C3 », the frame sent will be:

0000 | o000 | o001 | 1000 | o101 | o000 | 1100 | 0011 0010
0 0 1 9 5 0 C 3 2
Char.1 Char.2 Char.3 Char.4 Char.5 Char.6 Char.7 Char.8 LRC

Note: in the case of 5 bytes (40 bits) ID, reader will truncate the MSB byte (8 bits) before decimal conversion.

Wiegand 3LA protocol

Same as « Wiegand 3CA » WITHOUT LRC.

Wiegand 3LB protocol

Same as « Wiegand 3CB » WITHOUT LRC.
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Wiegand 3T protocol

Bit1...Bit8 Bit9 ... Bit 64 Bit 65... Bit 68
Chip type Data « MSB first » LRC

The frame consists of 68 bits as follows:

RFId Chip Type: lbyte (8 bits)
Data: 14 hexadecimal characters « MSByte first » (56 bits)
LRC: 1 control character, all characters (4 bits) « XORed»

« Chip type» indicates the type of chip read by the reader:

o 0x40 > MIFARE® Classic

o 0x41 > MIFARE® DESFire® / DESFire® Evl

o 0x42 > 125 kHz (EM/Nedap/HID) (standard range and ARC/ARCS)
o 0x43 > MIFARE Ultralight® / Ultralight® C

o 0x44 > MIFARE Plus® Level 0/ Level 2 / Level 3
o 0x45 > 4 PUPI ISO 14443-3B

o 0x46 > CPS3

o 0x47 > Moneo

o Ox4A > 3.25 MHz chips (only range E)

o Ox4E > 4 HCE

o 0x50 > Undefined chip

o 0x60 > BLE (Bluetooth Smart)

o 0x70 > Wrench

Example for MIFARE® DESFire® chip:

For the hexadecimal code « Ox80AF01001950C3 », frame sent will be 0x4180AF01001950C3 B.

Example for MIFARE® Classic chip:

For the hexadecimal code « 0xA771FEA4C », frame sent will be 0x40 000000A771FEA4C 6.

Note:
v It is not possible to force site code in « UID » mode.
v In « PrivatelD » mode, there is no Chip type sent. Only data (8 bytes) are sent.
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Variant Decoding 32 bits data Values
34 bits Hexadecimal 8 characters OtoF
Message structure
Bit 1 Bit 2 ... Bit 33 Bit 34

Even parity from bit 2 to bit 17 Data (32 bits)

Odd parity from bit 18 to bit 33

Message description

The frame consists of 34 bits as follows:

First parity: 1 bit even parity of next 16 bit
Data: 8 hexadecimal characters “ MSB first “
Last parity: 1 bit odd parity of previous 16 bits

Wiegand 3W Protocol

Variant Decoding 32 bits data Values
35 bits Hexadecimal 8 characters OtoF
Message structure
Bit 1-2 Bit 3 ... Bit 34 Bit 35
2 Even parity Data (32 bits) Odd parity 5
Wiegand 3V Protocol
Variant Decoding 32 bits data Values
37 bits Hexadecimal 8 characters OtoF
Message structure
Bit 1 Bit 2 ... Bit 36 Bit 37

Even parity from bit 2 to bit 19 Data (35 bits) Odd parity from bit 19 to bit 36

Message description

The frame consists of 37 bits as follows:

First parity: 1 bit even parity of next 18 bit

Data: 9 hexadecimal characters “ MSB first “
Last parity: 1 bit odd parity of previous 18 bits
Exemple

For hexadecimal code« Ox OF3129DD3B », frame is :

1 111 | 0011 | 0001 | 0010 | 1001 | 1101 | 1101 | 0011 | 1012 | O
7 3 1 2 9 D D 3 B
Parity | Char.1 Char.2 Char.3 Char.4 Char.5 Char.6 Char.7|Char.8 | Char.9 | Parity

www.stid-security.com
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T4.3 - Enciphered Wiegand protocol

The S31 readers send the enciphered information on a 128 bits Wiegand + 4 bits LRC (LRC in plain). The
AES algorithm is used for this encryption AES key is that defined in “easy secure or Wiegand encryption AES
key”, it must necessarily be different from OxFF...FF.

Each frame is composed by a 12 bytes data packet, a random value coded on 2 bytes and a CRC-CCITT 16
bits (polynomial 0x1021, Initial value OXFFFF).

If an ID value is more than 12 bytes, several frames will be emitted as shown below:

Data Random value CRC Framel enciphered
12 bytes 2 bytes 2 bytes
Data Random value CRC Frame 2
12 bytes 2 bytes 2 bytes | enciphered
Data Random value CRC Frame 3
12 bytes 2 bytes 2 bytes | enciphered

T4.4 - PAC / PAC64 protocol

PAC/PACG64 protocols are available for read-only TTL readers (R31). There is no compatibility with the
interfaces (INT or secure mode S31).

Erreur BS
Several options are not supported in these protocols:
- ' 1 tible Reader type for PAC protocol
NO keypad mOde . . IQI cﬂcuosgﬂbp:al R3e1 we;:hzrut lg:)tbogard, Lﬁ‘r:siogc:al and Tamper
- No management of life and tears signals. switch activated
Protocole PAC

- Available for all types of chips.
- No authentication.

- Scramble output.

- 4-byte data transmitted on the Tx output of the reader.

Protocole PAC64
- Only available for DESFire® et Mobile ID.

- For UID DESFire: reading the UID after authentication with the card master key and then
sending data obfuscated on the output Tx.

- For Private ID DESFire: read data based on SECard security principles and then send
data obfuscated on the output Tx.

- For Mobile ID: read data based on SECard security principles and then send data
obfuscated on the output Tx.

- The PAC64 key used for authentication and obfuscation is to be set in SECard:
PACG64 master key

923FEBT95BT0B2TES49CE32B31380E43

- 7-byte data transmitted on the Tx output of the reader. Byte 8 is calculated by the
protocol and corresponds to the encryptionindex.

V7.0-Part 2 - Page 183 on 233 www.stid-security.com



Tid

Electronic Identification

T5 - Serial communication protocol

T5.1 - Unidirectional communication mode
In this mode, the data are sent plainly. The communication is made from the reader to the system.
LED and buzzer are managed by the reader through the configuration in the SCB card.

Itis possible to configure the structure of the message sent by the reader through the box “Serial configuration”
and with the following:

v" No leading zero:  Add on the frame leading zero (on start of frame).

v STX+ETX: Add STX (0x02) and ETX (0x03) on start and end of the frame.

v CR+LF: Carriage return option (OxOD + 0x0A)

v LRC: Checksum byte by XORing of all previously characters without the STX.
v ASCII: If this option is activated, the Data will be sent in ASCIlI mode.

v Base: Data sent in decimal or hexadecimal format.

v Baudrate: 9600, 19200, 38400, 57600 or 115200 bauds.

"Data" part is the identifier code read or keys reader Card or Key mode

1 byte X bytes* 1 byte 1 byte 1 byte 1 byte
STX Data* LRC 0x0D Ox0A ETX

*Concerning the keypad reader, refer to T6 - About keypad readersT6 - About keypad readers

v" Wrenching If the option is activated, and if the state on the input “SW” or of accelerometer
Signal: changes, the reader will send the byte 0xAA.
v Life signal: If the option “Life signal’ is activated, the reader will send a byte every minute to
indicate its presence:
- Generic signal: 0x50
- Specific signhal LXS/MXS/ATX: 0x50
- Specific signal LXE: 0x54
- Specific signal MS: 0x52
- Specific signal LXC: 0x55
- Specific signal WAL.: 0x56
- Specific signal ARC: 0x61
Note:

v R33E/PH5 and S33E/PH5 readers are not addressable in this mode.
v" The data size is doubled if the ASCII is activated.
v' The field “Size” allows the modification of the data size sent by the reader.
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T5.2 - Bidirectional communication mode

In this mode, the communication is done from the reader to the system for the transmission of the data and
from the system to the reader for the LEDs and buzzer management.

In an idle state, the reader is going to manage the LEDs and buzzer according the configuration defined in the
tab “Default LED action”.

Maximum 2 readers on the same BUS is recommended.

When reading a valid code (depending on the configuration defined in the wizard SCB), it is transmitted to
system by the reader. It is then possible at this time and for a period of 1.5s to command the buzzer and LED
via the transmission of a frame of the system

Note: Sign, Enciphered and Sign AND Enciphered mode are accessible only with readers S32E, S35E/PH5
and S33E/PH5.
At the powering and after configure reader with SCB, the reader initiates communication (depending on the
mode) with the host. If an error occurs in the communication process, the initialization of the communication is
restarted every minute.
In this mode, the communication is done according the STid SSCP protocol. Consequently, it is possible to
communicate in 4 different security modes:

v" Plain
Signed
Encephered
Signed and Encephered

ASRNIN

v' Plain
Data sent plainly

Complete frame sent by the reader

#02 Len CTRL CMD Reserved Lout Dataout CRC
1byte | 2bytes || 2bytes 4 bytes 2 bytes 2 bytes Lout bytes 2 bytes Complete frame sent by the SyStem
#02 Len CTRL ACK Lin Datain Status CRC
1byte || 2 bytes || 2 bytes || 2 bytes || 2 bytes || Lin bytes || 2 bytes || 2 bytes

v' Signed

Data sent plainly and signed.
The signature algorithm used will be the reduced version of HMAC-SHA-1, i.e. the first 10 bytes).

Complete frame sent by the reader

#02 Len CTRL CMD || Reserved Lout Dataou: || HMAC-SHA-1; (Commande) CRC
1byte || 2 bytes || 2 bytes | 4bytes | 2bytes || 2 bytes || Lout bytes 10 bytes 2 bytes
Complete frame sent by the system
#02 Len CTRL ACK Lin Datain Status || Signature HMAC-SHA-1« (Réponse) CRC
1byte || 2 bytes || 2 bytes | 2 bytes || 2 bytes || Lin bytes || 2 bytes 10 bytes 2 bytes
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v" Enciphered
Data sent enciphered.
The encryption algorithm used is AES using a 128 bits key

Complete frame sent by the reader
#02 | ten | cr | c(c d) [[.. [ ctc d) cont /end || Padding |IEE R Ta ol CRC

1byte (| 2 bytes || 2 bytes || (k-1)*16 bytes || .. 16-x bytes X bytes I 16 bytes 2 bytes

Complete frame sent by the system
#02 | Len | CTRL || C(Respons) | .. | C(Respons) cont /end | Padding [Nt e R ol CRC

1byte | 2 bytes || 2 bytes || (k-1)*16 bytes | .. 16-x bytes X bytes I 16 bytes 2 bytes

v Signed and enciphered

Data sent signed and enciphered using the same algorithms described above.

Complete frame sent by the reader

#02 || ten || crrL | c(c d) [.. [ ctc d) cont/end || Padding |IETHENE R a0l Signature || CRC
1byte || 2 bytes || 2 bytes || (k-1)*16 bytes || .. 16-x bytes X bytes | 16 bytes I 10 bytes | 2 bytes

Complete frame sent by the system

#02 Len CTRL C (Respons) || .. || C(Respons) cont/end | Padding Signature CRC
1byte || 2 bytes || 2 bytes || (k-1)*16 bytes | .. 16-x bytes X bytes 16 bytes 10 bytes || 2 bytes

T5.2.1 Mutual authentication

The authentication and encryption communication system is based on two different session keys.

The two keys are generated during host / reader authentication from one random element and two known
user keys for the reader and host.

A method for generating session keys (Kc, ks) from user keys (K¢, Ks) therefore needs to defined (the user keys
are used solely for generating session keys). This mechanism uses a specific encrypted dialogue for mutual
authentication between the partners, before the session keys (kc, ks) are generated.
Where:

v ks is the session key used for the 10-byte HMAC-SHA-1 signature algorithm

v ke is the session key used for the 16-byte AES cryptography algorithm

v' Ks is the user key used to generate the 10-byte HMAC-SHA-1 signature key (ks)

v' K¢ is the user key used to generate the 16-byte AES cryptography key (kc)

Warning

The default keys values are:
Ks = Ox FFFFFFFFFFFFFFFFFFFF
Kc = Ox FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

We recommend changing the default values to improve the security

The initialization of the mutual authentication is done by the reader when the field “Security Mode” is not
“Plain”. This procedure is described in the documentation of the protocol SSCP:

v' Spec_Protocole_5AA-7AA_MIFARE_GLOBAL_Vx.x.pdf

Please ask us for these documents.
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T5.2.2 Message structure

The information transmitted by the host is formatted as follows:

#02 Len CTRL CMD Reserved Lout Dataout CRC
1byte | 2 bytes | 2 bytes || 4 bytes 2 bytes 2 bytes Lout bytes || 2 bytes

# 02 Start Of Frame (SOF) delimiter (on byte 02h)
Len Defines the length of the command to be sent (two bytes)
CTRL Two-byte word, with one byte that defines the serial link type used (RS485 or RS232) and one byte that

defines the communication mode (plain text, encrypted, signed etc....).

CTRL @ Defines the serial link type used b7 — bl b0

(RS232 or RS485) (bit 0) and the Serial link

reader address in the case of an f:’;’:‘;’l ‘:‘:;e;;:;‘;z “0” RS232

RS485 link (bit 7 to bit 1) “1” RS485
CTRL Defines the communication mode o 00h =>» Non-secure mode - message sent in plain
Mode (one byte). text.

o 01h =» Signed mode
o 02h = Encrypted mode
o 03h =>» Signed and encrypted mode

CMD Four-byte word, with two bytes that define the command type (reader, Mifare DESFire & DESFire Ev1,
Mifare Classic, Mifare Ultralight C or Mifare PLUS) and two bytes that define the Command code to be
sent.

RFU 1 byte 00h

Defines the command type (one 00h =» Reader command

Type byte) 01h = Mifare Classic command

02h =>» Mifare DESFire & DESFire Evl command
03h = Mifare Plus command

05h = Mifare Ultralight C command

09h = CPS3 command

0Bh =» Biometric command

Defines the Command code to be

Code sent to the reader (two bytes)
Reserved | AAh 55h (two bytes).
Lout Defines the length of data sent by the host (two bytes)
Dataout Represents the data sent by the host (e.g. in the case of a write command) (Lout bytes).
CRC CRC-18-CCITT {Len....command] [Polynomial “x*® + x*2+ x5 + 1”7 0x1021] ; Initial value OXxFFFF
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The information transmitted by the reader is formatted as follows:

#02 Len CTRL ACK Lin Datain || Status CRC
1 byte || 2 bytes | 2 bytes || 2 bytes || 2 bytes || Li bytes || 2 bytes | 2 bytes

# 02 Start Of Frame (SOF) delimiter (on byte 02h)

Len Defines the length of the command to be sent (two bytes)

CTRL Two-byte word, with one byte that defines the serial link type used (RS485 or RS232) and one byte that
defines the communication mode (plain text, encrypted, signed etc....).

CTRL @ Defines the serial link type used b7 — bl bo
(RS232 or RS485) (bit 0) and the Serial link
reader address in the case of an f;;’:i’l ﬁﬁ;ﬁiﬁ 0" RS232
RS485 link (bit 7 to bit 1) “1” RS485
CTRL Defines the communication mode o 00h =» Non-secure mode - message sent in plain
Mode (one byte). text.

01h =» Signed mode
02h = Encrypted mode
03h = Signed and encrypted mode

Start of Frame acknowledgement, identical to the Command code sent by host

ACK
Lin Defines the length of data to be received by the host (two bytes).
Datain Data sent by the reader in response to the host command (Lin bytes).

Status Two-byte word, representing the status type (reader, Mifare DESFire & DESFire Ev1, Mifare Classic,
Mifare PLUS or Mifare Ultralight C) and the command result code.

RFU 1 byte 00h
Type Defines the command type (one 00h =» Reader command
byte) 01h =» Mifare Classic command

02h =» Mifare DESFire & DESFire Evl command
03h = Mifare Plus command

05h =» Mifare Ultralight C command

09h =» CPS3 command

0Bh =» Biometric command

Code Defines the error code sent (one byte)
CRC CRC-8-CCITT {Len...Command] [Polynomial “x'6 + x12+ x> + 1” 0x1021] ; Initial value OXFFFF
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T5.2.3 Available commands in plain mode

Output_Protocol

Description

This command is sent by the reader when it reads a valid tag and / or pin number. It's transmitted in
hexadecimal. This return of this function informs the reader on the state to be applied to LED and buzzer.

Reader: CTRL CMD AAh 55h Loy Dataout

CMD 2 bytes: 01h 00h
Lout 2 bytes: Dataren Equal to the number of bytes of Data
Dataout x bytes: Id value read in hexadecimal.

System: CMD L, LedColor LedDuration BuzzerDuration 00h 00h

CMD 2 bytes: 01h 00h
Lin2 bytes: 00h 03h (LedColor + LedDuration + BuzzerDuration)
LedColor 1 byte: Byte indicating the LED color.

[00h ... 03h]

» 00h Led off

» 01h Green Led
» 02h Red Led

» 03h Orange Led

LedDuration 1 byte:  This byte defines the LED colour-change duration in multiples of 100 ms
[00h ... FFh] where the value FFh keeps the LED on with the same colour

for an indefinite period (until the next reader reset or the next time a value
other than FFh is sent).

BuzzerDuration 1 byte: This byte defines the buzzer activation duration in multiples of 100 ms
[00h ... FFh] where the value FFh keeps the buzzer on for an indefinite

period (until the next reader reset or the next time a value other than FFh is
sent).

Note

The reader has a 1.5s timeout to receive the response of the system for the control of LEDs and buzzer.
Once this deadline has passed, it will not accept any frame until the next issue of the Output_Protocol order.
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Description

This command is sent by the reader each minute to keep the system informed about its presence.
Reader: CTRL CMD AAh 55h Loy Dataout

CMD 2 bytes: 01h 02h

Lout 2 bytes: 00h 02h Equal to the number of bytes of Data

Dataout 2 bytes: 00h + XXh ; with XXh:

» 01h Generic signal
» 01h Specific signal for LXS/LXC/MXS/ATX
» 03h Specific signal for MS
» 05h Specific signal for LXE
» 06h Specific signal for LXC
» 07h Specific signal for ARC
System: CMD L, 00h 00h
CMD 2 bytes: 01h 02h
Lin 2 bytes: 00h 00h

Note

It is necessary to activate this option through the SCB Wizard of SECard software.

Wrenching Signal
Description

This command is sent by the reader when it detects a state changing on the input “SW”. That informs the
system about an potential wrenching of the reader.

Reader: CTRL CMD AAh 55h Loyt 00h

CMD 2 bytes: 01h 03h

Lout 2 bytes: 00h 01h Equal to the number of bytes of Data

System: CMD L, 00h 00h 00h 00h

CMD 2 bytes: 01h 03h

Lin 2 bytes: 00h 00h

Note
It is necessary to activate this option through the SCB Wizard of SECard software.
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Description

This command is sent periodically by the reader to the system. It allows the system to control the activation of
the LEDs and buzzer.

Reader: CTRL CMD AAh 55h 00h

CMD 2 bytes: 01h 04h

System: CMD Li, LedGreen LedRed Buzzer 00h 00h

CMD 2 bytes: 01h 04h

Lin 2 bytes: 00h 03h

LedGreen 1 byte: 01h inactive
00h active

LedRed 1 byte : 01h inactive
00h active

Buzzer 1 byte: 01h inactif
00h actif

Note
It is necessary to activate this option with desired pooling through the SCB Wizard of SECard software.

T5.2.4 Available commands in secured communication modes

The following commands are available in secured SSCP communication mode (i.e. Signed, Enciphered,
Signed+Enciphered). In these communication modes you can also use all the command that use Plain
mode.

Description
This command performs authentication for Signature AND/OR Encipherment with reader. It generates
session’s keys from user keys for selected SSCP communication mode.

ResetAuthenticate
Description

This command reset authentication for Signature AND Encipherment between reader and host.

ChangeReaderKeys
Description

This command allows you to change user keys for Signature AND/OR Encipherment with reader.

They are described in SSCP documentation:
v' Spec_Protocole_5AA-7AA_MIFARE_GLOBAL_Vx.x_FR

Please ask us for these documents.
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T5.2.5 Modification of the user keys

The encipherment AES “Enc Key” and signature “Sign Key” key be changed through SECard by ticking the
case “Change” and filling the field with the new keys.

The modification is done through the specific reader command (ChangeReaderKeys described in SSCP
documentations — transmitted signed and enciphered).
This procedure is sent to the system from the reader when it detects a changing through the SCB card.

The security key is:
v" Enciphering key for Enciphered communication
v" Signing key for Signed
v' Both for Enciphered and Signed communication, in this case Authentication procedure has to be
done two times, one per key.

————p Tryg O

y

Authenticate using the new security key

Authentication
success ?

A 4
Authenticate using defaut

security key value
OXFFFFFF...

Authentication
success ?

A 4
Authenticate using old security

key Try++:|

Authentication

A 4

ChangeReaderKeys

To set new security key
success ?

5 tries done?

. Authenticate usin
Oui g

the second security
key to assign

A 4
Successfully Authenticated Authentification Error
Green LED & Buzzer 1s Red LED & Buzzer 1 seconde
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T6 - About keypad readers

T6.1 - TTL Readers - R31 - Card OR Keys

The reader works in mode a Card OR Key. If a valid card is presented or if a key is pushed (according the
encoding mode), the code will be sent immediately, followed by a short beep of the reader.

About the encoding mode type 4, a keys sequence written is confirmed by pushing the key ‘x’. In this case,

the code is transmitted according the encoding mode. There is a Timeout between two keys pushing for 6
seconds. If it happens, the sequence is cancelled.

Formats available

>  “1": « 4 bits framed »
Value is coded by 4 bits which are sent within a frame according the chosen protocol.

Format ISO2 Format WIEGAND
LSB ... MSB MSB ... LSB
‘0’ 0000 0x00 ‘0’ 0000 0x00
‘1’ 1000 0x01 ‘1’ 0001 0x01
‘2’ 0100 0x02 ‘2’ 0010 0x02
‘3 1100 0x03 ‘3 0011 0x03
‘4 0010 0x04 ‘4 0100 0x04
‘5’ 1010 0x05 ‘5’ 0101 0x05
‘6’ 0110 0x06 ‘6’ 0110 0x06
‘7 1110 0x07 ‘r 0111 0x07
‘g’ 0001 0x08 ‘8’ 1000 0x08
‘9’ 1001 0x09 ‘9’ 1001 0x09
‘W 1101 0x0B ‘# 1011 0x0B
In this case, 4 bits are sent LSB First In this case, 4 bits are sent MSB First
within a frame according the chosen within a frame according the chosen
protocol. For more details, refer to protocol. For more details, refer to
the specification protocols. the specification protocols.
Example: Frame of the key ‘& Example: Frame of the key ‘5
according the protocol ISO2 / 2b. according the protocol Wiegand / 3i.
000... 11010 |10101 |11111 |xxxxx | 000... 0 0000 | 0000 | 0000 | 0000 | 0000 | 0101 1
Zeros | Start ‘5’ End LRC | Zeros Parity [ ‘0" [ ‘0" [ 0 | 0 | ‘0 | ‘5’ [Parity
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v ‘2"« 4 Dbits »
Value is coded by 4 bits only which are sent according the chosen protocol.

Format ISO2 Format WIEGAND
LSB ... MSB MSB ... LSB
‘0’ 0000 0x00 ‘0’ 0000 0x00
‘1’ 1000 0x01 ‘1’ 0001 0x01
‘2’ 0100 0x02 ‘2’ 0010 0x02
‘3 1100 0x03 ‘3 0011 0x03
‘4 0010 0x04 ‘4 0100 0x04
‘5’ 1010 0x05 ‘5’ 0101 0x05
‘6’ 0110 0x06 ‘6’ 0110 0x06
‘r 1110 0x07 ‘r 0111 0x07
‘g’ 0001 0x08 ‘8’ 1000 0x08
‘9’ 1001 0x09 ‘9’ 1001 0x09
‘& 1101 0x0B ‘# 1011 0x0B
In this case, 4 bits are sent LSB First within a In this case, 4 bits are sent MSB First within a
frame according the chosen protocol. For frame according the chosen protocol. For more
more details, refer to the specification details, refer to the specification protocols.

protocols.
Example: Frame of the key ‘5’ according the

Example: Frame of the key ‘5’ according the protocol Wiegand / 3i.
protocol ISO2 / 2b.

0010 0100

v ‘3« 8hits »
Value is coded by 8 bits which are sent according the chosen protocol (default configuration)

Format ISO2 Format WIEGAND
LSB ... MSB MSB ... LSB
‘0’ 11110000 OxFO ‘0’ 11110000 O0xFO
‘1’ 01111000 OxE1 “1’ 11100001 OxE1l
‘2’ 10110100 0xD2 2’ 11010010 0xD2
3’ 00111100 0xC3 3’ 11000011 0xC3
‘4 11010010 0xB4 ‘4 10110100 0xB4
‘5’ 01011010 OxA5 ‘5’ 10100101 OxA5
‘6’ 10010110 0x96 ‘6’ 10010110 0x96
‘T 00011110 0x87 T 10000111 0x87
‘8’ 11100001 0x78 ‘8’ 01111000 0x78
‘9’ 01101001 0x69 ‘9’ 01101001 0x69
In this case, 8 bits are sent LSB First according In this case, 8 bits are sent MSB First
the timings of chosen protocol. For more according the timings of chosen protocol. For
details, refer to the specification protocols. more details, refer to the specification
protocols.

Example: Frame of the key ‘4’ according the
protocol 1ISO2 / 2b. Example: Frame of the key ‘4’ according the
protocol Wiegand 3i.

11010010 10110100
‘4 ‘4
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v ‘4’ « Xtouche Trame »

4 bits keys framed — n keys within a frame according the chosen protocol.

Format 1SO2

LSB ... MSB
‘0’ 0000 0x00
‘1’ 1000 0x01
‘2’ 0100 0x02
‘3 1100 0x03
‘4 0010 0x04
‘5’ 1010 0x05
‘6’ 0110 0x06
‘T 1110 0x07
‘8’ 0001 0x08
‘9’ 1001 0x09

In this case, 4 bits of n keys are sent LSB
First within a frame according the chosen
protocol. For more details, refer to the
specification protocols. Only the keys ‘0’ to
‘9’ are available.

‘x’ Confirms the sequence. If x=8, the
procedure is automatically confirmed and the
code is sent.

‘# Cancels the current sequence.

Example: ‘4’ ‘5’ ‘9’ ‘%’ keys are pushed. The
frame sent is 4 bits by keys according the
protocol ISO2 / 2b.

Format WIEGAND
MSB ... LSB
‘0’ 0000 0x00
‘1’ 0001 0x01
‘2’ 0010 0x02
‘3 0011 0x03
‘4 0100 0x04
‘5’ 0101 0x05
‘6’ 0110 0x06
‘r 0111 0x07
‘8’ 1000 0x08
‘9’ 1001 0x09

In this case, 4 bits of n keys are sent MSB
First within a frame according the chosen
protocol. For more details, refer to the
specification protocols. Only the keys ‘0’ to
‘9’ are available

‘%’ Confirms the sequence. If x=8, the
procedure is automatically confirmed and
the code is sent.

‘# Cancels the current sequence.

Example: ‘4’ ‘5’ ‘9’ ‘x’ keys are pushed.
The frame sent is 4 bits by keys according
the protocol Wiegand 3i.

11010 | 00100 | 10101 | 10011 | 11111 | xxxxx | 000... 0 | o000 | 0000 | 0000 | 0100 | 0101 | 1001 1
Zeros | Start ‘q ‘5’ ‘9’ End LRC | Zeros Parity [ ‘0 | ‘0 | ‘@ | ‘4 [ 5 | ‘9 [ Parity
Note

v' Maximum number of key = 8

v *xmax = 6 maximum number of key for Wiegand 3i protocol. In this case values of keys are not

automatically sent. It is necessary to confirm the sequence.
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T6.2 - TTL - R31 Reader - Card AND Keys

A keys sequence is requested (1 up to 9 keys depending of the configuration with keys “1” up to ‘9’ only).
There is a timeout of 6 seconds between the strikes of 2 digits. If the timeout is reached or keys ‘x’ and ‘#’
are pushed, the entire operation is aborted and needs to be entered (indicated by a sound and the red Led
blinks).

When the pin number has been entered, the CLA is waiting for a card and for 6 seconds, for a card. During
this waiting, the buzzer beeps.

All the data are sent when the sequence (card AND keys) is complete according the current protocol.

Identifier
n bits Format
protocol size

Key n°1 Key n°2
4 bits Format | 4 bits Format

Example:
3 keys: 7, 8, 9/ Identifier 0x11223344 in hexadecimal, 287454020 in decimal
3CB-Wiegand protocol = ouput = 0x7890011223344(+LRC)

Iso 2b protocol = output = 7890000287454020

T6.3 -TTL - S31 Reader - Card AND Keys

Keys and UID / Id will be sent to that following enciphered frames.

Data Random value CRC Frame key

12 bytes 2 bytes 2 bytes
+

Data Random value CRC Framel

12 bytes 2 bytes 2 bytes
Data Random value CRC Frame 2
12 bytes 2 bytes 2 bytes
Data Random value CRC Frame ...
12 bytes 2 bytes 2 bytes

V7.0-Part 2 - Page 196 on 233 www.stid-security.com



Tid

Electronic Identification

T6.4 -TTL - S31 Reader - Card OR Keys

Keys enciphered frame and UID/Id enciphered frame will be sent independently. They are enciphered using
«Enciphered Weigand output key».

Data Random value CRC Enciphered
12 bytes 2 bytes 2 bytes | framel
Data Random value CRC Enciphered
12 bytes 2 bytes 2 bytes | frame2
Data Random value CRC Lest Enciphered
12 bytes 2 bytes 2 bytes | frame

Example for key 1 pressed

Value is coded by 4 bits which are sent within a frame according the chosen protocol.
Data (120) = 0x10 00 00 00 00 00 00 00 00 00 00 00

Value is coded by 4 bits only which are sent according the chosen protocol
Data (120) = 0x10 00 00 00 00 00 00 00 00 00 00 00

Value is coded by 8 bits which are sent according the chosen protocol.
Data (120) = OxE1 00 00 00 00 00 00 00 00 00 00 00

Example for key 1, 5, 7 pressed

4 bits keys framed — n keys within a frame according the chosen protocol.
Protocol W3i:  Data (120) = 0x00 01 57 00 00 00 00 00 00 00 00 00
Protocol W3Ca: Data (120) = 0x00 00 01 57 00 00 00 00 00 00 00 00
Protocol ISO2B: Data (120) = 0x00 00 00 01 57 00 00 00 00 00 00 00
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T6.5 - RS232 / RS485 - R32/S32/R33/S33 Readers - Card OR Keys

No difference between hexadecimal and decimal mode.

The data are coded by 8 bits as shown below:

Value of the key
MSB ... LSB
‘0’ 11110000 0xFO
1’ 11100001 OxE1
‘2’ 11010010 0xD2
‘3’ 11000011 0xC3
‘4 10110100 0xB4
‘5’ 10100101 OxA5
‘6’ 10010110 0x96
‘v 10000111 0x87
‘8’ 01111000 0x78
‘9’ 01101001 0x69

Mono directional mode

Refer to the chapter T5.1 - Unidirectional communication mode for more details about the options of the
frame.

Regarding the Card OR Keys configuration, the structure of the frame is:

1 byte 1 byte * 1 byte 1 byte 1 byte 1 byte
STX Key code LRC 0x0D 0x0A ETX
*Doubled if the ASCII option is activated.

Bidirectional mode
Refer to the chapter

T5.2 - Bidirectional communication mode for more details about the bi-directional communication of the
reader.

In Card OR Keys mode, the card data is sent through the Output_Protocol. The keyboard data are sent
through the command described below:

Output_Keyboard

Description

This command is generated by the reader when you press a keyboard key in Card OR Key mode.

Reader: CTRL CommandCode AAh 55h Loyt Dataout

CommandCode 2 bytes: 01h O7h
Lout 2 bytes: 00h 03h
Dataou: 3 bytes: 00h 01h “Value of key pressed 8 bits format”.

System: ACK Li, 00h 00h

ACK 2 bytes: 01h 07h
Lin 2 bytes: 00h 00h

Example for key 0 and RS485 address 0:
Reader sends: 02 00 OB 01 00 00 00 01 07 AA 55 00 03 00 01 FO 03 75.
System answers: 02 00 04 01 00 01 07 00 00 46 7C.
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T6.6 - RS232 / RS485 - R32/S32/R33/S33 Readers - Card AND Keys

The encoding key is in 8bits format, number of key to press is configured by the configuration card SCB.

Mono directional mode

Refer to the chapter T5.1 - Unidirectional communication mode for more details about the options of the
frame.

Regarding the Card AND Keys configuration, the structure of the frame is:

1 byte X bytes X bytes 1 byte 1 byte 1 byte 1 byte
STX Key code* Data* LRC 0x0D 0x0A ETX
*Doubled if the ASCII option is activated.

Example in mode Card AND Keys:

v 3 keys: 7,8¢€t9

V' Identifier: 0x11223344 in hexadécimal and 287454020 in decimal.
v" Protocol size: 5 bytes

v" Output hexadecimal format: 0x877869 11223344

v" Output decimal format: 8778690000287454020

Bidirectional mode
Refer to the chapter
T5.2 - Bidirectional communication mode for more details about the bi directional communication of the reader

In Card AND Keys mode, the card data is sent through the Output_Protocol.

V7.0-Part 2 - Page 199 on 233 www.stid-security.com



Tid

Electronic Identification

T7 - Biometric data format

T7.1 - Biometric Templates format

The information which contains the fingerprints data is contained into a specific MIFARE® DESFire® EV1/2
file or in sectors 32 up to 39 for MIFARE Plus® Level 3 and defined in the “Biometric” part.

v When it is created, SECard defines the size according to: Number of fingers * 170 bytes.
v The biometric templates are written according to the Morpho Sagem format (PK_COMP).
v Mapping of the MIFARE® DESFire® EV1 file or MIFARE Plus® Level 3 sectors:

MSB LSB

[LenTotale] | [Nb Template] | [LenTemplate, | Templatex]"
v LenTotale is the total lenght data to write on the chip on 2 bytes.
4 Nb Template is the template number (max 5), on 1 byte.
4 LenTemplatey is the size of the Xth template on 1 byte.
v Templatex is the Xth template with LenTemplatey.

v n is the number of templates.

Number of MIFARE Plus® Level 3 sectors to be written depends on the numbers of fingers to be encoded.
The maximum size is: 2+5*(1+170) = 857 bytes. (cf. Sagem).

T7.2 - Biometric derogation
From version 3.1, you can activate a biometric derogation template when encoding a user card.
The user will not be asked to encode their fingerprints, a derogation template will be encoded instead.

This option allows you to set the reader whether to authorize or not the user cards using the biometric
derogation.

When the biometric derogation is activated, the cards can be encoded “on-the-fly” if the system is designed
to do so.

TemplateDerogation = SHA2(salt |UID, UIDLen)

v' salt 16 bytes private fixed value
v" UID chip serial number
v'UIDLen lenght of UID
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T8 - Management of biometric + Keypad

T8.1 - Biometric with templates into the user card

Mode 1: Key OR (Card AND biometric).

The operation is identical to Card OR Key, with the addition of the reading of the fingerprint after reading
the card.

Mode 2: Key AND (Card AND biometric).

The operation is identical to Card AND Key, with the addition of the reading of the fingerprint after reading
the card.

T8.2 - Biometric with data into the reader

Mode 1: Key OR biometric.

Mode 2: Key AND biometric.
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T9 - Biometric data into the reader

In this mode the biometric templates are store in the Sagem Biometric module.

The module makes the matching of the fingerprints read and fingerprints store in memory without the
template goes back to the reader. This mode is compatible with all chip technologies available in SECard.

The users number is set to maximum 500 users with two fingers saved per user.
Three cards are required to manage the reader in this mode. The Master key used to protect this three card
is the key defined in Company key (SCB master key) and diversified.

Warning
The ID size max registered into the biometric module is 24 bytes.

If you used Biometric Data into reader the Private ID encoded must be on 24
bytes max.

The first step before initializing the database, is to present the configuration card SCB to
configure the reader into “Biometric Data into reader” mode.

Initialize user data base
This card is used to initialize the biometric user databate into the module.

Operating mode

With TouchScreen reader default text are Without TouchScreen
q - Userbase initialization in The green LED is activated and buzzer emit
9 progress. two long BIP to indicate that the card was
"-.':'-.Q - Successful userbase taken into account by the reader.
initialization

If an error occurs during the procedure:

ml - Userbase initialization failure The red LED is lights and the buzzer is
-%_Q - Biometrics sensor not detected  activated 1s. the reader returns into its
or not configured original operating mode.

Warning

Initialize user database erase the current
database
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Add user

This card is used to add an user into the module database. User’s templates are associated with its user
ID (UID or Private ID).

When the Add_User card is detected by the reader, it goes into enroliment mode for 6sec and awaits a
user card.

If the user card is compatible with the site configuration, the reader retrieves the user ID and the biometric
module goes ON to enroll two fingers.

The two templates are store into the module memory, associating them to the user ID.

Operating mode

With TouchScreen reader default text are Without TouchScreen

When the Add_User card is detected by the reader

Present the user The white LED lights.
credential to add

When the User card is read

The green LED lights and buzzer is activated

@\ Scan 2 fingers 400ms, then White LED lights and user must
_,Q 2 secondes per finger present its first finger 3 times then user must
= 3 times each finger present its second fingers 3 times (biometric

module on and off successively for entering
each finger).

When the enrollment is finished

The green LED lights and buzzer is activated
Successful enrolment 400ms

If an error occurs during the procedure:

The red LED is lights and the buzzer is activated
Enrolment failure 1s.

The reader returns into its original operating

mode.
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Remove user
This card is used to remove an user from the module database.

When the Remove_User card is detected by the reader, it goes into erase mode for 6sec and awaits a

user card.
If the user card is compatible with the site configuration, the reader remove the user attached to the user
ID read.
With TouchScreen reader default text are Without TouchScreen
- When the Remove_User card is detected by | - When the Remove_User card is detected by
the reader: the reader, the white LED lights.
- When the User card is read, green LED lights
@l Present the user and buzzer is activated 400ms, then white
?_‘Q credential to delete LED lights during erasing of the templates

from the memory.

When the erasing is finished

@I The green LED lights and buzzer is activated
=Q

User deleted 400ms

If an error occurs during the procedure:

@l The red LED is lights and the buzzer is activated
=Q

Deletion failure 1s. the reader returns into its original operating
mode.
Other text on TouchScreen reader:
. . ion
Indicate that the database is empty Caution,
empty database
. . Caution
Indicate that the database is full
Full userbase
. . No recorded
Indicate that the database does not exist
userbase
. . . User credential
Indicate that the badge ID is already present in the database )
already registered
. . Fingerprints alread
Indicate that the templates are already present in the database gerp y

registered
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T10 - Life signal function

T10.1 - TTL- Readers
When this feature is enabled, the reader sends a signal about every minute on the Data/DATAL lines.

The life signal can be activated in a generic (Generic life signal - a life signal common to all readers) and
(Specific life signal — life signal different for each reader).

Generic life signal:

74

A
\ 4
A
\ 4

125 ~1mn

Specific life signal:
WAL-x31

//

v
A
v

0.875ms ~1mn

ARC-x31

//

A
v
A
\ 4

1ms ~1mn

ARC1-x31

//

P »
< » <€

\ 4

1.125ms ~1mn

ARCS-x31

//

P »
< » <€

\ 4

1.250ms ~1mn

ARC1S5-x31

//

1.375ms ~1mn
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T10.2 - Bidirectional serial reader
Reader send in plain on the serial kink the command code 0x0102.

Data = x * 125us (example: for ARC-R32/R33, x = 8)

T10.3 - Unidirectional serial reader
Reader send on the serial kink the command code:
Generic: 0x50
Specific:

ARC-R32/R33= 0x61
ARC1-R33 = 0x62
ARCS-R33 = 0x63
ARC1S-R33 = Ox64
Specific Gamme E:
LXS-R32/R33= 0x50
MS-R31 = 0x52
LXE-R32/R33 = 0x54
LXC-R32/R33 = 0x55

WAL-R32/R33 = 0x56
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T11 - Tamper switch signal

When this feature is enabled, the reader remembers (at startup) its initial state of « Switch » input or
accelerometer.

T11.1 - TTL- Readers

At each moment when that state changes, the reader sends a Tamper signal to the line « Data/Data 1 ».
During the breakout, by default or if the option is enabled, the shape of the signal on the line "Data / Data 1"

is as follows:

R31-X & S31-X

// ‘ —

) B © 125ps R B B - -
125ps 125us H ~ 40 a 60 ms 125us 125ps 125ps
R33-X + INT-R33
. 125ps e
125us 125ps ~ 100 ms 125ps 125ps 125us
R33-X + INT-R33-F
. 125ps e
125us 125ps Between 20 & 160ms 125ps 125ps 125us

T11.2 - Bidirectional serial reader
Reader send in plain on the serial kink the command code 0x0103
T11.3 - Unidirectional serial reader

Reader send on the serial kink the command code OxAA
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T12 - Tamper switch ID

When this feature is enabled, the reader remembers (at startup) its initial state of accelerometer.

Specific ID sent when reader is wrenched, value in conformance with current protocol. This specific ID is
sending only one time each time the reader is wrenched.

Value of the specific ID:

- 16 bytes max for Wiegand and serial readers
- 10 bytes max for ISO readers

Note: If the protocol size is above this value, reader padd with 0.

T13 - Mutual Life / Tamper switch Signal

Only available on R31/S31 and R33+INTR33E readers

When this option is activated, the reader emits each second a specific life signal. The format of this one
depends on the current protocol.

If the “Switch”input or accelerometer state changes, the emitted signal changes also. The data “Tamper” is
sent in the frame instead the “Life” data.

v Example of a life signal (operating mode — without wrenching) emitted each second:

ISO2 Protocol:

Start Sentinel + Life data byte + End Sentinel + LRC

Wiegand :
Life data byte + LRC

4 Example of a wrenching emitted each second:

ISO2 Protocol:

Start Sentinel + Tamper data byte + End Sentinel + LRC

Wiegand :

Tamper data byte + LRC

Note:
This option is not available on the 26 bits Wiegand (3i).

If this option is activated, the delay of the led blinking cannot be more than 400 ms.
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T14 - Command Line

T14.1 - Description

SECard includes a “command line” mode which allows work in background tasks and which allows
interfacing with another application.

SECard allows to:

Load specific configuration.

Use current configuration.

Make tags encoding and reading.
Provide the results in a user file.
Save all operations.

agrwNPRE

“Command line” mode thus allows interfacing tags encoding/reading (or any operation that SECard known to
make), with third application.
Simply configure application to launch SECard with correct parameters.

The process is summarized in the following diagram:

Se file .CSe file

SECard.pSe

Third Badee
software Reader g
A
i Output
L
.| Log
Ll

T14.2 - User instructions

To execute SECard in “command line” just:

- launch secard.exe in “Windows Command Line” with parameters.

- or made a batch file using secard.exe with parameters.

- or launch secard.exe via another application that allows you to enter parameters. This last
method will be used in “customizing badges” software.
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The command line is:

secard|[.exe] -u userid -p password [-a action] [-i|I config.Se] [-q PSEPassword] [-o outputfile.txt] [-]|L
logfile.log] [-d dataTOencode] [-h] -v

Parameters:

-u: specifies the user who will launch SECard, this parameter is required if not -1
1=User
2=Power user
3=Administrator

-p: specifies password used by -u, this parameter is required if not -1

-q: specifies password used for eSe file if locked

-a: specifies the action to achieve by SECard:

CEncode encode SCB
CRead read SCB,-o required
CSe2PSE convert CSE file into PSE file

e UEncode encode user tag, -d required
e URead read user tag, -o required

e UID read tag UID,-o required

e KEncode encode SKB

e KRead read SKB,-o required

[ ]

[ )

[ )

-b: specifies the communication baudrate of the encoder
0:9600;1:19200;2:38400; 3:57600; 4 : 115200

-d: specifies the user data to encode, text string representing ID (hex/dec).
Warning, this chain must be compatible with the current configuration file automatically loaded by SECard,
or SE/CSE file imported.

-i|I: import a configuration file .Se in plain, and fills the corresponding parameters in SECard.
Executed before the action defined by -a.
If the parameters -l is used then the import configuration file is encrypted and contains the login and
password associated (parameters -u and -p and -g are ignored).

-0: name of output file containing the operations made by —a, if the action done is CSe2PSE the output file will
be PSE file creates.

-l|L: name of log file containing the status of all operations made by -a. | for display short log (OK|NOK) or L
for complete log.

-v: verbose log, used with -I|L. Specifies whether the log should be in verbose mode.

The user running the command line must be logged in as an administrator or power user with reader and
RFID keys management rights, otherwise the log will be classic.

Caution: verbose log generates a file (SECard_VerboseLOG.txt) that contains the keys values of RFID and
readers.

-h: displays help in DOS windows if launched from DOS, in windows message if launch from windows with
IHM (exclusive, the rest are ignored).

SECard command line is not blocking, it returns immediately.

So that there is no accessing problem to reader/configuration, the command line is exclusive; there can be
more than one at the same time.

However, there may be another classic SECard (no _command line) to run (be careful sharing the
communication port).
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In command line mode, SECard uses automatically the default file setting or the one chosen by user.
Thus, it will suffice to define and save the user configuration by running SECard in Classic mode so that it is
loaded automatically when you launch SECard.

T14.3 - Control consol

Open Windows command console: execute cmd.exe
Select the SECard install directory:

cd \Program Files\STid\Secardvxxx\ or cd \Program Files (x86)\SECardvxx\
Then enter the desired command line.

For example if you want to read UID:
Put a RFID tag in front of the reader switched on and configured in SECard, then type:

BN C\Windows\systern32omd.exe

C:vred "~Program Files <(x86>~8Tid~SECard"

C:~Program Files (xB6>\STid~SECard>secard.exe —u 3 —p STidA -a UID —o output.txt
—L logfile.txt

C:“Program Files <(xB86>-8Tid \SECard>_

|Fichier Edition Format Affichage 7

I
UID:18,/04,/2014 10:00:23
Mifare Classic 1024 bits, UID = 419FB8C0O, Info = 0

If the operation it is successful, will be recorded in the log file logdfile.txt.

_| Secard_LOG. bt - Bloc-notes

|Fichier Edition Format Affichage 7

|

UID:18,/04,/2014 10:21:14

MOK. 2

okK:Mifare Classic 1024 bits, UID = 419FBECO, Info = 0O

If the log is verbose log, file log is:

| SECard_VerboselOG.txt - Bloc-notes [E=EE
[ Fichier Edition Format Affichage ? |
[ 7

0;uID and info:Enter @18/04,/2014 10:21:14,4662994

1;UID and info:Scanning 14443-A... ®18/04,/2014 10:21:14,4662994

2;UTD and info:Scan 14443-A OK @18,04/2014 10:21:14,4663057

3;UID and info:Scan 14443-aA ok Mifare Classic 1024 bits, UID = 419FB8C0, Info = 0 @18,/04/2014 10:21:14,4663057
4;UID and info:Exit @18/04/2014 10:21:14,4663057
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T14.4 - Batch file

With batch files (executable by the command interpreter of Windows command console) and commands
accepted by SECard a multitude of scenarios is possible.

For example, to retrieve the UID of ten tags, the batch file (UIDof10.cmd) is:

REM @echo off
for /1%%d in (1,1,10) »
do (secard.exe -u 3 -p STidA -a UID -o output.txt -L logfile.txt)

The UID of ten tags will be collected and added sequentially to the file output.txt.
Be careful to be in phase with the presentation of different tag to reader. You can add a sleep for x seconds
with ping command ping 127.0.0.1 —n X just after secard.exe:

REM @echo off

for /1%%d in (1,1,10) »

do (secard.exe -u 3 -p STidA -a UID -o output.txt -L logfile.txt
ping 127.0.0.1 -n 5)

To encode IDs contained in a text file IDsList.txt (one ID per line) you can use the following batch file:

@echo off

for /F %%i in (IDsList.txt) *

do (

echo Present the tag to be program with %%i

secard.exe -u 3 -p STidA -a UEncode -o output.txt -L log.txt -d %%i
echo 5 seconds to take following tag

ping 127.0.0.1 -n 5 > NUL

T14.5 - Third application

Setting
It is possible to use SECard with command line in third application (for example printing application).

For this, run application, create the design of the card by referring to the manual of application.
Select or activate “Smart Card” then select “Command Line”. Configure the use of RFID.
Select secard.exe it’s typically located in c:\Program Files\STid\SeCard Vx.x.x\SeCard.exe.
Set the location of the return, if this file does not exist, create the file CMDIlineLOG.txt.

Then define the access to value (static value or database values).

Remains to inquire the arguments:

Note: If the parameters —o &/or —I|L used with files with long names &/or contain spaces or special

characters it must be enclosed by " ".

e -u 3 -p STidA -a UEncode -o “C:\Program Files (x86)\STid\SeCard\output.txt” -1 “C:\Program Files
(x86)\STid\SeCard\cmdlinelog.txt”

o -d11223344 or -d < database value >
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Error handling

% Third application cannot communicate with SECard

Check that SECard was launched by the third application: open “Task manager” of Windows and check
that SECard appears (at least for a moment) in the process list. If this is not the case, check your
command line and the address to the file SECard.exe.

If SECard is launched but it still does not work, you must start SECard with the -L option instead of -I
followed by the name of the log file. SECard then record all operations effected before the close. Retry
the operation. Check the contents of the log file:

- "Data received length error (too short)": communication port is misconfigured in SECard.
Open SECard classic and change the port to match it with your RFID coupler, check the seed,
save the settings file before closing.

- “Bad parameter file, (.eSe) corrupt or invalid communication port”: SECard current settings file is
not registered correctly for the command line. With a text editor, open the file SECard.gcf which
located in the SECard installation directory. Search key “Settings” in the “File”.

Check that the name using an absolute path, that is to say of the form « C:\Program Files(x86)\
STid\SECard\SECard.eSe » and NOT as « \SECard.eSe »(which is the default configuration
during installation).

If this is not the case, it must be modified for these two possibilities, either directly in the file
SECard.gcf or open SECard classically, go to the menu "File" and to "save" the settings file the
desired location (it is possible to overwrite the default settings if this is the one used).

+ SECard cannot communicate with third application

Communication between SECard and application is done through the log file, if the communication is
broken is that there is a problem with the file used.

Check that the file name defined as the file back in the third-party application is the same as the name
of the log file defined by the SECard command line and check that his name is well enclosed by " " if it
contains spaces or special characters. Check access rights to this file.
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T14.6 - Import configuration file

The following file determines all parameters compatible with the import configuration file in clear, and encrypted
when launching from the SECard command line.
As it stands, this file specifies all drive parameters, SSCP and only the DESFire parameters.

If ACCESSLevel and Password values are not defined in the import configuration file and command line
indicates —I option then SECard use the default values, that is to say ACCESSLevel = 3 and
Password=STidA

;; SECard command line import configuration file
;; defines all parameters available in SECard command line mode from V3.3.0

[Login]

;Values are ONLY defined if import configuration file is Encrypted (.CSe)
;Access level : 1=User, 2=PowerUser, 3=Administrator
ACCESSLevel=3

;Password for corresponding user

Password=STidA

;If command line action is "CSe2PSE" you have to defined passwords that will be saved in PSE file
PSEUserPassword=STidU_123

PSEPowerUserPassword=STidP_123

PSEAdministratorPassword=STidA_123

;Read (Open) password is unconstrained, default is empty (no password)

PSEReadPassword=

;PowerUser Rights : 1=Enable, else disable
;Load/Save configuration file
LSconf=0

;Reset conf counters

Rcc=0

;Create/Read SKB

CRSKB=0

;Create/Read SCB

CRSCB=0

;Create/Read User cards
CRUserCards=0

;Manage Reader communication keys
MRCKeys=0

;Manage RFID keys

MRFIDKeys=0

[ReaderFamily]

;0 for LXS family
;1 for ARC family
;2 for WAL family
ReaderFamilylD=1

[CompatibilityVersion]
; Override .gcf compatibility mode
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; For LXS family

; 0 = SeCard v1.1.x or Unknown;
; 1 =SeCard v1.2.x

; 2=SeCard v1.3.x

; 3=SeCard v1.4.x

; 4 = SeCard v1.4B.x
CompatibilityVersion= 3

; For ARC family

; 0= SECard v2.0.0

;1 =SECard v2.1.0

; 2=SECard v2.2.0

; 3=SECard v3.0.0

;4 =SECard v3.1.0

; 5=SECard v3.2.0
ARCCompatibilityVersion=3

; For WAL family
;0=SECard v2.1.0

;1 =SECard v2.2.0
WALCompatibilityVersion=0

[SSCP]
COMPort=COM10

:Baudrate = 9600,19200,38400,57600,115200
Baudrate=38400

;Security mode, Plain=0, Sign=1, Enc=2, SignEnc=3
SecurityMode=0

;To use SecurityMode>0 we need keys !

'WARNING: if you use SSCP keys, this file should be enciphered to CSe file
SSCPSignKey=A087754B7547481094BE
SSCPENcKey=E74A540FA07C4DB1B46421126DF7AD36

[Reader]

;SCB company key
SCBKey=FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
Change=0
SCBNewKey=FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

:Reader reference
;0=R31E/103
:1=R31E/Ph5/Ph1
:2=S31E/Ph5
:3=R33E/Ph5 + INT-R33E
:4=R32E,R35E/Ph5
:5=S32E,S35E/Ph5
:6=R33E/Ph5
:7=S33E/Ph5

V7.0-Part 2 - Page 215 on 233 www.stid-security.com



Tid

Electronic Identification

:8=S33E/Ph5+INT-E-7AA/7AB
ReaderReference=1

:BiometricActivation available for R31E/103,R31E/Ph5/Ph1 and S31E/Ph5 readers
BiometricActivation=0

;Save user keys in memory
SaveEEPROM=0

;Erase keys at tamper switch activation
EraseKeys=0

;Tamper switch signal activation
TamperSwitch=0

;On tamper activation keeps LED red as default
TamperKeepLEDRed=0

;Mutual life signal and Tamper switch signals available for R31E/103,R31E/Ph5/Ph1,S31E/Ph5 and
R33/Ph5+INT-R33E readers

Mutual=0

;Life signal 1 byte

Life=0C

;Tamper signal 1 byte

Tamper=1C

;KeyPad activation available for
R31E/103,R31E/Ph5/Ph1,S31E/Ph5,R32E,R35E/Ph5,S32E,S35E/Ph5,R33E/Ph5,S33E/Ph5
KeyPadActivation=0

;If keypad activated Badges/keys mode
;MKmode, =0 Badge OR Key, =1 Badge AND Key
BKmode=0

;KeypadFormat 0=4bits framed, =1 4 b, 2=8 b,3=4b Keys framed
KeypadFormat=2

;KeyPad nb keys [1..9]
KeyPadNbKeys=1

;Enable/disable Tagtype
MIFARECIassicTagEnable=0
MIFAREPIusTagEnable=0
MIFAREDESFireTagEnable=1
MIFAREUItraLightTagEnable=0
CPS3TagEnable=0
MoneoTagEnable=0
125kHzTagEnable=0
NFC_HCEEnable=0

:v3.0.0

;TagType

BlueMobilelD=1

;Blue MobilelD Configuration Activation
BlueMobilelDActivation=1
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;DESFire Confiugration Activation
DESFireConfigurationActivation=1

;PUPI1S014443-3B

PUPIEnable=0

PUPIMSB=1

PUPISign=0
PUPISignKey=FFFFFFFFFFFFFFFFFFFF

;UID/ID range, From=To=RandgeFrom=00000000=Disabled
RandgeFrom=00000000
RandgeTo=00000000

:SiteCode
ReaderSiteCode=10BF

:Protocol data size
ProtocolSize=5

;For R31/S31/INT-R33E

;ProtocollD 0=W3i (24bits),1=Iso 2H (32bits),2=Iso 2S (32bits),3=Iso 2B (40bits),4=W3Ca (32bits),5=W3Chb
(40bits),6=W3La (32bits),7=W3Lb (40bits),8=W3T (64bits),9=Iso custom size,10=Wiegand LRC custom
size,12=Wiegand custom size,13=Wiegand 34 bits - 3Eb,14=Wiegand 35 bits - 3W,15=Wiegand 37 bits - 3V,
;+v3.3.0 16=PAC 32bits-5Pa, 17=PAC 64bits-5Pb

ProtocollD=5

;For R32/S32/R33/S33

;SerialConfiguration

;Baudrate : 0=9600,1=19200,2=38400,3=57600,4=115200
SCBaudrate=0

SCRS485Adr=0

SCBidirectionnal=0

;Radix : 0=Hexa, 1=Decimal

SCBase=0

SCNolLeadingZeros=1
SCASCII=1
SCLRC=0

SCCRLF=1
SCSTXETX=0

;Security mode (SSCP bidirectional) Plain=0, Sign=1, Enc=2, SignEnc=3
SCSecurityMode=0

SCSignKey=FFFFFFFFFFFFFFFFFFFF

SCChangeSignKey=0

SCNewSignKey=FFFFFFFFFFFFFFFFFFFF
SCEncKey=FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
SCChangeEncKey=0
SCNewEncKey=FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

;Life signal :0=Disabled, 1=Generic,2=Specific
LifeSignal=0

;Output encipherment AES key for S31 reader
OutEncKey=000102030405060708090A0BOCODOEOF

V7.0-Part 2 - Page 217 on 233 www.stid-security.com



Tid

Electronic Identification

OutEncChange=0
OutNewENncKey=000102030405060708090A0BOCODOEOF

;;For LXS Family

;Default LED action Color: Off=0, Green=1,Red=2,0range=3
DefActLED=3

DefActLEDBIink=0

DefActLEDBIinkDuration=4

;Card detection action LEd Color: Off=0, Green=1,Red=2,0range=3
DetActLED=3

;For WAL reader, used only if WALDetectionLEDBIinkTimes=0
DetActLEDDuration=4

DetActBuzzDuration=4

;;For WAL Family, LED Color in RGB, allowed values are only 00 or FF for each byte
;Yellow,use DefActLEDBIink and DefActLEDBIinkDuration to select blinking
WALDefaultLEDColor=FFFF00

:Yellow

WALDetectionLEDColor=FFFF00

; Nb of LED blink at badge detection, cannot be used if DetActLEDDuration >0
; SO to use it set DetActLEDDuration to 0 and set blink times here
WALDetectionLEDBIinkTimes=0

;;For ARC Family

;;use SECard selection color window to get RGB code of a color
;Default LED action Color: RGB 3 bytes hexa
;orange

ARCDefLEDColor=FF6400
;0=0ff,1=Fixed,2=Blinking,3=Pulse,4=Rainbow
ARCDefLEDMode=1

;Blink duration [1..31] x100ms
ARCDefLEDBIlinkDuration=4

;Pulse speed

;Slow=0, Medium=1, Fast=2
ARCPulseSpeed=1

;Card detection action LED Color: RGB 3 bytes hexa
;Green

ARCDetectionLEDColor=00FF00

;BlinkTimes [0..5]

ARCDetectionBlinkTimes=0

;ARCDetection LED duration x100ms
ARCDetectionLEDduration=4

;ARCDetection Buzzer duration x100ms
ARCDetectionBuzzerduration=4

:Added in V3.0.0 For ARC-S ARC1-S and ARC1 v2, user can select buzzer sound level
:0=Low, 1=Medium, 2=Loud
BuzzerSoundLevel=2

;;External control LED Color available for ARC and WAL series
;For ARC : RGB 3 bytes hexa

;For WAL : RGB 3 bytes hexa, allowed values = FF or 00
:Blue
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ExtLED1Color=0000FF
;Yellow
ExtLED2Color=FFFF00

;Pink
ExtLED1LED2Color=FFO0FF

;;For ARC and WAL Families AccelerometerSensitivity defines accelerometer sensibility
;0=Low,1=Normal,2=High
AccelerometerSensitivity=1

;Direct buzzer

DirectBuzzer=0

;Enable external LED/Buzzer control
EnableExtBuzzLED=0

;Polling period x100ms
ExtPolPeriod=1

;Biometric settings

; Security level [1..3] 3 is highest security
BioSecurityLevel=1

; Threshold level [0..10]

BioThreshold=5

; Nb of finger to enroll [1..5]
BioNb2Enroll=1

; Nb of finger to check [1..5] <= BioNb2Enroll
BioNb2Check=1

; Minutiae capture consolidation
BioConsolidation=0

; vV3.3.0

; Duress biometric, 0 = disabled, 1 = enabled

BioDuress=0

; Auto change serial communication key 0 = disabled, 1 = enabled. For serial bidirectional readers or INTx
AutoChangeSerialCommKey=1

;ARC Enable Eco mode
ARCEco=0

;ARC DENY UHF configuration
ARCDenyUHF=0

;;Authenticated Encryption, available for ARC from firmware version Z02
;and WAL from firmware version Z18

;EnableAE = 1 to Enable AuthenticateEncryption and 0 to disable
EnableAE=0

;If AE enabled, enter User key 16bytes
AEKey=FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

;;Touch Screen enable=1, disable=0, available for ARC-C/F with Screen

EnableTS=0

;»ARC with screen defines actions and associates texts, images can only be load with SECard in normal mode
(no CMDline)

;Enable(1) disable(0) Events

ARCTS_BadgeDetectionEvent=0

V7.0-Part 2 - Page 219 on 233 www.stid-security.com



Tid

Electronic Identification

ARCTS_TamperingEvent=0
ARCTS_ExtLED1Event=0
ARCTS_ExtLED2Event=0
ARCTS_ExtLEDland2Event=0
;Default Text

;Text colors are in Red/Green/Blue 3 bytes hexa
ARC_TSTextColor0=0000FF
ARC_TSTextl_O=Present your
ARC_TSText2_0=credential
ARC_TSText3 0=

;Badge detection text
ARC_TSTextColor1=00FF00
ARC_TSTextl 1=Authorized card
ARC_TSText2_1=

ARC_TSText3_1=

;Tamper switch activation text
ARC_TSTextColor2=FF0000
ARC_TSTextl_2=Alert
ARC_TSText2_2=Attempted tampering
ARC_TSText3 2=

;Biometric template

;NO TEXT for bio, hard coded in reader
ARC_TSTextColor3=000000
ARC_TSTextl_3=Place your finger
ARC_TSText2_3=on the sensor
ARC_TSText3_3=

;External LED1 action text
ARC_TSTextColor4=FF0000
ARC_TSTextl_4=Authorized access
ARC_TSText2_4=

ARC_TSText3 4=

;External LED2 action text
ARC_TSTextColor5=FF0000
ARC_TSTextl 5=Access denied
ARC_TSText2_5=

ARC_TSText3_5=

:External LED1+LED?2 action text
ARC_TSTextColor6=FF0000
ARC_TSTextl_6=Free access
ARC_TSText2_6=

ARC_TSText3_6=

;ARC Reader with TS default Language
;0 for French, 1=for English
ReaderLANG=1

;ARC Reader with TS, display Ring

;1 to display

ARCTS_DisplayRing=0

;If keypad is active, you can choose to enable ScramblePad (set to 1)
ARCTS_ScramblePad=0

;Encoding type, used with UEncode command line parameter

; 0 =PId, 1 = PId AND Biometric template, 2 = Only Biometric

; See DESFire settings for Biometric template location and security
EncodingType=0
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;ARC TouchScreen Display Option
;Keypad=0, Defaultimage=1
DisplayOption=0

;Blue Mobile ID Reader Configuration

;Configuration name, max 14 chars
BlueMobileIDReaderConfigurationName=AyConfigNameB
;Configuration Site Code 2 hexdecimal bytes
BlueMobileIDReaderConfigurationSiteCode=92AD

;ldentification modes, disable=0, enable=1

IdModeBadge=1

IdModeSlide=0

IdModeTapTap=0

IdModeHandsFree=0

IdModeRemote=0

;ldentification mode distances

;0=Contact, 1=0.5m

IdModeBadgeDistance=0

;0=Very Low, 1=Low, 2=Medium, 3=High, 4=Very high distance
IdModeSlideDistance=0

;Less than 3m=0, less than 5m=1, less than 10m=2, less than 15m=3
IdModeTapTapDistance=0

;Less than 3m=0, less than 5m=1, less than 10m=2
IdModeHandsFreeDistance=0

;Less than 3m=0, less than 10m=1, less than 15m=2, less than 20m=3
IdModeRemoteDistance=0

;Remote options =0 for Remote 1, =1 for Remote 2
IdModeRemoteOptions=0

;Requires smartphone unlocking to authenticated

;NOT required=0, required=1
BlueMobileIDReaderConfigurationRequiresUnlocking=0

;STid Mobile ID CSN configuration activation, 0 =disable, 1=enable
STidMobileIDCSN=0

;;Added in SECard V3.1.0, begin

;TamperSwitchAsProtocol define the tamper signal a the protocol, 1 to enable

;Can be selected only if Classic Tamper switch is NOT selected and if Common frame for Tamper and Life
signal is NOT selected

TamperSwitchAsProtocol=0

;If TamperSwitchAsProtocol=1, the TamperSignalValue must be set
;1 to 16 hexa bytes or 1 to 10 digits decimal, radix is defined by the current Reader's protocol
TamperSignalValue=0A0BOCODOE

:Rotation of the screen of the ARC with Touchscreen, set to 1 to enable
ARCTS_Rotation=0

;ARC keypad backlight, set to 1 to enable
ARCKeypadBacklight=0

;ARC on keypad pressed Buzzer, set to 1 to enable
ARCOnKeypadPressedBuzz=0

;ARC on keypad pressed flicker, set to 1 to enable
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ARCOnKeypadPressedFlicker=0

;ARC Bluetooth LED flashes at BT connection, set to 1 to enable

ARCBIlueLightAtBTConnection=0

;If ARCBIlueLightAtBTConnection=1, change the LED color, RGB 3 bytes hexa, default=FFFFFF=White
ARCBIlueBTConnectionColor=FFFFFF

;ARC Bluetooth Mode/Algo, 0=STid Mobile ID, 1=0Orange PackID, 2=STid Open API

ARCBIlueMode=0

;;Added in SECard V3.1.0, end

;;Added in SECard V3.2.0, begin

;Affect the LED brightness, 0=Normal brightness, 1=subdued light
ARCSubduedLED=0

;;Added in SECard V3.2.0, end

[DESFire]
;Detection type: 0=UID, 1=PrivatelD, 2=Private ID but UID
DetectionType=1

;Key mode: 0=0One key per file (RW), 1=Two keys per file (R and W)
KeyMode=0

;Crypto mode: 0=3DES, 1=AES, 2=AES but 3DES
CryptoMode=0

;Card Master Key

;change : 0=No change, 1=Change with NewCMK
CMK=00000000000000000000000000000000
ChangeCMK=0
NewCMK=00000000000000000000000000000000

;Application Master Key

;change : 0=No change, 1=Change with NewAMK
AMK=00000000000000000000000000000000
ChangeAMK=0
NewAMK=00000000000000000000000000000000

;Diversification

;3DES diversification key

;Enablediv=0 NO div , = 1 div enabled

;alsoCMK also diversify CMK , =0 No, =1 Enable

;NXP diversification 32 bytes padding, =0 No NXP, =1 NXP enable

Enablediv=0
3DESdivK=FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
alsoCMK=0

NXP=0

;Added in SECard V2.2.0
;NXP Padding, active if NXP=1, 20 bytes of padding data
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If you want to read/encode French CIMS card your have to set to
8000000000000000000000000000000000000000
NXPPadding=0000000000000000000000000000000000000000

;Added in SECard V2.2.0

;If NXP diversification is selected you can also modify the MSB/LSB read direction of AID to compute diversified
key

;If you want to read/encode French CIMS card your have to set to 1

AlDreversed=0

;Added in SECard V2.2.0
;FID1 Data type 0=RAW classical type and can be encoded, 1=ASCII Decimal value cannot be encoded
FID1DataType=0

;Added in SECard V3.0.0

;For NXP diversification (NXP=1), consider data as input or padding, and determine to use K1 or K2 of CMAC
sub keys

;0 for padding (K2), 1 for input (K1)

InputPadd=0

:Added in SECard V3.0.0

;In case of RandomID DESFire, allow user to specify a key nb/value to get the real UID using the GetUID
DESFire function

;GetUIDKeyNb=0 means AMK

GetUIDKeyNb=0

GetUIDCurrentKeyValue=00000000000000000000000000000000

ChangeGetUIDKeyValue=0

GetUIDNewKeyValue=00000000000000000000000000000000

;Format DESFire card before encoding, need CMK
;=1 Format , =0 NOT format
Format=0

;RandomID, =0 no RandomID, =1 Configure DEFire to RandomID
RandomID=0

;MSB first, =0 No, =1 Yes, Most Significant Byte First
MSBFirst=0

;Free Application Directory allowed=1 (No authentication required), no=0 (need authentication)
FreeAppDir=0

;Added in SECard V3.0.0

;Free Creation/deletion of AID's files

FreeCD=0

;DESFire Communication mode, 0=Plain, 1=MACed and 2=FullyEncphered (default value)
CommMode=2

;AID 3 bytes application identifier
AID=F51BCO0

;Authenticate with Key Itself before Change Key value
;0=Use AMK

;1=Use Keyltself

DESFireChangeKeyKeylDltself=0
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;FID1 settings

FID1ID=0

FID1KeylD=0

;AsFID2: to encode FID1 with FID2 settings (keys)
AsFID2=0

;Keys used in KeyMode=0 (One RW key)
FID1RWKey=00000000000000000000000000000000
FID1ChangeRWKey=0
FID1NewRWKey=00000000000000000000000000000000
;+keys used in KeyMode=1 (Two keys R and W)
FID1IWKeylD=2
FID1WKey=00000000000000000000000000000000
FID1ChangeWKey=0
FID1NewWKey=00000000000000000000000000000000

:Private ID/UID to encode/read
FID1size=5
FID1offset=0

;FID2 settings

FID2Enabled=0

FID2ID=0

FID2KeylD=3

;Concatenate=1: to encode/read FID1 data+FID2

;First= not Concatenate; to encode/read First FID read (authenticated)
Concatenate=0

;Write =0 NOT write FID2, =1 WRITE FID2 after (but in the same process) FID1
WriteFID2=0

;Keys used in KeyMode=0 (One RW key)

FID2RW Key=00000000000000000000000000000000
FID2ChangeRWKey=0
FID2NewRWKey=00000000000000000000000000000000
;+keys used in KeyMode=1 (Two keys R and W)
FID2WKeylD=4
FID2WKey=00000000000000000000000000000000
FID2ChangeWKey=0

FID2NewW Key=00000000000000000000000000000000

:Private ID/UID to encode/read
FID2size=5
FID2offset=0

;Biometric template location and security
;Biometric template location is forced into Pld AID, and the security used is the same crypto as the Pld
BioFIDId=2

;BioFIDId Read/Write keys (One key mode)
BioFIDRWKeyld=1
BioFIDRWKey=00000000000000000000000000000000
ChangeBioFIDRWKey=0
BioFIDRWNewKey=00000000000000000000000000000000
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;BioFIDId Write keys (Two keys mode)

BioFIDWKeyld=2
BioFIDWKey=00000000000000000000000000000000
ChangeBioFIDWKey=0
BioFIDWNewKey=00000000000000000000000000000000

;Added in SECard V3.1.0, Biometric exemption : 0O=Disable, 1=Enable exemption
DESFireBioExemption=0

;Added in SECard V3.1.0, Diversification for ID"Prime MD3811, only used for SCB and NOT for DESFire
emulation PrivatelD encoding
DESFirelDPrimeDiversification=0

;;Added in SECard V3.2.0, begin
; DESFire EV mode : 0=EV1 mode only, 1=EV2 else EV1 mode, 2=EV2 mode only
DESFireEVMode=0

; If card and selected EV mode is EV2 then user can choose to lock card in EV2 mode only by setting
DESFireLockEV2Mode=1
DESFireLockEV2Mode=0

; If card is an EV2 then user can choose to use DESFire EV2 Proximity Check by setting
DESFireEV2ProxCheck=1

DESFireEV2ProxCheck=0

; and defines max time to get a response from the chip, in multiple of 100 us
DESFireEV2ProxCheckRespTime=20

;;Added in SECard V3.2.0, end

[BlueMobilelD]

;Added in SECard V3.0.0

;Virtual access card name max 14 characters
BMIDVCardName=AyVCardNamB

;Blue Mobile ID Read mode, 0 = PrivatelD, 1=From DESFire configuration

;if From DESFire configuration is selected, all BlueMobilelD settings will be ignored and replaced by DESFire
configuration

BMIDReadMode=0

;Keytype, 0=one key, 1=two keys
BMIDKeyType=0

;KeyValues, all key are 16 hexa bytes, *Change* = 0 for non change, =1 for changing
BMIDCurrentRWK=00000000000000000000000000000000

BMIDChangeRWK=0

BMIDNewRWK=00000000000000000000000000000000

;Write keys are only used if Keytype=1
BMIDCurrentWriteK=00000000000000000000000000000000
BMIDChangeWriteK=0

BMIDNewW riteK=00000000000000000000000000000000
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;:Data size/offset/reverse
BMIDDataSize=5
BMIDDataOffset=0
BMIDDataReverse=0

;Display options , O=disable, 1=enable
BMIDDisplayConfName=1
BMIDDisplaySiteCode=1
BMIDDisplayDisplaylD=1
BMIDDisplayDisplayRemotel=1
BMIDDisplayDisplayRemote2=0

;;Added in SECard V3.1.0, begin

; If ARCBlueMode=1=0rangePackID, Companyld = 2 hexa bytes, Serviceld = 4 hexa bytes, Accessld = 6
hexa bytes, TX power integer value

BTS_OrangePackID_Companyld=0000

BTS_OrangePackID_Serviceld=00000000

BTS_OrangePackID_Accessld=000000000000

:BTS TXPower in dom : 0=-16, 1=-12, 2=-8, 3=-4, 4=0, 5=4

BTS_OrangePackID_TXPower=2

;;Added in SECard V3.1.0, end

;;Added in SECard V3.2.0, begin

;If ARCBlueMode=2=STid Open API
;Complete local name, max 5 char
STidOpenAPICLN=ARCoa

;Site Code two hexa bytes
STidOpenAPISiteCode=51BC

;3 General purpose bytes
STidOpenAPIGPBS=000000

;To enable secure communication set to 1
STidOpenAPISecureComm=0

;;Added in SECard V3.2.0, end
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T14.7 - Securing the command line mode

To secure the command line operation, it must be secure:
» The import configuration file, loaded with -i parameters
» The login by securing the parameters —u et —p that appear in plain

Note: If the import configuration file is used in encrypted then just put the parameters —u et —p as data in this
file.

Changes to the files .gcf

The addition of the security in command line mode involves maodifications of the data (for illustrative
purposes) in SeCard.gcf file.

[Login]
ACCESSLevel=2

[File]
Settings=.\SeCard.pSe
Location=0

[Serial Number]
SN=AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

[Lang]
;1033=Us
;1036=Fr
LangID=1036

[CompatibilityVersion]
eSe_SCB=1

[CommandLineRSA]
; This section ONLY exhibits values integrated in SeCard, none of them is used.
; This is just to remind the values defined in Manual/Specifications.

; RSA decryption for command line configuration file import
; fixed public exponent e = 010001 (hex)
; keyLen : 1=1024bits, 2=2048bits, 4=4096 bits

; Key for RSA 1024 bits
;RSA_pub1=3CA377661F13DE29E51E9C2B94CBB7F58EEE4B40377FA3FE22A0EC37F965E7D810E64CCO1F3
3391B7FB6AB5AC13CEC7D16EA07B07ACA67934A39C79985D13FC0B1599FEB435721CA4192A31AB805D82
39DC52D1F7F55DED1452DC2309824AB655E719371BD9A103D6AC0308EEEDEAES57E0B14B978DA47A2DBE
73377471132D05

;RSA_privl=PRIVATE

; Key for RSA 2048 bits
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;RSA_pub2=E511A50D7CE6C94D37B99EA0206F5CBDB1402C5D20BA92CEFDF29C1D553A645BCAD3C2D118
068F7AF1EB49D577C76E170993291ABA56E1E4DC1119539D8EBA635140DCD51B6F36A949FA7EB8594683
8796FFC09DC57CD1B1B0649F9B15B5610934EAF62DD0B51BA327F7C65E28EC400D6380E9F9CAO0C3D6CAF
AEBB1F6CCA2FFBDB4199A6DDF2E43A761AEA83DFF176909AE772DC453CFA9D54C24600E3B2B8ABB2574
9D610B5DC85E9146E59AB46AB07A87B6C1F813A53DDCB5C6119BB6ABAEAB3788B0F2B23382A6FB8B617
77AF67C4F1606AC199A0BDB40A4B0OBE5C104D773293790D64743028C79C88C61E76C90460696D8CD42AA
E7718246DC1B1B38F329

;RSA_priv2=PRIVATE

; Key for RSA 4096 bits
;RSA_pub4=5EE503A29011327ECC85F50144CEB2009663DCE96A1EE2C20E065067DCF5D2585FB4ECA532E
DB213A7859F32398958C37088563A0795E482DFD67929EF5C6195DECE80BID55E54F0644C3A90DFEBDCE
01D84255B3BA4A4B4499D409F00C82065645D1096B07C0466C8BF52C037CD360FB068895D5787825F50FC
A1307058087D7BA045517F7BA4C9B4A9357A1C409ED2FB2C3425FE8F6FCAD6344CF8E798BFB87A417A83
27BC443E8D6F32211758F50A74AC56B2E3EFFBA38BAE087E3844AA742864F3C64AB182E6D4A5F2346648F3
1796146B705A2B5B02EA867247258560DAC206F4CE9040C458B81197E051A1EB7A40C81A6D3A39A4CCB6
EC1667CDCC77F2C0C4D74CE98D9BCODA4C3088E7348F4E1B20AC13B9D099ACEF1A720C2CF41B06E7B316
DBCBE167A2F0CC69FABED315C308307CF8AD7BC2FCA14861E92CC51DD0654A66639766BC2BF42F5D39A7
2FBB1594CBC20073AFDEE531226024DF3CAF4790BA147FE71315672751AED93833EFC915B7B8A9DF9387
6C53B466B72553F8C7B84B32CD19C00BAF61F9902A346D2F1ABF0223CC21C1EEFC5838B7B4859F983A530
14693838B45B08CF65F1E9BFB8B5AC420F595ADAEE893F854174D51749F31C074E61A9806080A0184F1C2
COD11AA82367C8C9B1299D4FB7F3A271BDF5811C8B9A17843288CA390ADCFBD28E7DDD0C8611B02F959
AAB9703BF595FA1B46CF77

;RSA_priv4=PRIVATE

Encryption of .Se file in .CSe
To encrypt the import configuration file use the DLL CmdLineLib.dll.

The DLL, its user manual and two sample applications are available in the folder SECard
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T15 - Recommendation to save the configuration files PSE

T15.1- Definition

Configuration files .pSe are files created by SECard. They contain all the configuration settings of the readers,
RFID chips setting and login SECard password. These files are encrypted with AES-CBC and are therefore
unusable without SECard. Of over .pSe files can be locked by read password, one will be asked to open. This
password uses a hash key.

T15.2 - Use

The default .pse configuration file (comes with SECard) is file Secard.pSe, that is located in the SECard
installation directory.

At the first opening of SECard it is necessary to fill in the fields on the communication with the RFID encoder
(STR-xX).

It's possible to save these settings (and all other) in another file. PSe using a file name and a directory
different from the default. The last file PSe used will be automatically loaded to open SECard.

T15.3 - Recommendations

.pse files contain sensitive data, it is therefore necessary to consider, backup and archiving. It is therefore
advised to follow the recommendations:

e Use pse locked files with different login password.

e Limit the diffusion of these files

e Save files pSe on a computer other than the one used to encode
e Archive pSe files on a media unmodifiable (CD / DVD)

e Inthe last option the user can retrieve the current settings and save the list of parameters in a text
file, which is protected by a third method (eg rtf file product can be zipped, encrypted and backed up
by the entity in charge security).

Users who have access to SECard and can open files pSe have access to the data they contain therefore the
values of security settings (key values, cryptography used ...), so be careful that these people are trained to
using SECard and that they are of confidence (authorized..).
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T16 - Glossary

<

AES: Advanced Encryption Standard. Encryption algorithm using a public key of 128, 192 or 256 bits. SECard uses
128 hits keys.

ADF: Application Dedicated File.

APK: Android Package file.

Application: Application contains data files.

Application Master Key: Application master key of MIFARE® DESFire® and MIFARE® DESFire®EV1 RFId chips.

Authentication: Security mechanism based on an algorithm (AES, Cryptol etc. ...) using a key.

BCC: Check Byte of CSN. Used by MIFARE Ultralight® and MIFARE Ultralight® C.

Card Master Key: Card master key MIFARE® DESFire® and MIFARE® DESFire®EV1.

Company key: Protecting key of « SCB » badge and reader it configure.

Cryptol: Private Encryption Algorithm (NXP) based on 48 hits key. Used by MIFARE® Classic® and MIFARE Plus®
Level 1.

CSN: Chip Serial Number

DF: Dedicated File

EF: Elementary file

Encoding: User code in chip memory writing.

FCP: File Control Parameter

FID: File Identifier. File number.

Format: MIFARE® DESFire® and MIFARE® DESFire®EV1 chips format.

HCE: Host Card Emulation.

Lock Bytes: Used by MIFARE Ultralight® and MIFARE Ultralight® C chips.

MAD: Mifare® Application Directory. For more details, please refer to the NXP documentation AN10787 MIFARE®
Application Directory (MAD).pdf.
Mifare Plus Levels: Security levels of MIFARE Plus® chip.
> Level 0: MIFARE Plus® configuration security level
> Level 1: MIFARE® Classic® Compatibility level. Use Cryptolalgorithm.
> Level 2: Not used by SECard. Intermediate level.
> Level 3: Strong security level. Use AES encryption algorithm.
NFC: Near Field Communication
OTP: One Time Programming.
Private ID: Private (user) Code.
PUPI: 14443-B chip serial number.
SCB: Secured Configuration Badge for TTL readers.
SSCP: STid Secure Common Protocol.
SKB: Secured Key Bundle contains AES-3DES-Cryptol keys, it is used by RS232 RS485 and USB readers to deal
with indexed security keys.
UID: Unique ID, unique chip identification number.
3DES: Triple Data Encryption Standard. DES variant, the algorithm is based on two keys of 56 bits.
Diversification keys - For more details, please refer to the following NXP documents:
MIFARE® DESFire® EV1 and MIFARE Plus®: AN-165310.pdf MEthode NXP MIFARE® SAM
MIFARE® Classic : PSDF072EV2.pdf §8.6.1
MIFARE Ultralight® C: P5SDF072EV2.pdf §8.6.2
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SECard V3.3 evolution

Date Description

Added:

- SCB R/W configuration card for ARC R/W Bluetooth readers.
- OCB configuration card for OSDP readers.

- Protocol PAC and PAC64.

- Prohibit offline mode VCard deletion.

- Duress biometric.

- AutoChangeSerialCommKey

Modification:

17/12/2018 Encoding of user cards for fixed size protocols:
Now they are considered as variable sizes whose size is the size of the chip to encode.
This solves padding and offset issues if the size of the output protocol is different from the chip

size. Attention no modification for the protocol w3i.

- Modification of the driver (on the install) of the CBM MSO to take into account the version MSO
1300-V3

Suppression

- LXS and WAL v1 configuration wizard (use SECard V3.2.x).
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REVISION

Date

Version

Description

25/03/2014

5.0

Creation.

18/04/2014

5.1

Changing screen printed following the removal of the question mark “About”
“Mutual Life and Wrenching signal” added for R33+INTR33E (p25, 37, 128)
Verbose mode added in command line (p130-132)

03/12/2014

5.2

Reference ARC USB reader added / Security certificate installation added / Compatibility table modified / Warning on administrator
rights added /Step by step for “Save as” added / Wizard SCB WAL print screen added / Table of chip available to create SCB /
Wizard SCB WAL added / Authenticate encryption for ARC added / Red LED on tearing added / Scramble option added / Step 7 in
wizard SCB ARC added / Authenticated encryption key added / Note about formatting DESfire added / ARC-F added / File Se modified
/ All print screen changed.

02/03/2015

5.3

Security certificate delivered by a trusted certificate authority instead of the certificate STid/ Chip activation added in settings file for
command line

14/12/2015

5.4

Part1:New compatibility version added (p9) / Modification of the passwords (p17-19) / ARC1 added (p50) / Biometric data into
reader added in Wizard ARC (p58-59) / Data type to read added for DESFire FID ID1 (p69) / Diversification NXP with AID reversed and
padding added (p72) / NFC-HCE setting sand keys added in Wizard LXS, WAL & ARC (p86-89) / “Key Ceremony creation mode” added

for SKB(p96-99) / Creation of Biometric Configuration Card BCC added (p100-103) /
Part2: ARC1 added (p126-p131) / Chip type HCE added in Wiegand 3T (p143) / Biometric Data into reader added (p162-164) / File Se
modified/
All print screen changed.

19/12/2016

6.0

Part 1: 1.4 Windows installation location of user files added // 1.6 Compatibility modified // 11.2 Blue Mobile ID encoding added // I1.4
Credit Request added // 1.5 SCB ARC wizard: Blue Mobile ID options added // lll.7 Mifare DESFire settings: configuration Blue mobile,
communication mode added // 111.8 Mifare DESFire keys: NXP diversification data, Diversified Key Random added // Ill.11 Mifare Classic
settings: Biometric template sector added // Ill.15 Blue Mobile ID settings added // Ill.15 Blue Mobile IDkeys added // VI.1 Data: Random
list added // VI.2:Encode Blue Mobile ID added // VI.3 STid Mobile ID+ added // VII.9 Update: example added.

Part 2: T2.1: Powering up modified // T4.2: Protocol 3T BLE added // T5.2.2 Message structure modified // T10 Life signal function:
specific signal added// T11 Tamper switch: specific signal added // T13.6 Import configuration file: new reader parameters added //
SECard Evolution added.

04/08/2017

6.1

Part 1 : 1.5 Compatibility modified // Ill Upload SCB via serial added // II.5 LED light at Bluetooth® connection // Keypad Options //
Screen Rotation // Orange Pack ID // 111.7 /9/11 derogation biometrics // IIl.8 IDPrime diversification //I1l.12 MAD key A // 1115 Read
mode Blue // 111.17 Orange Pack ID added // IV.3 Index keys assignation // VI.2 bio Derogation // VII.5 delete DESFire file

23/10/2017

6.2

Tools DESFire Delete Application and File for IDPrime added // -b to specify the Baudrate in command line

19/03/2018

6.3

Part 1 : 1.5 Compatibility modified // II-2 user rights Use tools added for power user // II-3 File: Password generator added // II-4
Credits: Delete VCard and dynamic credit counter // Ill IHM modification // Step 6 of the configuration wizard : option to attenuate
the LEDs added // Step 8 of the configuration wizard : Open Mobile Protocol added // In STidMobilelD 2 new thresholds in card mode
added // IlI-7 Predefined configurations DESFire & mode EV2 added // Ill-15- Add print Open Mobile Protocol // VII-5 DESFire tools
lock EV2 added
Part 2: T4.2 Protocol 3Eb 3V 3W added// T13.6 Modified configuration import file

09/07/2018

6.4

Addition: NFC Mobile ID

11/12/2018

7.0

Addition: OCB // R/W SCB // serial configuration RW reader/ / PAC &PAC64 protocol // Duress biometric // Deletion of all pages
related to standard readers
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