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I.  ARCS-R31-X-BT1-xx configuration

I-1. SECard settings
Step 1: Connect STid ARC-W35-G/BT1-5AA encoder to a com port of the computer.
Step 2: Launch SECard.exe 2 V3.0
Step 3: At first use, the software opens a window to enter the serial number of 32 characters located at the back of

the encoder. After recording the number, the software doesn’t reiterate this request.
Identification Nb

Enter identification number (32 digits)

[ OK ] [ Annuler

Step 4: Select the Access level « Administrator » and the password: STidA

ScECARD

The software tool to keep control of your security

@® User Password /v) OK

© Administrator @ Load

Step 5: In SECard settings, select the COM port on which the encoder has been connected, if you do not know the
number click on the interrogation point.

) SECard - The software ool to keep control of your security €} SECard - The software 100! 10 keep cantrol of your security =
A |
SECard settings
Communication between SECard and the encoder
SECard Identification number
) e |
o ——= A VEbe  ARRARARAAARAAAAARAAAAAARRARARAXA
E“ - Serial communication settings.
| Pot audeate Securty mede
\ - T N com | (2 B0~ Plain
N\ — =4 Encoder
8 SSCP communication keys
@
: Userrights Signature
Version 10,0221 Potabie Eatin sim
. Encryption
The software tool to keep control of your security User manval ] @
Fies ,f Chang Keys Change SECard keys only
r T Encoder authorized communication modes. Blue Mobile ID encoding
‘;_ﬂd': Require smaniphone unlocking for configuration encoding
i s Plan Signed Encrypted Require smartphone unlocking for Vitual Card encoding
—=
Reader User card a = [ §
settings configuration management i - [7]
Manage security settings Cr - rectly x
your own o cards to RFID functions D Comoct
Tools

Step 6: Define permission to encode in smartphone

Blue Mobile ID encoding
[T]Require smartphone unlocking for configuration encoding

[C1Require smartphone unlocking for Virtual Card encoding

1
‘ Apply ‘
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I-2.  Select ARC series configuration wizard

@&}, SECard - The software tool to keep control of your security =, £
h Reader configuration
Home Create your own reader configuration
—
Settings @
LX series configuration WAL series configuration C series configurat
Reader Compatible with Compatible with Compatible with
configuration LXS, LXE, LXC, LX1, LDS, STR, MS, MXS, ATX WAL, WALZ, WAL3 Architect®, Architect® One, Architect® Blue

and Architect® Secure

Current configurations:

SKB
,..ﬁ\ < Detailed
% configurations
BCC n
R
b L3 Read
Create Current operation: MNone
user cards
-y Status: S
* Place your SCB or your smartphone (with STid Settings \D Cr_eale scB/
Tool app) on the encoder and press Create button d Virtual SCB
ools

I-3. Reader: Setting

-
ARC SCB wizard

SCB Wizard configuration
For models:

Architect®, Architect® One, Architect® Blue and Architect®
Secure

SCB level - |
< | @ Full settings > ) Reader settings only ) Chips settings only J

o
MIFARE DESFire | setings | P weys | @
MIFARE Plus SL3 (F setings | |4 Keys | o
MIFARE Classic/SL1 (f setngs | [P Keys | 0
MIFARE UltraL ight/C (¢f setings | [P Keys | o E
Blue Mobile 1D | sefings | |4 Keys | .
NFC-HCE (f setings | |4 Keys | [TO
s
4NELL=D NEMU- ST %

(@ Close
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Follow the 8 steps of the wizard:

ARC SCE wizard

Configuration wizard

Create your SCB reader configuration card

Wizard configuration steps:

- Reader selection

- Reader communication protocol

- Reader physical protections

- LED and Buzzer

- Keypad, biometric and ARC new options
- Bluetooth® Smart

The functions available with the configuration card (SCB) depend
on the generation of the reader's firmware.

You must choose the SECard version corresponding to your
reader generation.

i Click to view firmware compatibilities array

Choose Secard version to use

I ] Select the SECard version compatible with the
[sEcard va.0x [

firmware reader version

i Click to view compatibilities ARC/ARC1

BT «T>) BT

The firmware version is located on the label of the reader and is indicated after the initialization phase of the
reader by a color code:

Red =+10
Orange =+5
Green =+1
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ARC SCE wizard

Reader reference selection

Choose reader type to configure

UID (103 readers only)
TTL

Private ID and/or UID (PH5/PH1/BT1 readers only)

Serial with decoder
Easy Secure

Serial with decoder
Easy Remote

External functions activation

Keypad configuration

@
|
NG [¥] Biometric configuration

h

TIL Wiegand or Clock&Data (R3 Wiegand Encrypted (S31)
Serial RS 232 (R32) © USB (R35) © RS 485 (R33) O
Serial encryption RS 232 (S32) © USB (S25) © RS 485 (333) ©

RS485 / Wiegand or Clock&Data (R33+INTR33E)
RS485 / RS485 (S33+INTR33E TAA/TAB)

RS485 / Wiegand or Clock&Data (R33+INTR33F)
RS485 / Wiegand Encrypted (S33+INTR33F)

KN ETTE

Wiegand or Clock&Data (R31/103)

Select TTL R31
Sefect TTL S31

=)

ey -
D [¥] Touchscreen configuration
Mo

Blue Mabile ID configuration

All the options are activated in this guide (Keyboard, Biometry and touch screen) if one of the options is not

used, deactivate it by unchecking the corresponding box.
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’
ARC SCB wizard

Reader communication protocol

Protocol type and parameters

Private ID security Protocol options

[C] Data authenticated encryption _
Data size 3 3 byte(s)

Protocol

5 Wi i i Forced

@ -

@ \Wiegand 26 bits - 3i [ site code 2 bytes B
© Glock&Data 32 bits - 2H on UID

@ Clock&Data 32 bits Crosspoint - 2S 1S014443-3B PUPI / iClass

Enabl MSB First
© Clock&Data 40 bits - Iso 2B V Enable 1V s

“ Wiegand 36 bits (32+4 LRC) - 3Ca Card ID range filter (LSE)
© Wiegand 44 bits (40+4 LRC) - 3Cb upo to [00000000
range  ~~—~~"""~ ™/ T oToTo

© Wiegand 32 bits - 3La
~ Wiegand 40 bits - 3Lb
© V'iegand 64 bits - 3T
@ (Qlock&Data custom size

= Wiegand with LRC custom size

@ Wiegand custom size

ARC SCB wizard

Reader physical protections

Switch and life signal options

Reader protection options

Save user keys in non volatile memory
[C] Erase keys on tamper switch activation

On tamper activation keeps LED red as default
Tamper switch signal

Common frame for Tamper and Life signal

oc 1c
Life signal Accelerometer sensitivity
@ Disabled 0 Normal
© Generic

) Reader specific

T (€] ETTE

Are checked the most commonly used options, it is possible to activate or deactivate these options according
to your specifications.

h
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-

ARC SCB wizard

LED and Buzzer

Options and parameters

LED default state

Mode

o Off

© Fixed

© Blinking
@ Pulse

© Rainbow

LED1
input color

h

LED?2
input color

Color

Blink duration Pulse speed
x100ms
4 = 0 Medium

External control LED color

LED1+LED?2
input color

KT «) BT

DB 5 )

Card detection action

Blink times Color
o &

LED duration
x100ms
0 7]

5 L

Buzzer duration
x100ms

7]
4 =

’. Buzzer sound level 0] Medium

Enable external LED/Buzzer control

[
1 =

Direct buzzer

.

ARC SCB wizard

Reader Biometric settings

Security level

1 3 2
Threshold

5 3 1

Keypad options
Mode
@ Card OR Key
@ Card AND Key

Key transmission
) 4 bits framed

@ 4 bits

© 8 bits

0 X Keys framed
Number of keys 4 5

.

Keypad, biometric and ARC new options

MNumber of fingers to enroll

&
=

Mumber of fingers to check

]
3]

Minutiae capture consolidation

[C] Scramble Pad

Display

© Keypad

@ Default image

KT a«ry] ETN

[[] Biometric data into the reader

ARC options
&l Eco mode (Low Deny UHF
Power) configuration

o O
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’
ARC SCB wizard

Touchscreen options
Display settings configuration

Reader language

English -

(Only by serial link - No SCB)

2o N\ D28

Display images (] (]

Loading your images
into the reader

Port COm

Baudrate 38400 =

h

Activate Bell (]
Reader state ’Badge detection image and text v]
Texts

Colar -

Line 1 |Detected card |

Line2 | |

Line3 | |
Image Load Delete Adjust

-
K<

O NN E ]

e

o=

Detected card

You can choose new images or keep the default image as shown in the example.

.

ARC 5CB wizard

Blue Mobile Id options

Display settings configuration

BB ¢ |

Designation
Configuration Name (max 14 characters) * Tuto-STid [s Enter the name that will appearon
Site code * oz 1@ | the virtual SCB
TE
Identification modes and communication distances Enter a value for the site
code
Card Hands free
Caontact Up to =3m
D
Slide
Very short
&)
TapTap Remote options
- Up to =3m
"& 0 @ Remote 1 © Remote 2
Wy
[T Requires smartphone unlocking to authenticate
[er>)

Define the identification modes and the desired communication distances according to your installation.
Note: If the hands free mode is activated, due to the Bluetooth technology it will take control of the other
modes.
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I-4. Reader: Keys

= Ful setings

Roader
MIFARE DESFiro
MIFARE Plus SL3
MIFARE Classic/SLt
MIFARE Utralight'C
Blue Moble 1D
NFC-HCE

cps3

e
=\ D SCB Wizard configuration
ﬂ ,I‘ ’ For modale:
5 B e Tp—————p—
&z S
scBlevel

Reader sefings only Chips settings only

J setings @ .
o Semags o Keys J O
o semags o Keys o
o Semngs P Keys JoN
o Setings & Ky o
& selings & Keys "
& setings £ Koy 7o
& sengs 5

g ‘

-
ARC SCB wizard

Reader security keys

Keep control of your security. Define/modify your keys.

- SCB company key

Current
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEE

V!

00000000000000000000000000000000

~ Serial communication keys

New New

Enter a value to protect your
configuration and your

reader

New

~ ARC UHF configuration protection key -

UHF write key  Frrrrrer

[7] New

~PUPI 1SO14443-3B

["] Signature Key

Key

— —

ARC SCB s
o Full settings Reader saftings only
Reader o Setings
MIFARE DESFire | ¢F  setings
MIFARE Plus SL3 o Setiings
MIFARE Classic/SL1 | ¢f Setings
MIFARE UttraLight/C ¢F Settings
Blue Mobile 1D «f  Seftings
NFC-HCE ¢ Settings
CPS3 ¢ Settings

q l, SCB Wizard configuration ‘
(% ' For models:
ﬂ AS(:C'::CIQ Archrect® One, Architect® Blue and Archtect®

SCB level

Chips settings only
| Keys .
[ Keys | J7on
o Keys g o
o Keys J7on
P Keys Jon
| Keys | N
| P Keys Ton
ki
(¥ Cose

The configuration of the settings and keys reader is complete. You can use the typical sample configuration
below to configure chip.
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I-5.

Blue Mobile ID: Settings

ARG SCB wased

0

SCB level
o Full settings

Reader

MIFARE DESFire
MIFARE Plus SL3
MIFARE Classic/SL1
MIFARE UnraLight/C
Biue Mobie ID

NFC-HCE

SCB Wizard configuration

For models:

Architect®, Archiect® One, Architect® Blue and Architect®
Secure

Reader satings only Chips settings only

¢f Settings
| ¢f  setings
¢f  Seftings
| ¢f settings |
¢ Settings

¢§ Settings

%% | % B %S
Z
5

¢f  Settings

¥ o

99494948

]

-
ARC

SCB wizard

/}g Blue Mobile ID

Reader parameters
- Read mode

@ Private ID

) From DESFire

~Key type

©@ One key (RW)

© Two keys (R and W)

~Data
Size 3

@p @y

Offset 0

[71 Reverse

Virtual access card parameters

Virtual access card name (max 14 characters)*

STid Access|

T Enter a name for virtual

Card preview

card*

7

STid Access
Tuto-STid
1D2F
XXYYZZ

¥ ID
[v] Site code

[¥] Configuration name

[C1 Remote 1
[71 Remote 2

i) (e
8 Validate ) X  Cancel

* Choose a significant name in relation to the access for which this card is created.
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I-6. Blue Mobile ID: Keys

ARC SCB wased
-\ N SCB Wizard configuration
(" (% ‘f For models:
Architect®, Architect® One, Archiect® Bhoe and Architect®
= Z Secure
SCB level
o Full settings. Reader seftings only Chips settings only
Reader «f Settings o Keys [ iond
MIFARE DESFire | ¢F Settings o Keys 0
MIFARE Plus SL3 ¢f  Settings o Keys 0
MIFARE Classic/SL1 | ¢f settings o Keys 0
MIFARE UttraLight/C ¢f Settings o Keys 0
Bive Mobile ID o Setings ©
NFC-HCE ¢ Seftings o Keys 0
CPS3 ¢ Settings 0
(¥ Close
» a
ARC SCB wizard
Blue Mobile ID keys

Q& ®

Keep control of your security. Define/modify your keys.

~ ReadWrite key blue

Current 00000000000000000000000000000000 Enter a value for Blue Private
| —
[¥]New BE7072357526C30259505CD124E60936 @/ ID read/write key

~Write key blue

New

& vy (X Corce |
1‘ Vahdat X  Cancel

In case you want to use the same identifier in Virtual Access Card and on physical card DESFire® follow the
two steps below, if not go to I-8 Creation of the virtual configuration card.
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I-7. DESFire® settings

ARC SCB wizaed
(o) ) SCB Wizard configuration
LR ’ For models:
& Architect®, Architect® One, Architect® Biue and Architect®
/4| Secure
SCB level
o Ful settings Reader settings only Chips seltings only
Reader o Setings £ Keys -
MIFARE DESFire £ Keys Q)
MIFARE Plus SL3 ¢f Seftings o Keys 0
MIFARE Classic/SL1 ¢f  Seftings o Keys 0
MIFARE UltraLight/C ¢ Seltings o Keys 0
Bive Mobile 1D o Seings | |4 Keys L |
NFC-HCE ¢f Settings o Keys Jon
cps3 d Settings ® 0
(¥ Close

Select the Read mode « From Blue Mobile ID », all the settings and keys DESFire are inherited from the
Blue Mobile ID configuration and appear grayed out in the wizard.

VARC SCB wizard 1
MIFARE DESFire parameters
-Read mode —————, ~Keymode — ~Crypto -
1 UID
R 3 One key per file (RW) 3DES
) Private ID
= S @ AES
) Private ID else UID i e
WO Keys per iie an
( B Frz Blue MobieD | ' ys per file ) AES else 3DES
~ DESFire options
M Use FID key ID to change T &
[l Format Card key vahie Application IDentifier (AID)
Random Id Free C/D MAD3 |FiD2F0
Free App Dir =
Fully Enciphered
MSB First Enable FilelD2
~FilelD1 (FID1) ~FilelD2 (FID2)
Raw Write Concatenate
0 % as FID2 1 % ® First
? @
3 g 4 3
o 8 o 8
Biometric template FID nb h 2
d !V, Validate j X Cancel
Settings are:
User key type Inherited from Blue
Authentication AES
AID OxF” site code BLE”0 (MAD3 active)
MSB First Activated
Random Id Non Activated
Enable File 2 Non Activated
Data type Brut
Size Inherited from Blue
Offset Inherited from Blue
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oo\ ) SCB Wizard configuration
A ) (] e
74 n @/ &huﬂ@_mmmm Architect® Bive and Architect®
SCB level
s Full seftings Reader settings only Chips seftings only
Reader o setngs | (P Ky | @ C
MIFARE DESFire & Setings | oy
MIFARE Plus SL3 «f  Setiings o Keys on
MIFARE Classic/SL1 of setings | | Keys | J O
MIFARE UtraLight/C ¢ Settings o Keys - O
Blue Mobie 1D & setings | | Keys | -
NFC-HCE f Settings o Keys o
ol o setings N
e =
r N
ARC SCB wizard
MIFARE DESFire keys
~ Card Master key - Diversification
[V|Enable [VICMK NXP AID reversed
NXP diversification data Padding
3DES diversification key
New FFFFFFFFFFFFFFFFFFFFFFFFFFEEFFFE
- FilelD1 Keys - FilelD2 Keys
N @ I
0 &
New BE7072 C 9505CD124E60936 New
Write key ~Write key
| [ | [r~)
1 ® ¢ ®
00000000000000000000000000000000 00000000000000000000000000000000
New BE7072357526C30259505CD124E60936 New 00000000000000000000000000000000

~ DESFire biometric template file security keys

~Write key

New o
~ Diversified RandomID Card key to GetUID
¢ = 1t 000000000000
New 4 [ ¥  Cancel
Keys settings are:

Card Master key Value of Blue’s reading key

Application Master key Value of Blue’s reading key

Diversification Enable, on CMK according to AN10922

NXP diversification data 0x 8000...00

FileID1 key number 0

FilelD 1 key value Value of Blue’s reading key

Note: in case of two keys mode for Blue Configuration, the write key number will be 1.
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( ARC SCB wizard )
SCB Wizard configuration
) For models:
Architect®, Architect® One, Architect® Blue and Architect®
Secure
SCB level
{0 Full settings = Reader settings only > Chips settings only
Reader l t¥ Settings l [ 4  Keys ] .
MIFARE DESFire (¢ setings | |4 keys | @
MIFARE Plus SL3 (¢f setings | (4P Keys | 0
MIFARE Classic/SL1 ((f setings | | 4P Keys | ("0
MIFARE UltraLight/C (¢f setings | | Keys | -
Blue Mobile ID [ ¥ Settings ] ‘ 4  Keys ] L
NFC-HCE [ t¥ Settings ] [ o  Keys ] o
CPS3 | ¢f Settings | o O
4NELU=/D NENLU- T 2
[CA>)
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[-8. Creation of the virtual configuration card

STid Settings application required

AND0ID  Gras " OS

ANDROID APP ON

£ Available on the

'\ Google play 'App Store

Your virtual SCB

STid Secure

@ STid Settings®

SameRsDESFire

Number of virtual SCB: 2

. Choose the Virtual Card you want to use
STid - All Rights Reserved 2016

Place the smartphone on the encoder and click Create SCB / Virtual SCB

@} SECard - The software tool to keep control of your security

< ©) ]

= o |

Reader configuration
Create your own reader configuration

Settings @

Launch SCB wizard to help you configure readeri
LX series connguration

WAL series configuration

Reader Compatible with
configuration

LXS, LXE, LXC, LX1, LDS, STR, M, MXS, ATX

Current configurations:

sCB Current Reader familly is: Architect®, Architect® One, Architect® Blue and Architect® Secure
Reader settings are configured

No valid MIFARE Classic or Plus Level 1 configuration available ‘ g ‘ ‘ ‘ ‘ D ‘
-ﬁ\ No valid MIFARE Plus Level 3 configuration available

MIFARE DESFire settings are configured
No valid MIFARE Ultra Light C configuration available
o No valid CPS3 configuration available
= No valid 125kHz/3.25MHz configuration available
No valid NFC_HCE configuration available
Blug Mobile ID settings are configured

=) = Detailed
@ configurations
BCC

Q @ Read

Create .
Current operation: None
user cards
5 Y Status: 3
S
‘\ Place your SCB or your smartphone (with STid Settings \ D C{;?atelssca
L i ‘ —
Tools

\

Note: virtual SCB is free, no debit credit.
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You can follow the progress of loading the configuration on the smartphone screen.

= %03 R AR L

Your virtual SCB

SECARD ‘

Configuration details

Reader (v1)

Reader Bluetooth Smart Part (v1)

(&N

MIFARE DESFire (v1)

STid tuto
Virtual SCB loading in progress...

After the creation you can see the virtual card STid tuto on the screen and the message in SECard:
L4 3 ¥ 0154

&) SECard - The software tool to keep control of your security (=]
= Your virtual SCB

Reader configuration

Create your own reader configuration

%) F

STid tuto

)
Settings -
X series configuration WAL series configuration ARC series configuration
Reader Compatible with Compatble with Compativle with
configuration LXS, LXE, LXC, LX1, LDS, STR, WS, MXS, ATX WAL, WAL2, WAL3 rchitect® One, Archiect® Blue
STid Secure Current configurations-

)

S < Detailed
5 O}
SameRsDESFire 2 configurations
BCC
= N
Q\ El Read
Create Compst cparation. S8 cand consted
user cards
Number of virtual SCB: 3 SRt
'}’ S Create SCB
Choose the Virtual Card you want to use L J

ace your SCB or your smartphone (with STid Seftings.
I > 7o 7 e e BY Vaas

m _

You can create a physical SCB card using a MIFARE® DESFire® EV1 4Kb minimum. Place the card on the
encoder and click Create SCB / Virtual SCB.
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[-9. Encoding the private ID

I N
@} SECard - The software tool to keep control of your security LLIQ

User cards

User card data management

R
0 i User code presentation 1
Settings ‘ ["] Pad right with zeros ["|Reversed encoding ["|Reversed decimal encoding ‘
S
Reader
configuration ~Card type
[] Auto type “ Classic/Plus L1 ) Plus Level 3 (~) DESFire EV1 (7 UltraLight C @ Blue Mobile ID ‘
Create
user cards
[V] Generate list [] Text file import ["]Excel file import
Text filename Excel filename
bata First 100-00001 - .
Last 100-00100
@ Sheet # First cell Incrementation
- Increment 00001 CRILF A1l @© by Row
Encode : by Colum
[TIRandom LSRN
)
- Data format control
STid Mobile ID+ First 100-00001
[~ (¥ Check Last  100-00100
Q, Number 100
/(. Validity OK
Tools

There are three possibilities:

Generate a list

Import a Text file

Import an Excel file (if for example the database already exists).
See the manual for explanations of imports.

If you want to make a single card for test pass directly on "Encode".
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STid Mobile ID application is required to encode the private ID on the smartphone

STid Mobile 1D

ID: 308789A0
1814188960

& STid Mobile ID®

Number of virtual access cards: 1

Present your smartphone to the reader or use

STid - Al Rights an other identification mode

q o]

< ; O

Place the smartphone on the encoder and click on Encode

@4 SECard - The software tool to keep contral of your security

User cards
Management

G Private 1D Read operations

Settings

l [un] Read UID/MMobile ID l

l E Read private ID l

Reader
configuration
Copy Read value as data
to encode
Mext user code 2
Create i ;
user cards Programming session log

S sl ¢ (O

et
-
Data
[[]Auto save programming log
Encoding type
@ Private ID
Cocous Private ID+Bio
Bio

4
Current config file

C:\ProgramDatalSTid\SECard

_ Current operation:  MNone
STid Mobile ID+ - v3.0.1.227\SECard.pse
3¢ . m g
4 QL ereeeeD

Tools
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[ Confirmer @

proceed ¥

If you encode a new VCard, the enceding process will
cost 5 credits, otherwise it will be free, do you want to

Settings

ﬁl

Reader
configuration

Create
user cards

S
-
Data

Encode

5

5Tid Mobile ID+

pad

Tools

#% SECard - The software tool to keep control of your security

Private 1D

MNext user code 100-002

Programming session log
Administrator : OK user code written 10000001 @2017/03/03 09:38:45
Programmation interrupted @ 2017/03/03 09:38:49

Current operation: Blue Mobile ID created
Status:

| 1/100

User cards
Management

Read operations

[ [Un] Read UID/Mobile ID ]

\ @ Read private 1D ]

Copy Read value as data
to encode

8 [¢ D

[[]Auto save programming log
Encoding type
@ Private 1D
Private ID+Bio
Bio
Current config file

C:\ProgramData\STid\SECard
v3.0.1.227\SECard.pse

‘ | %l Encode ‘
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= Your virtual access cards

STid Hall

STid tuto
Site code AC8A
1D:0A000A

STid Moebile ID
10: 20878940
814188960

Number of virtual access cards: 2

Present your smartphone to the reader or use an other
identification mode
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Place the MIFARE® DESFire® EV1 on the encoder and click on Encode

[ ‘

Reader
configuration

Create
user cards

=
-
Data

Encode

4

sTid Mobile ID+

pad

Tools

) SECard - The software tool to keep control of your security

Private 1D

Site Card

DESFire FilelD1

Programming session log

Administrator : OK user code written 10000001 @2017/03/03 09:38:45
Programmation interrupted @ 2017/03/03 09:38:49

Administrator : OK user code written 10010000 @2017/03/03 09:39:41
Programmation interrupted @ 2017/03/03 09:41:39

Administrator : Failure, retry ? 10010000 @201
Administrator : Failure, retry ? 10010000 @201 9
Administrator : 0K user code written 10010000 @2017/03/03 09:42:10

Current operation: Private |D written OK
Status:

User cards

Management

Read operations

I up! Read UID/Mobile ID l

I @ Read private ID l

Copy Read value as data
to encode

s (& [0

["] Auto save programming log

Encoding type
@ Private ID
Private ID+Bio

Bio
Current config file

C:\ProgramData\STid\SECard
v3.0.1.227\SECard.pse

‘ | ) Encode ‘

Configuration is complete, go to the step: VI-Save the configuration file
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II. Use a setting file (.pse) created with SECard < 3.0.0

You have an existing MIFARE® DESFire® installation and want to add and / or change readers for
Architect® Blue readers and use the smartphone to identify yourself while keeping your DESFire® cards.

It is not necessary to recreate a new configuration card the current SCB will be used to configure the Blue
readers.

In this case, a configuration inherited from the existing DESFire® parameters will be loaded into the readers.
Follow the steps below to encode the smartphones

Warning: Only works if the old configuration meets the following conditions:
- Read mode: Private ID
- Enable FilelD2: not used

- Biometric: not used
- Data type: Brut.

Load the configuration file into SECardV3.0 and enter the associated Administrator password:

_QJ\JJ,J‘A_

. =
The software tool to keep control of your security

@® User Password

© Administrator

@), SECard - The software tool to keep control of your security = 23

h Reader configuration

Home Create your own reader configuration

N
o
Settings @
LX series configuration ‘WAL series configuration
Reader Compatible with: Compatible with
configuration LXS, LXE, LXC, LX1, LDS, STR, MS, MXS, ATX WAL, WAL, WAL3 ® One, Architect® Blue

and Architect® Secure

Current configurations:

-

[=]

N & Detailed
2 configurations

&)
= &)
i Current operation: None
user cards
Y Status: =
/{\ Place your SCB or your smartphone (with STid Settings \D [;';.EELE‘SSCCBB"
ools
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ARC SCB wizard

Configuration wizard

Create your SCB reader configuration card

Wizard configuration steps:

- Reader selection

- Reader communication protocol

- Reader physical protections

- LED and Buzzer

- Keypad, biometric and ARC new options
- Bluetooth® Smart

The functions available with the configuration card (SCEB) depend
on the generation of the reader's firmware.

You must choose the SECard version corresponding to your
reader generation.

i Click to view firmware compatibilities array

Choose Secard version to use

——
@Card v3_0_x) -

z. Click to view compatibilities ARC/ARC1

ARC SCB wizard

Reader reference selection

Choose reader type to configure

UID (103 readers only)
TTL Wiegand or Clock&Data (R31/103)

Private ID and/or UID (PH5/PH1/BT1 readers only)

TTL Wiegand or Clock&Data (R31) @ Wiegand Encrypted (S31)
Serial RS232(R32) © USB (R35) © RS 485 (R33) ©
Serial encryption RS 232 (S32) © USB (S35) © RS 485 (533) ©
Serial with decoder RS485 / Wiegand or Clock&Data (R33+INTR33E)

Easy Secure RS485 / RS485 (S33+INTR33E TAATAB)

Serial with decoder RS485 / Wiegand or Clock&Data (R33+INTR33F) Select TTL R31
Easy Remote RS485 / Wiegand Encrypted (R33+INTS33F) Select TTL 531

External functions activation

[[] Keypad configuration D [T Touchscreen configuration

(] X
B)lie Mobile ID configuration

—
Era TS
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Click “Next” for all other steps without making any changes in the wizard:

ARC SCB wizard

Reader communication protocol

Protocol type and parameters

Private ID security Protocol options

[[] Data authenticated encryption

Datasize |4 byte(s)
Protocol
. Forced
© Wiegand 26 bits - 3i [ site code 2 bytes B
onUID

@ Clock&Data 32 bits - 2H

15014443-3B PUPI [ iClass
[C1 Enable

(@ Clock&Data 32 bits Grosspoint - 25

© Clock&Data 40 bits - Iso 2B

© Wiegand 36 bits (32+4 LRC) - 3Ca Card ID range filter (LSB)

uID/AD

= Wiegand 44 bits (40+4 LRC) - 3Cb -
range  CUO0eE0

© Wiegand 32 bits - 3La

© Wiegand 40 bits - 3Lb

© Wiegand 64 bits - 3T

(2 Clock&Data custom size

) Wiegand with LRC custom size

© Wiegand custom size

—

ARC SCB wizard

Reader physical protections
Switch and life signal options

Reader protection options

Save user keys in non volatile memory

[] Erase keys on tamper switch activation

©On tamper activation keeps LED red as default
Tamper switch signal

Common frame for Tamper and Life signal

oc 1c

Life signal Accelerometer sensitivity
© Disabled 7 Normal
© Generic

Reader specific

ARC SCB wizard

LED and Buzzer

Options and parameters

LED default state Card detection action

Mode Caolor Blink times Calor
Off ) ]
Fixed
Blinking LED duration

© Pulse x100ms

© Rainbow - G -

Blink duration Pulse speed Buzzer duration
x100ms x100ms
- 0 Medium + 3

’_ Buzzer sound level 0 Loud
External control LED color
LED1 LED2 LED1+LED2 p
input color input color input color Enable external LED/Buzzer control

. 1 :

Direct buzzer

ARC SCB wizard

Keypad, biometric and ARC new options

BBIVE) o XDE

Reader Biometric settings

1 [E] 1

S 5]
Biometric data into the reader

5 =] =)

58 e

Minutiae capture consolidation

Keypad options ARC options

Mode

® Card OR Key
Card AND Key

Scramble Pad
Eco mode (Low Deny UHF

Power) configuration

Key transmission Display

9 4 bits framed 9 Keypad
4 bits -
8 bits Default image o
X Keys framed

Numberof keys [+ &

TS, T

ARC SCB wizard
Touchscreen options DD.BDDDE
Display settings configuration

English
Activate Bell
Default image and text
colt
38400

ARC SCB wizard

Blue Mobile Id options
Display settings configuration

Designation

Configuration Name (max 14 characters) * SameAsDESFire [C1STid Mabile ID (CSN)

Site code * cors @

“Mandatory fiekds
modes and
[T Hands free
Contact
[ Slide: [)Remote

[ TapTap Remote options

Remote 2

@ Remote 1

[7] Requires smartphane unlacking to authenticate
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rARC SCB wizard )
SCB Wizard configuration
For models:
Architect®, Architect® One, Architect® Blue and Architect®
Secure
~ SCB level
© Full settings ) Reader settings only ) Chips settings only
Reader {F Settings ] [ o«  Keys ] (1
MIFARE DESFire (¢ setings | | Keys | i
MIFARE Plus SL3 («f Setings | |4 Keys | [0
Switch the button
MIFARE Classic/SL1 («f Setngs | |4 Keys "4 from position 0 to
MIFARE UltraLight/C («f Setings | |4 Keys g Position 1.
L/
Blue Mobile ID («f Setings | |4 Keys -
NFC-HCE («f Setings | |4 Keys
CPs3 ‘ ¢ Settings i —
ANELU=/D NEMU- e 24
E_de=>

Note: You do not have to enter in the Blue Mobile settings, all parameters have been automatically entered
according to the parameters of your DESFire® configuration.

Go to step I-9 Encoding the private ID
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III. ARCS-R31-X-PH5-xx configuration

llI-1. SECard settings
Step 1: Connect STid ARC-W35-G/BT1-5AA or ARC-W35-G/PH5-5AA encoder to a com port of the computer.
Step 2: Launch SECard.exe
Step 3: At first use, the software opens a window to enter the serial number of 32 characters located at the back of

the encoder. After recording the number, the software doesn’t reiterate this request.
Identification Nb

Enter identification number (32 digits)

[ OK ] [ Annuler

Step 4: Select the Access level « Administrator » and the password: STidA

SECARD

The software tool to keep control of your security

@® User Password

© Administrator

Step 5: In SECard settings, select the COM port on which the encoder has been connected, if you do not know the
number click on the interrogation point.

€} SECasd - The software tool o keep control o your security

SECard settings
Communication between SECard and the encoder

SSCP communication keys

SECARDS

ion 3.0.0221 Portabie Editon

Signature

"es
. Encryption
The software tool to keep control of your security User manval ] "
o Crangekeys Change SECard keys only
Encoder authorized communication modes Blue Mobile ID encoding
s Requre smartpn configuiation encodng
B Soued Encypiad Require smartphy ing for Virtual Card encoding
SECard Reader User card [
< z : a Apply [i] 2
settings configuration management = it

Manage security settings
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llI-2.  Select ARC series configuration wizard

&), SECard - L'outil logiciel pour rester maltre de sa sécurité =

Configuration Lecteur
Accueil Créer votre configuration du lecteur en toute indépendance

&

0] =
Paramétres 0 -
Configuration gamme LXS Configuration gamme WAL uration gamme Al
Configuration Compatible avec Compatible avec : Compatible avec :
lecteur LXS, LXE, LXC, LX1, LDS, STR, MS, MXS, ATX WAL, WAL, WAL3 Architect®, Architect® One, Architect® Blue
et Architect® Secure
Configurations courantes -
S(B Famille du lecteur courant = LXS, LXE, LXC, LX1, LDS, STR, MS, MXS et ATX
Pas de configuration Lecteur active
Pas de configuration MIFARE Classic ou Plus niveau 1 active
Y Pas de configuration MIFARE Plus niveau 3 active
f Pas de configuration MIFARE DESFire EV1 active
Pas de configuration MIFARE Ultra Light C active
- Pas de configuration CPS3 active

Pas de configuration 125kHz/3,25MHz active
Pas de configuration NFC_HCE disponible

Aucune configuration Blue Mobile Id disponible
) 2 Configurations
détaillées

BCC =
[N
[ Lire
= >
Création F— R
badges Opération en cours :  Aucune
aQ, Etat - 2 o
/{\ Positionner votre SCB ou volre téléphene (avec \D Creer\?CB." sCB
. Tapplication STid Seftings) sur lfencodeur et appuyer - irtuel
Outils ! ] sur e bouton Créer

llI-3. Reader: Settings

-
ARC SCB wizard

SCB Wizard configuration
For models:

Architect®, Architect® One, Architect® Blue and Architect®
Secure

~SCB level - 1
Full settings ) Reader settings only ) Chips settings only J

Reader gé” Setlingsz Of Keys l. Y (7

MIFARE DESFire ¢f Settings AP Keys
I .f Keys
l o«  Keys

| ]
l )
| |
MIFARE UltraL ight/C (¢f setings | [P Keys | o
| l
| )

MIFARE Plus SL3 [ 15 Seftings

MIFARE Classic/SL1 |¢f Setings

m

Blue Mobile 1D [ ¥ Settings [ o Keys .
NFC-HCE |¢f Setiings A Keys O
CPS3 ¢f Settings ("0
ANELU=/2 NEMU- LB ~ i
(@ Close
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Follow the 8 steps of the wizard:

ARC SCE wizard

Configuration wizard

Create your SCB reader configuration card

Wizard configuration steps:

- Reader selection

- Reader communication protocol

- Reader physical protections

- LED and Buzzer

- Keypad, biometric and ARC new options
- Bluetooth® Smart

The functions available with the configuration card (SCB) depend
on the generation of the reader's firmware.

You must choose the SECard version corresponding to your
reader generation.

i Click to view firmware compatibilities array

Choose Secard version to use

[sEcadvaox | Select the SECard version compatible with the
firmware reader version

i Click to view compatibilities ARC/ARC1

B (T BT

The firmware version is located on the label of the reader and is indicated after the initialization phase of the
reader by a color code:

Red =+10
Orange =+5
Green =+1
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' S

ARC SCB wizard

Reader reference selection

Choose reader type to configure

UID (103 readers only)
TTL Wiegand or Clock&Data (R31/103)

Private ID and/or UID (PH5/PH1/BT1 readers only)

TTL Wiegand or Clock&Data (R3 Wiegand Encrypted (S31)
Serial RS 232 (R32) © USB (R35) © RS 485 (R33) ©
Serial encryption RS 232 (532) © USB (535) © RS 485 (533) ©
Serial with decoder RS485 / Wiegand or Clock&Data (R33+INTR33E)

Easy Secure RS485 / RS485 (S33+INTR33E 7AA/TAB)

Serial with decoder RS485 / Wiegand or Clock&Data (R33+INTR33F) Select TTL R31
Easy Remote RS485 / Wiegand Encrypted (S33+INTR33F) Select TTL 531

External functions activation

=

Keypad configuration Touchscreen configuration

e
Blue Mabile ID configuration

KN <) BTN

All the options are activated in this guide (Keyboard, Biometry and touch screen) if one of the options is not
used, deactivate it by unchecking the corresponding box.

h

ARC SCB wizard

Reader communication protocol

Protocol type and parameters

Private ID security Protocol options

[] Data authenticated encryption
P Data size 3 Z byte(s)

Protocol

& Wi te A Forced

@ \Niegand 26 bits - 3i [ site code 2 bytes AB
> Clock&Data 32 bits - 2H on UID

@ Qock&Data 32 bits Crosspoint - 23 15014443-3B PUPI / iClass

v v i
© Clock&Data 40 bits - Iso 2B Enable MSB First

“ Wiegand 36 bits (32+4 LRC) - 3Ca Card ID range filter (LSB)
© Wegand 44 bits (40+4 LRC) - 3Cb up - o (00000000
range -~~~ " oo

© Wegand 32 bits - 3La

© Wiegand 40 bits - 3Lb

© Wiegand 64 bits - 3T

@ Cock&Data custom size

o Wiegand with LRC custom size

* INiegand custom size

([T

h
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7
ARC SCB wizard

Reader physical protections

Switch and life signal options

Reader protection options

Tamper switch signal

oc

Life signal
@ Disabled

© Generic

© Reader specific

Save user keys in non volatile memory
[C] Erase keys on tamper switch activation

On tamper activation keeps LED red as default

Common frame for Tamper and Life signal

1c

Accelerometer sensitivity

B Normal

Are checked the most commonly used options, it is possible to activate or deactivate these options according

to your specifications.
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ARC SCB wizard

LED and Buzzer

Options and parameters

LED default state

Mode Color
o Off

© Fixed

© Blinking

@ Pulse

© Rainbow ]

Blink duration Pulse speed
x100ms
4 = 0 Medium

External control LED color

LED1 LED?2
input color

input color

h

Card detection action

’. Buzzer sound level 0] Medium

LED1+LED?2
input color

K<) ETTE

EDE)ENES) 5 )

Blink times Color
o3

LED duration
¥100ms

o B L

Buzzer duration
x100ms

7]
4 =

Enable external LED/Buzzer control

[
1 =

Direct buzzer

ARC SCB wizard

Reader Biometric settings

Security level Number of fingers to enroll
8 O
Threshold Number of fingers to check
5 & tE

Minutiae capture consolidation

Keypad options
Mode
@ Card OR Key

[C] Scramble Pad
@ Card AND Key
Key transmission Display
-:- 4 bfts framed © Keypad
@ 4 bits
'j' 8 bits @ Default image
0 X Keys framed

Number of keys 4 =

h

Keypad, biometric and ARC new options

L
KN D)

[[] Biometric data into the reader

ARC options

&l Eco mode (Low & Deny UHF
Power) configuration

9 O
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’
ARC SCB wizard

Touchscreen options E}ﬂ =

Display settings configuration

Reader language English -

Activate Bell (]
Reader state ’Badge detection image and text v]
Texts

Colar -

Line 1 |Detected card |

Line2 | |

Line3d | |

Image Load Delete Adjust I %

(Oinly by serial link - No SCB) .

o=

2o o8 N\ D 8

Display images = (]
Detected card

Part COMA Loading your images
into the reader

Baudrate 38400 «

You can choose new images or keep the default image as shown in the example.

- .

ARC SCB wizard

Blue Mobile Id options

Display settings configuration E)EI

Designation

myConfighame STid Mobile ID (CSN)

6Ia9 | @

Identification modes and communication distances

Card Hands free
Slide Remote
TapTap Remote options
@ Remote 1 Remaote 2

Requires smartphone unlocking to authenticate

KN ()

\
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-4, Readers: Keys

[ R ' SCB Wizard configuration
A ‘ B For models:
( ST —

S
scBlevel
* Ful sengs Reader se@ngs only Chips settings only
Reader d sungs | [P -
MIFARE DESFiro o Semans Fa SO
MIEARE Pl L3 o smws | [ Ko o
MIFARE Classic/SL1 o Somngs £ Koys A
MIFARE UnraLigni g _sewgs | [_tem e
Bloe Mobde 1D & setings £ Keys Jo
NFGHOE S i T ]
gz o setiogs T

e
@ N
ARC SCB wizard
Reader security keys

Keep control of your security. Define/modify your keys.

- SCB company key

Current

o i
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF 00000000000000000000000000000000 @'

- Sl Conmunlcation Kixs Enter a value to protect your
configuration and your

reader
New New FFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFTT ‘
- Easy Secure or Wiegand encryption AES key ——————, - ARC UHF configuration protection key -,
UHF write key  Frrrrrer
New [7] New FFFFFFFF
~PUPI 1SO14443-3B ~Authenticated encryption (MtE) ———
Key
DSignature Key FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE
AT

ARC SCB wasd
2\ ) SCB Wizard configuration
(% i‘ For models:
@/‘ Archiect®, Archtect® One, Architect® Blue and Archtect®
Z Secure
SCB level
o Full settings Reader saftings only Chips settings only
Reader o Settings &£ Keys [
MIFARE DESFire | ¢f  setings | P Keys | 7o
MIFARE Plus SL3 « Settings &£ Keys Al
MIFARE Classic/SL1 | ¢f setings o Keys 0
MIFARE UtraLight/C ¢f Settings o Keys )
Blue Mobie ID o Settings | o Keys 0o
NFC-HCE ¢f Settings & Keys g0
cPs3 ¢f  Settings )

The configuration of the settings and keys reader is complete. You can use the typical sample configuration
below to configure DESFire® chip V- DESFire® EV1 configuration
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IV. ARC-R33+INTR33E (Easy Secure) configuration

IV-1. SECard settings
Step 1: Connect STid ARC-W35-G/BT1-5AA or ARC-W35-G/PH5-5AA encoder to a com port of the computer.
Step 2: Launch SECard.exe
Step 3: At first use, the software opens a window to enter the serial number of 32 characters located at the back of

the encoder. After recording the number, the software doesn’t reiterate this request.
Identification Nb

Enter identification number (32 digits)

[ OK ] [ Annuler

Step 4: Select the Access level « Administrator » and the password: STidA

ScECARD

The software tool to keep control of your security

@® User Password

© Administrator

Step 5: In SECard settings, select the COM port on which the encoder has been connected, if you do not know the
number click on the interrogation point.

) SECard - The software tool to keep control of your security L] €) SECard - The software 100l 10 wity e

SECard settings
Communication between SECard and the encoder

SSCP communication keys

Signature

Encryption

o Crange ks Change SECard keys only
Encoder authorized communication modes Blue Mobile ID encoding
Require smanighone unlocking for configuration encoding
Bian Seued Encypiad Require smartphone unlocking for Vitual Card encoding
SECard User card ) _— () o
settings configuration management = [,]

Manage security settings

Pé Comect
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IV-2. Select ARC series configuration wizard

@&}, SECard - The software tool to keep control of your security =, £
h Reader configuration
Home Create your own reader configuration
—
Settings @
LX series configuration WAL series configuration C series configurat
Reader Compatible with Compatible with Compatible with
configuration LXS, LXE, LXC, LX1, LDS, STR, MS, MXS, ATX WAL, WALZ, WAL3 Architect®, Architect® One, Architect® Blue

and Architect® Secure

Current configurations:

SKB
= = Detailed
@_;‘ configurations
BCC n
&)
g El Read
Sl Current operation: MNone
user cards
.‘ Status:

) S Create SCB/
7x racsyor scoz yorsrae o sroseoss | (NII) Viarscs
0ols

IV-3. Reader: Settings
ARC SCB wizard
SCB Wizard configuration
’( \' For models:
Architect®, Architect® One, Architect® Blue and Architect®
Secure

Reader gé” Setlings? & Keys —p

MIFARE DESFire ¢f Settings AP Keys
MIFARE Plus SL3 (¢f  Settings AP Keys &0
MIFARE Classic/SL1 |¢f Setings AP Keys & O

m

| ]
l )
| |
MIFARE UltraL ight/C (¢f setings | [P Keys | o
| l
| )

Blue Mobile 1D [ ¥ Settings [ o Keys .
NFC-HCE |¢f Setiings A Keys O
CPS3 ¢f Settings ("0
ANELU=/2 NEMU- LB ~ i
(@ Close
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Follow the 8 steps of the wizard:

ARC SCE wizard

Configuration wizard

Create your SCB reader configuration card

Wizard configuration steps:

- Reader selection

- Reader communication protocol

- Reader physical protections

- LED and Buzzer

- Keypad, biometric and ARC new options
- Bluetooth® Smart

The functions available with the configuration card (SCB) depend
on the generation of the reader's firmware.

You must choose the SECard version corresponding to your
reader generation.

i Click to view firmware compatibilities array

Choose Secard version to use

[SECardvaox |4 Select the SECard version compatible with the
firmware reader version

i Click to view compatibilities ARC/ARC1

N ) TN

The firmware version is located on the label of the reader and is indicated after the initialization phase of the
reader by a color code:

Red =+10
Orange =+5
Green =+1
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ARC SCB wizard

Reader reference selection

Choose reader type to configure

UID (103 readers only)
TTL Wiegand or Clock&Data (R31/103)

Private ID and/or UID (PH5/PH1/BT1 readers only)

TTL Wiegand or Clock&Data (R31) © Wiegand Encrypted (S31)
Serial RS 232 (R32) © USB (R35) © RS 485 (R33) ©
Serial encryption RS 232 (532) © USB (S35) © RS 485 (533) ©
Serial with decoder RS485 / Wiegand or Clock&Data (R33+INTR33E)
Easy Secure RS485 / RS485 (S33+INTR33E TAATAB) ;
Serial with decoder RS485 / Wiegand or Clock&Data (R33+INTR33F) Select TTL R31
Easy Remote RS485 / Wiegand Encrypted (S33+INTR33F) Select TTL 531

External functions activation

=

[T1 Keypad configuration [T Touchscreen configuration

MO
é [T] Biometric configuration Blue Maobile ID configuration

ARC SCE wizard

Reader communication protocol

Protocol type and parameters

Private ID security Protocol options

[] Data authenticated encryption
P Data size 3 B bvte(s)

Protocol

5 Wi it 3 Forced

@ \Viegand 26 bits - 3i [ site code 2 bytes 2B
© Clock&Data 32 bits - 2H on UID

O Clock&Data 32 bits Crosspoint - 25 15014443-3B PUPI [ iClass

v v i
© Clock&Data 40 bits - Iso 2B Enable MSB First

© Wiegand 36 bits (32+4 LRC) - 3Ca Card ID range filter (LSB)
) W egand 44 bits (40+4 LRC) - 3Cb upip o 00000000
range -~~~ T TC

© W egand 32 bits - 3La

© Wiegand 40 bits - 3Lb

O Wiegand 64 bits - 3T

© Cock&Data custom size

@ Wiegand with LRC custom size

© INiegand custom size

KT (€] ETTH

h
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7
ARC SCB wizard

Reader physical protections

Switch and life signal options

Reader protection options

Tamper switch signal

oc

Life signal
@ Disabled

© Generic

© Reader specific

Save user keys in non volatile memory
[C] Erase keys on tamper switch activation

On tamper activation keeps LED red as default

Common frame for Tamper and Life signal

1c

Accelerometer sensitivity

B Normal

Are checked the most commonly used options, it is possible to activate or deactivate these options according

to your specifications.
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ARC SCB wizard

LED and Buzzer
Options and parameters DE

LED default state Card detection action
Mode Color Blink times Color
o Off 0 =
© Fixed
© Blinking LED duration
@ Pulse x100ms

© Ranbow — - -

Blink duration Pulse speed Buzzer duration
x100ms x100ms
4 = 0 Medium 4 =
’. Buzzer sound level 0] Medium
External control LED color
LED1 LED2 LED1+LED2 )
input color input color input color Enable external LED/Buzzer control
1 7]
=

. . Direct buzzer
KT

-

h

ARC SCB wizard

Keypad, biometric and ARC new options

Reader Biometric settings

1 = 1 =

= =
Biometric data into the reader

c ] [

5 8 T3

Minutiae capture consolidation

Keypad options ARC options
Mode

Card OR Key Scramble Pad

@ Card AND Key (] Eco mode (Low B Deny UHF
Power) configuration
Key transmission Display
@ 4 bfts framed ® Keypad
4 bits : o
8 bits Default image o
X Keys framed

Number of keys 9 &

.
ErE )] BN

W
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( ARC SCB wizard
Touchscreen options Wl
Display settings configuration DB—|
English
Activate Bell
Default image and text
x Q
20 55 N\ D 2o 20 P
COM1
38400

ARC SCE wizard

Blue Mobile Id options

Display settings configuration Dﬂ

Designation

myConfighlame STid Mobile ID (CSN)

Giag | @

Identification modes and communication distances

Card Hands free
Slide Remote
TapTap Remote options
@ Remote 1 Remote 2

Requires smartphone unlocking to authenticate
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‘ AN SCB Wizard configuration
NP =
B e
-
scoiov
» Full semngs Reader se@ngs only Chips settings only
o . satven m
MIFARE DESFiro o Semogs o Keys J o
MIFARE Plus SL3 & semegs £ Kers el
MIFARE Classic/SL1 o Somngs £ Koys A
MIFARE UtraLightC & Setings £ Keys 'l
Bloe Mobde 1D & setings £ Keys Jo
NFC-HCE & setings & Keys o)
cPs3 & Selings oy
e
, ~
ARC SCB wizard
Reader security keys

Keep control of your security. Define/modify your keys.

- SCB company key

Current
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFE

- Serial communication keys

New New

Enter a value to protect your
configuration and your

reader

- Easy Secure or Wiegand encryption AES key

Current J3AIIIBIIIIIIIIIIIIIIIIIIIIIIIIS

New TE1C459E3D2F3678CB1E37C8660CE2DA

~ARC UHF configuration protection key —

UHF write key  FrrrFFFF

FF

[C] New F

Enter a value for encryption key
between the reader and the interface
Easy Secure

~Authenticated encryption (MtE)
Key

Qg _vawae) | X cancel |
V Validate 3 ¥ Cancel

ARC SCB wasd
i ) SCB Wizard configuration
(Y i‘ For models:
Archiect®, Archtect® One, Architect® Blue and Archtect®
Z Secure
SCB level
o Full settings Reader saftings only Chips settings only
Reader ¢f  Settings & Keys . -
MIFARE DESFire | ¢f  setings | P Keys | 7o
MIFARE Plus SL3 «f Setings o Keys o
MIFARE Classic/SL1 | ¢f setings o Keys 0
MIFARE UtraLight/C ¢f Settings o Keys )
Blue Mobike 1D ¢ Settings | o Keys o
NFC-HCE ¢F  Seftings o Keys 0
cPs3 ¢f  Settings )

The configuration of the settings and keys reader is complete. You can use the typical sample configuration
below to configure chip. You can used example for DESFire® V- DESFire® EV1 configuration.
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V. DESFire® EV1 configuration

This configuration is an example; the settings are the most currently used for access control.

ARC 5C8 wand
I \ b ‘SCB Wizard configuration
N B
@‘ Avchitect, Architect® One, Architect® Biue and Archtect®
= 7 Secure
SCB level
© Full sattings Reader settings only Chips settings only
Reader «f  Seftings & Keys [ 1 |
MIFARE DESFire & Keys ()
MIFARE Plus SL3 ¢ Settings o Keys 0
MIFARE Classic/SL1 & Setiings P Keys | °
MIFARE UlraLight/C «f Seftings & Keys 0
Blue Mobile 1D g +
NFC-HCE ¢ Seltings & Keys ()
cPs3 «f  Seftings 0
(¥ Chose

P
ARC SCB wizard

MIFARE DESFire parameters

~Readmode — ~Key mode ~Crypto -
© UID @
- © One key per file (RW) 2 3DES
© Private ID
R © AES
) Private ID else UID ST e
) Two keys per file (R an -
©) From Blue Mobile ID Y=pet el ) ©) AES else 3DES
- DESFire options
— — Use FID key ID to change — -
["] Format Card [ By vl Application IDentifier (AID)
("] Random Id (| Free C/ID VIMAD3 Fs1BCO @
| Free App Dir Communication mode
Fully Enciphered |
[v] MSB First [T] Enable FilelD2
~FilelD1 (FID1) ~FilelD2 (FID2)
Data type Write Concatenate
ID nb 1 & [asFID2 ) nt 2 B @ First
Size 3 % Size 1 %
@ @
Offset 0 3 0 3
Biometric template FID nb 2 g

Si\/, Validate? [ ¥ Cancel
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R N SCB Wizard configuration
A FY e
i n @/ Asr;nmmmm&n‘mmmomwmmm
SCB level
o Full settings Reader seftings only Chips settings only
Reader o‘ Settings. o, Keys | [ 1
MIFARE DESFire (& sotings | L.
MIFARE Plus SL3 [ setings £ Koys -]
MIFARE Classic/SL1 [ setings | | Keys -k
MIFARE UtraLightC ¢ Seftings &£ Keys | -
Blue Mabile 1D o Fa
NFC-HCE & Settings o Keys | -l
cPs3 «f Setings o O}
.............. = =
p
ARC SCB wizard
MIFARE DESFire keys
~ Card Master key ~ Diversification
Current 00000000000000000000000000000000 Enable [ |CMK ["]AID reversed
00000000000000000000000000000000 . . . .
[C1New NXP diversification data Padding
~ Application Master key 0000000000000000000000000000000000000000
Current 00000000000000000000000000000000 3DES diversification key
FFEFFFFFFFFFFFFFFFFFFFFFFFFFFEFFEE
New B32E013A0AB76309DA76D64F2ESBDSAS
~FilelD1 Keys ~FilelD2 Keys
Keyld 1 &
Current 00000000000000000000000000000000
7] New 4C826ADB43DF73DE29AAT2700BFEAR6F New
Write key ~Write key
e ] =P ]
Keyid 2 ® Keyld 4 ®
New 00000000000000000000000000000000 | New 00000000000000000000000000000000
~ DESFire biometric template file security keys "
— ~Write key
0o & ——
3] Kevld 7 @™
. =
current 00000000000000000000000000000000
- )0000000000000000000
New 8878182FESATE636951AE70BD25SEL7AA
New 00000000000000000000000000000000
~ Diversified RandomlID Card key to GetUID
Keyld 7 & Current 00000000000000000000000000000000

Note: Diversification is recommended but not required.
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VI. Save the configuration file

r@} SECard - The software tool to keep control of your security | = i&r
SECard settings
Configuration files
When loading configuration file use SCB version defined by
Settings () Configuration file © SCB wizard ‘
N L
l' - PSE configuration file -
Encoder
a Current configuration file: C:\ProgramData\STid\SECard v3.0.1.227\secard.pse
o FSE
Cﬂ Automatically restarts SECard
User rights
- Define passwords for SECard login
User password vare access and
’ ecommend
Phes o Power User password i S
N apital and Neast 3
l I Administrator password figit anfl-a-esacialcharats -
S Enter the password
configuration
Q Pasgword for PSE file protection (optional)
Gronte ’ [ Show passwords
user cards
X
* |
Tools
\
Re-enter your current SECard login password @

Enter your password

QK ] [ Cancel

Enter the current session Administrator password (default is STidA)

@1}, Sauve Protected SEttings ...

|' Bureau »

Oe) T4 7

Nom du fichier :

Type: IFl:hler de paramétres protégés (*.pse)

e
= Parcourir les dossiers [ Enregistrer ] [)Annuler ]
—

Informations ﬁ

| Les paramétres courant sont enregistrés dans
cal \Desktop'Tuto.pse

o )
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VII. Load a configuration file

If your SECard opens on this window:

Charge un fichier de paramétres protége @

... \Tuto.pse” est protégé.

A

[ oK ][ Annuler ]

1- Tuto.pse is the file you want to use;

Enter the Password you used when you save the file.

Define passwords for SECard login

User password

Power User password

Administrator password

Password for PSE file protection {optional) b

Show passwords

bad ‘..‘,.' é
. =
Le logiciel pour rester maitre de sa sécirité
ate ot de passe O
DE ale A -
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2- You want to open another file (for example, the default configuration file)

Charge un fichier de paramétres protégé @

... \Tuto.pse” est protége.
Entrer votre mot de passe

o JGomie D

=D

The software tool to keep control of your security

@® User Password @ OK

N
e — O L

® Administrator (_QD Load

a- If you select Everyone during the setup: the default configuration file is located in:
C:\ProgramData\STid\SECard v3.0.x

b- If you select Just me during the setup: the default configuration file is located in:
C:\Users\usersXX\STid\SECard v3.0.x
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